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Chapter One 


The Easy Come Bar 


T he Easy Come bar wasn't the favorite spot of the 
thousands of Cils who took their R&R in Bangkok 
in 1969. Most Viet vets who spent time in 
Thailand will remember such places as the Hollywood. Thai 
Heaven, the Miami, the Green Dragon, and the California. 

The Easy Come sat by itself, almost at the end of New 
Phetburi Road. For a GI bar in the R&R years, it was a small 
place, just a bat with six stools and four booths along one wall. 
I walked into the place one afternoon looking for possible 
spouts—the water taps of information in the business of for¬ 
eign intelligence collection. 1 w as working for one of a dozen 
different agencies in the alphabet soup of spies and diplomats 
that stalked the streets of Bangkok while war raged a few hun¬ 
dred miles to the east. 

I sat in a booth, ordered a beer, and pretended for the 
moment that I didn’t understand a word of Thai as three pret¬ 
ty girls slid into the booth with me, one beside me and two on 
the seat across from me. I fended off questions about where I 
was from and how many hours I had been in Bangkok while I 
slowly sipped a Singha beer. As the girls chattered on, 1 
looked the place over while I listened to what they were 
telling each other whenever they spoke their own language. 
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r also Took a gnud look at Ih c Mamasan—the woman who 
managed the gills and cook the money when a customer 
decided to huv a girl out for The even mg. A xaH, preny 
Eurasian «nn ill her «rly dims, the Mnm» ^ behind 

the bar, watching with dark bruwm eyes everyth mg that top 

pened around her. . T 

The Mamasan caught me looking at hex and she snultd, 

decided instantly that l was going ro do my off-duty drinking 
in the Easy Come until l got to know her a whole Lor belter. 
I've alwavs had a thing for smart, comment, Uf?n& good- 
I poking women. 1 left the girls sirring in the booth and walked 

over to the l?ar. carrying my bottle of Singha. 

She locked up and focused on mo as I usked her what her 

"^“Connie, with no last namef she roid me and went back 

10 working on foe account book. . 

h rook another four visits before she parted talking 
enough ro tell me her father had been a Dutchman W ho had 
lived in Thailand He had taken Connie’s Fhai mother <i 5 his 
wife a few months before the Japanese captured and killed 
him during World War 11- She had grown up poor and claimed 
she had opened the bar with money won in the Thai lottery. 

I told her chat 1 was a bright young American sociologist 
working with the Defense Advanced Keaearch Projects 
Aceucv (DARPA) and was trying to discover how the i ha. 
government could win the hearts and minds of US rural popu¬ 
lation before the Commies took over. 

Maybe it was mV suspicious nature, maybe It was because 
I was trying to learn everything possible shout the spy busi¬ 
ness hut the more afternoons and evening* 1 sat in foe Easy 
Co™, sippinft on » beer io ■ back booth and tva.ch.ng the 
parailc of GIs oil I'.f R and How well the pals handled th.n , 
the mote what started as a tiny suspicion burning m the back 

of HIV mind became an Open flame. 

rujntetimdligencc wasn’t my game m those days, so 
when I couldn’t fight off foe suspicion anymore, 1 took a Heu- 
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tenant colonel working in Military Assistance Command. 
Thailand (MACTHAl) wirh erne of the military Intellicence 
services into the Easv Come for a beer ore aftcrotMirj. 

At first, George concluded foere was no way Connie 
might he w hat 1 was afraid she was. Then, a couple of weeks 
Latex, an excited fieiiTge walked in TO- nty office and told me 
he’d spotted Cuniiic sitting with a group of American officers 
and then wjv'ts in foe officers club ar rhe Chan Pray a hotel. 
Wondering what an ft&R har Mamasan WAS doing mixing 
with foe American military elite, George asked one of those 
officers about the beautiful Thai woman arid lesmed that 
Connie w as a good friend of several military wives whom -She 
luid mcr in one of the Christian churches in Bangkok- Xone 
of the officers’ wives appeared to have any idea that Connie 
w,t; $ successful R£cE madam on New PliClburi Road. 

'rhe new information made George as suspicious about 
what Connie really was as I had been. Because he didn't cliink 
iL viise thar be go back into the Easy Come, lit iiskcd me to 
keep dropping in on Connie and playing the dumb government 
civil tap hoping for art impossible love. That was line with me, 
ar.d after a while Connie and 1 £01 TO be very croud friends —to 
foe point where l teamed that while all those American wives 
though! Connie was a dievout Christian, a large bronze SRmie of 
Buddha saL oil a pedestal in one Cuixtcr of her bedroom. 

To this day George ean'i prove that Connie was doing 
w hat we both decided she had 10 be doing, but sSie was proh- 
jb.v one of the most clever intelligence disc officers who ever 
worked foe bus i ness. 

George never was sure for whom 5 he was working, Cither. 
It could have been the Russians. Red Chinese, or North 
Koreans;, or she might even have been an independent intel¬ 
ligence entrepreneur. Rut whoever she served, rhe gobs oi 
information Connie's girls squeezed, fondled, and drew out of 
rhe parade uf Gks who wandered into the Easy Come almost 
certainly went straight To HanOi- 

The dozen girls who worked in the Easy Come at any one 
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time Wire all a hit prettier a lot mote enthusiastic ac loVC- 
rt^king, and a whole loi smarter than [he svtingc girl iust off 
the farm servicing GIs in the Other places along Lhe Phetbun 
strip. Connie's girls all spoke English, akhuL^L sometimes 
heavily accented, but always well enough to ask questions and 
listen carefully while a guy Fresh from a good orgasm bagged 

about what a great soldier he was. 

The Easy Come girls were great actors who could sell an 
illusion of love as quickly as Houdini could slip our ol hand¬ 
cuffs. Most of the rime. 4 grunt who spent 4 night with one. of 
Connie’s girls didn’t go looking for love anywhere else for rhe 
remaining days of his R&ff. If he did w ant a change of vagi¬ 
nas, he went hack LO the Easy Conte to find it. At least once a 
week, some soldier left town in desperate love with one of the 
Easy Come girls. Many of Them kept writing The Rtf I for 
weeks and months after their K&R. A few signed »P ™ 
esira tour in ’Nafll just so they could get a 30 cay leave and 
take it in Bangkok in the arms of one of Connie^ girls. 

It wasn't just vers from Vietnam who found the Easy 
Come- There were 40,000 U.S- airmen stationed in Thailand 
during those years, and 4 couple of thousand member? of the 
Other armed services worked out of the Joint United States 
Militarv Ansi stance Group (JUS-MAG} and MAC 1 HAL eom- 
pejund located near rhe U,S- Embassy on Wireless Road-Mow 
of rhem considered 5» visit to the R&R bars the worst kind of 
Slumming, but if they happened to stumble into rhe Easy 
Come, Connie made sure They found something a little extra 
special that brought them back time and again [ know ul four 
different -iris from the Easy Come who married Bnngkok- 
bas=d Cl? during the years I rracked events in the har, anr. at 
least half a dozen more who did rour-longshack-up* with L -b- 
tnilitary personnel. Every lime a gif] left to take up a full-ume 
hwe situation, Connie would find another wdio fit the special 

personuliry of rhe Easy Conic girjfc. 

Probably W percem of the grunts who found the Easy 
Come didn't have much worth knowing locked up in then 
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gonad-driven brains. Rut it was a dirt-cheap spy network with 
the U.S. CIs paying for must of rhe cost out rtf the money they 
had saved for months before gening a seaL On an R&R flight 
Connie was learning details about unit Sjzc and location, patrol 
uperarional techniques, ambush method*;, unit morale pmh- 
em?, pending troop movements,, beach defenses, river patrol 
routes. Gl black market activities, and damn neat anything 
else a (IT might know about how America was figuring the war 
in Viecnam- 

As for the guvs smrmned in Thailand, every scores known 
m the JUSMAG compound, including planned bombing tar¬ 
gets in Lan«, was at risk any time a soldier Stepped into che 
Easy Cosnc. 

Connie had that knack Sot spotting a potential payoff that 
makes a case officer a master of the trade. Once in a while, 
one of the R&R Customers would lei it sbp That he was work¬ 
ing someplace important, like maybe rhe Military Assistance 
Command, Vietnam (MALA ) compound in Faison Of S 
brigade headquarters Op north. Marks like LbHF urcnc hack to 
Vic trial] i and would soon thereafter meet a little Vietnamese 
bench gsri, or mavbe even a European female employee with 
some international aid organization, who seemed m know 
instinctively juST exactly w hat the young man liked when it 
, ime io loving. None of the Americans had any reason to sus¬ 
pire: that rheir .suddet] good luck in Saigon w as duecrly Tied ro 
the.: R-&R and rhe girts they left behind in Thailand. 

Occasionally someone would spill something big- George 
was sore that one of Gourde's customers lei slip the wrong bi: 
of information back in Saigon 16 a Ere lie h secretary working 
fur a trading company, which resulted in a sapper attack char 
killed an Army of Vietnam (ARVN) two-star general in an 
explosion in a Saigpii restaurant. T’ll always be eum'inccd chat 
it was another of Connie’s customers who hletv the informa¬ 
tion about the surprise attack mm Cambodia that, allowed the 
Viereong ctMUiaand structure to disappear before die tioop? 
got TO the target. 
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Connie wasn’t just working rhc R&R trade 1 either. Playing 
h£T second role as the devout Christian Eurasia** she was 
du-irlg all soits of friendly Things 10 help the LkS, military and 
embassy wives she met at church on Sunday survive the expa¬ 
triate life in Bangkok- She arranf-ed up-country crips to old 
[tipples,, sec up cultural niglus where tliC Americans could 
watch Thai dancing, and even organized a Thai-American 
Buddhist study group, 

She also helped the American lid ICS find household help. 
The Thai women whom Connie sent around CO work as cooks, 
maids, and baby-sicctrs weren't quite as young and prctiy as the 
girls sirring at the bar in the Rasy Come,. but they were bright, 
they spoke passable English, rhey worked hard, they Treated 
ike fomtig {Amera:an or European) kids with Jots of love, and 
they did nr steal. Although none of the wives ever figured it 
our, or pcrhnps didn't want, to admix it even n> themselves. 
Cum lie's maids were also ready and willing ro give the man of 
rhc house quick ISSTC of Thai love in the servants’ quarters 
■while his wilt was off studying Thai culture with Connie, 

George’s military spooks never told the Thai government 
what they were sure Connie was doing. They didn't issue any 
warnings to the Troops Of warn the gaggle oi military and 
embassy wives that their house servants were probably spying 
for rhc Communists. 

Smart intelligence officers don’t attest, murder, or destroy 
the public image of good spies 1 bey either use ibem Of neu¬ 
tralize the m, bur They always try not to let the spies know they 
have been made. 1(1 the spy game, the devil you know is a 
thousand times better than the devil you don't know. Destroy 
a spy ting you know about and a new spy ring you know noth¬ 
ing about will soon be watching you. 

’ Alter T alerted Goorge about mV suspicions of Connie and 
Che Easy Come, he SCI up a iccrion in his own organilitioft 
that did nothing but monitor Connie and her activities. tor 
the next two years, every GI who wandered into the Easy 
Come was photographed and identified by someone working 
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for George. Those who were nothing bur mud grunts went 
back to "Nam, fought the war, and lived or died w ithout ever 
Mopvctmg how dose they had come to a major spy ring. 
I hns-e who did have access to information of porenri.ii intelli¬ 
gence value went back to Vietnam to find tliaL new duties 
a waited them rh.it kept Their hands off classified documents 
,md their asses much closet to real combat. 

Thc same thing happened with the Bangkok officers' 
u ives and their Husbands whu stepped into Ckmr.je’s web. Most 
nf them v.erc never cold rhc truth about Connie. The wives kept 
go-in g n-n up-country trips and sitiing thro ugh cultural education, 
classes while their housemaids tats.:.. L.vii husbands the subtle 
differences between Asian and American feminine anatomy. 

A few guys did get sudden tiausfers, like one L,$. Air 
Force embassy attache I personally knew who suddenly 
found himself flying combat missions out of Ubon while his 
i imily went back to the States. 

Connie kept collecting a lot of information, some of it 
probably useful to llioSc who received her product. What else 
was. Happening was that George’s counterintelligence "roup 
scaiting feeding Connie’s girls bits and pieces of false infor¬ 
mation. Some of the guys filtering into the. Easy Como dr 
encouraging Then wives TO rake one of Connie's up-country 
trips knew exactly what they were duiug—-participating in 
whai eventually became- the single must effective disinfonma- 
i on campaign we had going in Sour hosts r Asia until rhc time 
we pulled out txf T Nam. 

For example, a rumuT unce suddenly flashed through the 
MACTHAJ compound Thar enr ire companies in 1 Corps were 
unable to climb out of bed because of a new and virulent 
muLjtiou of pcnicjllin*-resistant gonorrhea spreading through 
rhc troops. Within days, the officers' wives were all til king 
about jt as they rook one of Connie’s up country trips- A week 
later, a Yiexeong battalion launched a series of surprise attacks 
in I Corps expecting re caich stek Troops nor fir for combat. 
Thev died on the wire in droves. 
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On mother occasion, one of rhe I -S- Army's bcsr snipcm 
and his sponw rook art R&R at she same lifilC in Bangkok afid 
went straight frum Their hotel to the Easy Came. Five days 
later, on the last night of a glorious time, the two of them gut 
skutak drunk with two of Connie's girls and started talking ro 
each other ibour their plans for taking out a key North 
Vietnamese battalion com mender. 

If the two men had really done what they talked shout 
doing chor night in Bangkok, they would have walked straight 
into an ambush, Instead, B-52s carpet-bombed the area, 
churning into hamburger (wo companies of'the crack northern 
C/OOps committed to the ambush. 

This was an especially successful ownTerinieiligeiiCC 
operation because George doubled Connie's entire spy ting 
without making any direct contact with S single member of 
rhe enemy network, a real coup in the intelligence game. 
White it is almost impossible to estimate the actual impact of 
the c-Ievef use of human resources in any Spy operation, 
Connie unknowingly passed on enough false information chat 
she probably did more for the U-S- war effort than many of the 
inreilij’ence case officers working OP our side. 

Like all good tilings, it didn't last forever. Eventually; 
some general in Hanoi must have begun LO Suspect that the 
information supplied hy Connie's spy ring was no longer as 
valuable as it had once been and that much of it not only 
proved to be inaccurate but it sometimes backfired,' The more 
that happened, die less they could mist any information she 
produced for Them. 

In late 197IT left Bangkok for a tour in another pan of the 
world. The last time. 1 dropped by to see Connie, she tanked 
nervous, almost like she was frightened about something. I had 
gone rfi the Easy Come for a last good-bye and to tell her a 
cover story that I was quitting my government contract job arid 
^Uiug home to get a law degree. ’Weeks before that, she had 
started hinting rhac maybe WC should get a lot friendlier than 
we already were, which was pretty damn friendly. 
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JoSt before T got up from her bed to leave, she asked me 
why 1 didn’t marry her and rake her with me to wherever 1 w4s 
going. It was a .serious offer, and I might have taken her up on 
u if there hadn't been a wall of lies between us That neither of 
us could ever break down. 

I saw Connie once more in I b$4 when I Spotted her in a 
4 h;ipping ccnter in CrysraI Ciry, Virginia. juse a few mlies fiurii 
the Pentagon. She was hanging onto rhe sleeve of a guy I rec¬ 
ognized as someone who had been assigned ro MACTHAI 
buck in the war years as an army major in the civilian contract 
office. Two kids just short of ibcii teens were ragging along 
behind Mama and Daddy as they looked 4L new refrigerators. 

It's not hard to figure out how Connie ended up in the 
l nited .Stares, married with children. George's counterespi¬ 
onage operation was so highly classified that Connie's name 
Would hive never been put into any visa lookout iiles, nor the 
li'i-kotiT 1 |cs ol ether agencies. The guy she married had no 
Wea si Jut his wife had done during the war years Ox how his 
OWn government was using her without hoi knowing it. 

As I Stood watching her That day in Crystal Ciry, 1 envied 
Ihc guy just a bit. Then she turned and Saw me standing 
there. She recognized me, bur site neither smiled nor 
frowned The man said something, and she turned, .gave him 
i big smile, readied Up. and kissed him On the cheek. When 
the finished the kiss, she turned: and looked hack at me for 
jtru ,i second, making sure 1 had seen The kiss. Then she 
lurried and walked away her arm locked with the arm of her 
An i ei jean husband, a Norman Rockwell picture of the perfect 
BfOss-culiuraJ marriage. 

Like rill good intelligence case officers, Connie could 
bail'd a .great illusion and make it seem so real that it really 
P#3 I: he son ol a bitch, looked as happy as any married man 
I'ii. ever seen who was raking the family on 4 shopping trip. 
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i Chapter Two 


Spying Has 
One Purpose 


K nowing the enemy's defense plntis. the secrets of 
3 new weapon system, or the menraJ stare of a 
pdttroal leader can cost or save thousands of 
Jives, depending on who has the knowledge and hvw ibev 
put it to use. 

Gcwxf spies tan keep a govern merit nut of war. an d incom- 
(x-cenc spies can get a government into a war thill can't Ik 
U.m Governments don’t jusc spy on enemies threatening war. 
7 he £ iolc? War is oven bur both the CIA and the KGB are sriJJ 
in business, and the intelligence case office ra of dozens nf dif- 
P fcric councries recruit and run rings of spies trying ro uncov- 
U rr:idt ' sctTexs ’ P-oJitccal plots, and miEjiary pEans, as well as 
r K p]Rns ° r [CECOrbc: groups scattered around the world- 
i rove in men rs shu spy on tbeij own ciltZens. The FBI tries 
: >i iltrate rhe Mafia and dozens of other organized criminal 
ppnps, and the IRS not nn.lv collect* and examines the finan- 
,ul locuTinen[£ oE most major corporations as well as midiorrs 
pFprivate citizens, but also actively recruits tad pays snitches 
' III ng to rat on their friends and employers for profit. 


II 















ITS NOT JUST GOVERNMENTS 
THAT HAVE REASON TO SPY 


Almost all tif us will at some rime know snmcfhmg that 
will give US ail advantage nvsfr someone else. Jusl <13 Likely,. we 
will sooner or later lose Btimeilling deaf and important to ua 
because someone else found oll: something; we thought only 
we knew r about. It very one of uS Spies OP someone rise at one 
time oi anotliei. 

* A mother Eiiiiy listen an on a teenage son's call to it girl¬ 
friend, hoping stir will learn tbl the girl is nor pregnane. 

+ A man will drive 1>V a girlfriend's house to snake sure she 
IdHy is home with a cold. 

» A wife will carefully examine the dirty clothes her husband 
bronchi back from a trip uut of town, looking for signs of 
lipstick uf strands of blond hair. 

* \n employee will snCflk a look in fhe Stoss' file cabinet, try¬ 
ing CO find out who will get the next plUaliGrion. 

* A father will check OUC his daughter's boyfriend with a 
credit bureau. 

ALMOST ANYONE CAN HAVE A 
GOOD R K A SON TO RECRUIT SPIES 

We can alt face a situation ill which someone has infortna- 
Lion we must have in order to survive or Jive well, and Che only 
way we can get it is LO Steal it. Yet, most actions, involved in 
stealing information—burglary, phone rapping, and brihery— 
are illegal acts with heavy punishments. 

The safest way to steal information is TO recruit someone 
who has access to the information who can steal it for us with 
little risk. Here are just a few examples of how ordinary peo¬ 
ple might recruit someone rn spy on someone else. 

» A professional gam bier wants an extra edge so he tan bet the 
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odds char othcis- set. He recruits as spies trainers, assistant 
coaches, sec re caries, bus drivers, office man agent, and even 
custodians and janitors who work fin pmfessioMl acid college 
Sports teams. His recruited spies provide bits and pieces of 
information on team morale, injuries, personality clashes, 
drug abuse. Training practices, and any ocher information that 
might have an impact on The outcome of a game. 

* I he American Cancer Sociery recently discovered its pri¬ 
vate papers, dating ro October I97 L }, in Philip Morris docu¬ 
ments unveiled by The Avar Jit/jf Times and accused the 
tobacco industry of spying on the society in the 1970s ro 
learn how it planned to address the idea of safer rigaiettesL 

* Ibm White is a successful lawyer who has spies working 
for him in three of the major insurance companies that 
handle many of rhe claims uf injured parties Tom iepre¬ 
sents in court, As a result of the insider knowledge Jiis 
spies provide, Tom almost never gees to court. When he 
does, he wins because he knows the Strengths and weak¬ 
nesses of the ocher side's ease, 

* Dan Cocker has made Several million bucks in the stotK 
marker using insider information he collects from a Eialf- 
liozen spies working in major investment finm 

WHAT i ii >VERNMENT 
SECRETS SHOULD YOU KNOW? 

Americans don’t juST have gnod reasons for Spying on each 
Btftcr Just as art intrusive government spies on its own etci- 
■erp,, so ciripens often have gemd reason to spy on their guv- 
frnmenl. The Mafia has been doing it for years, 

Various aerien groups across ihe political, spectrum, raug- 
♦M5. fftrri leftist radicals trying 10 discover CIA covert opera- 
PWs in Latin America t,o the new citizen militia cronpa wge- 
med about tllC Bureau of Alcohol, Tobacco and Firearms, are 
frying on govern mem agencies. 

Persons who are called investigative reporters ate often 
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intelligence operatives trying co Teeruic government employ¬ 
ees Jts spies so the 1 , can make money and fame by revealing 
the jguvemnvenHs daTty secrets in headline stories. 

Many of your fellow citizens as well a& citizens in other 
countries have been spying OH government officials for a Ions 
time, for mstan.ee 


• No one knows hew many teal estate speculators around 
[he country have tapped into the secret planning nice tings- 
of county Commissioners, state highway departments, and 
cits - and planning commissions. 

« Any executive officer of any big corporation who isn’t col¬ 
lecting daily information from a ring oi spies working in the 
federal agencies tint control and regulate every aspect of 
has holiness could be heading down a fast [rack, to failure. 

■ One of the unfold secrets of [he business of lobbying 
Congress and state legislatures is chnr many lobbyists are 
mere interested in intelligence than vote busing. U.S, con¬ 
gressmen and senators would be horrified if they knew how 
many' people on rhesr staffs are regularly passing sjvfornia- 
tiort un to people representing businesses and industries 
that they are targeting for more restrictive tCgufaTaQn. 

■ Employees of the IRS, she Security Exchange Com¬ 
mission, the Patent Office, "he Food and Drug Admin¬ 
istration, the Federal Trade Commission, the Office of 
Safety and Health Administration, and on through the 
alphabet soup of bureaucracy all have tons of commercial 
information that ebev aie supposed lo keep secret. Vet 
each uf those agencies has hundreds of unhappy, angry, m- 
debT employees who can be recruited to provide such con¬ 
fidential information. 

■ A teeeni Associated Press report desenfjcd how the Cali 
drug cartel has been Spying on top government officials in 
Colombia. The operation Lathered intelligence chat when 
leaked CO flit press embarrassed the Colombian president 
and threatened the stability of the government. 
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WHO IS SHYING ON YOU? 


Even if you live a life in which, you can’t imagine that yuu 
rculd ever have Eo spy on someone else, you may be rhe sub¬ 
let of someone (Iws spying. 11' you arc the leader in a com- 
ftitive industry, e’.'er get involved in policies. Take a public 
sit ion on any divisive issue, or have a nice, home and posi- 
m in your community and people envy you, you know 
.irnerhirjig that someone else cart use against von—if he can 
nl out what it is. It may be a manufacturing technique or 
RWCSS, a Special recipe used ill a restaurant you own, agitard- 
■ I list of clients, an idea fora new invention, your ft edit cit'd 
kn<1 I 3 IN numbers, a secret love affair, a past you’ve overcome, 
a bn of extra income you donV report on your IRS form, or a 
vn v rh;H you keep hidden from the world. 

If you want co prorem your own rets, you must know 
h 1 successful SpjCS Operate so tli-nt you have some chance at 
.IfUi'bug the person who you think is a loyal friend, a lover, a 
■usted employee, or a harmless, casual acquaintance, but 
fc-ln>. in fact, is out to steal your secrets- and give them co ihe 
toe non who will use shem to do yon The most harm, 

t Protecting youiscil from those who would steal your 
tts is as much a part of a personal defense strategy as arm- 
y nurse if and guarding your fence lines, 

Before we go any for [her, a note on semantics is in order. 
Bln an effort at brevity and clarity; I will use [he pronouns hf 
■ n■! him as nongenrier specific, railier than using the more 
fcrkwsid pitfaSCS Af or ihi Or his or her. This docs not mean iliac 
frmales do not make excellent spies and CMC agents. In fact, 
kmc of Tbe most dangerous Spies and effective spy masters 
hjtc been female, as the examples throughout this book 
buk abundantly clear, 


Spying mas One Purpose 
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upk.r Three 


'he Basic 

rinciples of Spying 


! litre are several different ways to steal secrets. Among 
most effective of these moans are the following three; 

Ql'sensattoit and Suratillatwe; A spy sneaking inen [he 
Enemy camp to count the sick and wounded, nr hiding in the 
:-f:[ while others talk outside the dour, is engaging in nbser- 
,llun snd surveillance. Modern covert surveillance includes 
sing satellite photography, plan ring secret microphones, 
Itercepting telephone calls, surreptitiously reading mail, and 
finny nr her techniques. 

1 ::c many Dcritaical advances in tadai, sonar, spv satellites, 
ig-distanec and high-airi mde photography, high-tech electron 
intercepts, laser and parabolic mike Audio collection, ilaima- 
nu ved microphones and video cameras, electronic signal tnter- 
Brpcrons, and computer-based deciphering of encrypted [fiCt- 
11 rt a k designed ro improve methods of coven observation 
Mi".. s-L.rv e i I la ncc. Modern national intelligence agencies spend 
llie great majority nf their budgets on high-tech surveillance. 


Th?it and Burglary; This Is a frequent plot in spv movies 
•ind spy liters [urn. 1 he hero b mgl ariies an embassy, cracks 
the safe, takes picture of the secret documents, and then 
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sneaks iiway with no one the wiser. Despite their popularicy 
with authors nf spy stories, burglary and rheft axe seldom used 
in rhe renf world of spying. They are tm high risk: with LOO lit¬ 
tle chance of success. It was such an Attempt at burglary Thar 
eventually brought down President Richard Nixon, 

The 1 aside Sfiy: This means using a human being who has 
direct access to valuable secret knowledge to steal -hill knowl¬ 
edge. Some examples aft the confidential informant in a drug 
gang who is under the control of DHA agents, rhe FBI plant 
driving a group of bombers around town while they plan to 
Now up the World Trade Ccnrci, the Soviet colonel passing 
orr KGB secrets to a UI.A contact, the L-..S, Marine embassy 
guard entrapped imo spying bs a pretty girl he met lei a 
Moscow cafe, or Aldrich (Rick) .Amec rhe CIA officer who 
made millions passing setters ro the Soviets while he drew his 
Li&. government paycheck. This is what intelligence officers 
are miking about wFien they mge the word IH'MINT when 
discussing intelligence collecting activities, (HbMINT 
stands for human intelligence, rhar is, intelligence collected 
bv a human being rather than by capturing an electronic sig¬ 
ns! or taking pictures from a satellite./ 

Dr spire tJic Jact that human Spies still ope rare in much 
the same way they have for Lbo Last several hundred years, the 
Spy van otters obtain information and mttlFagcnce that cannot 
be discovered by other means. The inside spv nor only can 
pin access to documents and plans locked up in safes, he can 
provide information on what people are talking a hour an pri¬ 
vate, The personality strengths and weaknesses of enemy 
leaders, internal Strife within an enemy organization. and the 
espionage techniques the enemy is using to steal secrets. 

Sometimes rhe human spy can be an incredibly cheap source 
nf inTelligencc, even though rhe product is extremely valuable, 
Such a spy may nor even know that he is pnovicitng information tru 
the enemy: Thai was the case with ill those guys rvn R&R who 
walked into the Easy Come in Bangkok 
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SPIES CAN DO MORE 
THAN JUST STEAL SECRETS 


Once an intelligence officer recruits a spy inside an enemv 
kwmp. he has someone at his eomrriaii-d who 13 not nnSy able to 
keul seCLCts but who can also engage in a variety trf covert 
l*""”* that will cause the enemy problems. A spy mside an 
bncmv camp can engage in. sabotage and spread tumors and 
■res that mislead the enemy and may even destroy ihc reputa- 
fck'm: of leaders. The temptation to use spies fox mure than 
fcr.iling secrets Is a problem every national intelligence agency 
■kes. Every intelligence agency and those who hire the inreb 
BipniLe officers must ways balance, the demand for irttelli- 
^■nre a^iinst the demands for using a spy for covet! action. 
Whereas this book will focus- Oil the recruitmeni of Spies 
bitli the intention ol stealing secrets, anyone can use the 
IlmL: methods ro teeruir a .spy who will destroy property, lose 
|ilrv tell lies, spread tumors, play dirty tricks that dcmoral- 
lic ihc enemy, and engage in other destructive activities. 
»v>. a spy who has been stealing secrets Cun often be rcdi- 
jfCL'ted uitu sabnrage, 

SPV RECRUITMENT FACT'S 

! Fick up any catalog of bucks on espionage and invest iga- 
Itton techniques and you will find lots of titles explaining 
■® H lo search through public records, even mure ritlcs 
Wf-i ribing surveillance techniques as well as the high-tech 
■guipment available for surveillance and how to use it 
I here are also lOLs of hooka telling a potential spv how Lo 
pkk locks and open safes. You can learn flow to make bombs 
plnti dozens of different.kinds of gadgets and tools that can be 
» ni for sabotage, bow to tail a suspect, how to spot Someone 
uinug vou, and how to use Computer encryption programs 30 
tan send messages that no one except the person you 
■Slid them to earl read. 
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IfV all those instructions on how td sp\, you will find 
aJrnos: nothing explaining how roiecruk a spy who will [e pon 
secret mformaiiun from inside the enemy's canip. 

The setim of how to recrutE spies, are clusely guarded by 
Liiose who hive learned how bn use liiem. Such government 
intelligence agencies as the ClA. KGR, British MI6. and che 
Mossad go LO incredible efforts ro ensure that riietF methods of 
JiecnutiDg spies are no: exposed to public view: Anyone who 
works for any of ihn?c agencies most sign a -con tract agreeing cn 
never reveal rhe spyeraFr SOCrets learned while working as an 
intelligence cullecror, 

lTe intelligence agencies of powerful world governmctils 
don’t keep these Trade secrets ro themselves, The secrets of 
spy recruitment are anyth tug bur secret between agencies, 
The KGB knows everything theClA knows about rhe differ¬ 
ent ways to recruit a spy. Nothing; in tins book is going to tell 
tliC KGJV, Mot-sad. PLO, Mafia, drug cartels, or even the intel¬ 
ligence services of such countries at Peru, Bolivia, Cuba, and 
Uganda anything they don't already know. 

Government intelligence agencies keep their recruiting 
techuic|oes hidden from rhe public because they don’t want 
rhe general population knowing how they /ecruit and use 
spies. This secrecy serves two purposes, hirst, it makes it easy 
for government agencies to recruit ordinary citizens as spies 
because such people don’t spor tile warning signals that they 
are being recruited. Second, die secrecy helps a government 
ensure that its citizens don’t start spying on k and finding out 
just how incompetent, and .sometimes criminal, ircan be^ 

A SPY IS ALWAYS A TRAITOlt 

A spy 3tca : s information from people who trust bins and 
to whom he owes loyalty and then gives or sells that valuable 
information to their enemies. Most people don’t want tn 
become traitors, and, just as important, rhose who would 
willingly become traitors arc almost never lu positions wEteie 
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cy have access to seerei in formation rhat an enemy might 
bunt to steal, Therefore, the intelligence collector must 
tecruit spies who will du his work in such a way that I) tliC 
Recruits don't realise that rbey ate spses, Z ) he tno-ls them 
Jmo thinking they are not really doing anything so terrible, 
Or 31 he traps them in A Situation lO which they have no 
fchoitc but io give Ehe enemy intelligence officer the infor¬ 
mation he demands. 

This is the primary craft of the intelligence collector who 
most rely on human resources—the art ol convincing people 
tip commit treason against their country; their employer,, their 
nalitical associates, their friends, and even their loved ones. 

Once a citLicn understands rhe means of convincing peo¬ 
ple to spy on chose who trust them, he has the tools lie can U5C 
to learn The secrets of an intrusive government, the big corpo¬ 
ration, the labor union, law firms, a criminal organijarion. ot 
,nv other powerful group that wants to control his life and 
i ike his money and wealth, Just like the armed citizen is che 
I rimary defense against both the criminal and an unjust gov¬ 
ernment, so too is [he citizen who knows and understands the 
raft nf recruiting spies prepared to defend himself against the 
ruminal as well as a government intent on limiting the frec- 
ilnms of its own citizens. 

Politicians and bureaucrats don’t want you to learn the 
secrets of spying for the same reasons they don't want you to 
keep your arms of your right to Sc If-defense, The craft of spy- 
ms; can be as important a weapon in ihe defense of your free- 
dnir is any you can load and loch, 

Despite die secrecy under which they are buried, the 
principles and SCCfCTS of spying are relatively simple CO learn 
ind practice. Anyone who wants tu discover information 
someone else is holding can recruit a.nct organize a ring of 
spies and put them ro work ferreting uut llie ioC|uifCd infor¬ 
mation. It need net be rhat expensive: a successful intelli¬ 
gence-collection operation may consist of as few as two or 
tluee people. 
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Chapter four 


Who Is a Spy 
and Who Is Not 


N o employees of the CIA, RGB, >-316. JVlossad, Of 
any other international spy agency consider 
themselves Spies. They will hisisr cJiaT they are 
luval employees of Their government, whose job it is tu recruit 
spies Often they work in ifrc embassies of chcir country and 
ne identified as diplomats of other government employees. 
Sometimes they work undercover as businessmen, journalists, 
students, or Tourists, end sometimes they sneak into the coun¬ 
try as iikgi if, that is, someone pretending to he a national or a 
Icitail resident uf the target country. 

Regardless of what cover they work under, they not only 
i. lor i't eon side f themselves to he spies, 'hey almost always hold 
in contempt the people they recruit as spies and consider 
them to he low-life traitors to their own country' and culture. 

Intelligence officers who recruit and lOrt 3pics to spy for 
rhem are called cast officers, or cast agtnis. The spy, oa the 
ageni. as he is called in more polite calk, is rhe traitor who 
tel s ot gives away secrets he ban been entrusted to keep 
safe. finis book explains how The case officer does his work 
and how any ord in a ry eiii?.e n can practice the same skills Jt'a 
the private Collection of intelligence The case officer is the 
keystone of all HfMTNT intelligence-collection Opera- 






cjO[]a. Eircry ring of spies has a case officer who rccruiied 
each Spy arid who controls and man ants The activities of 
each Jink in eh-: ring, 

THE ATTRIBUTES OF A C ASE OFFICER 

hi his book Z£f Craft of btteUi^stx z Allen DrslJcs listed The 
personal atirihuies ot a good case oflioer as someone who pos- 
RtSSCSS the following characteristics: 

* f& pencepTjvc about people 

* works with others under difficult conditions 

* is able co distinguish between fact and fiction 

■ is able to distinguish between L he essentials and the non- 
CSSentials 

■ possesses inqiiisiriveness 

* pays attention to dcuiij 

* has good oral communication skills 

* knows when to keep his mouth shut 

* Understands other points of view, and 

■ is highly motivated and does not depend on public 
recognition 

DulIts also claimed that lie preferred to recruit the good, 
honest L'iti7tn and CFflrjj him to be an intelligence officer 
rather than to seek out people who are naturally devious, con¬ 
spiratorial. or wily, 

If Dulles actually believed that, i t explains why U.S, intel¬ 
ligence lias so often farted, especially in the recruitment of 
human resources. “Boy Scours" who respect and obey the 
rules of honesty, trustworthiness* loyalty, anti friendship don't 
do well as ease officers, whu necessarily have to he devious, 
conspiratorial, and dishonest. 

My experience with. L.S. covert intelligence officers who 
did produce good intelligence by recruiting spies successfully 
is that they were indeed naturally devious and that they rook 
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t! rhe career they chose tike wolves to the hunt. They enn- 
MiJercd the ability to deceive to be a major part of a game they 
enjoyed playing, and they developed great pride in cheat abil¬ 
ities to deceive. 

DIFFERENT WAYS TO FIND A SPY 


The person who wants to recruit and manage a ring, of 
spies has several different types of personalities he might 
recruit to do the dirty work of spying. Each different type 
becomes a spy for a variety of different reasons and emotion- 

al mod vaiin ns. 


"ITic Inadvertent Spy 

These are people like all those Gls who walked into the 
Easy Odttvc while on R&R in Bangkok. They don’t deliberate- 
!•• become spies, but instead gave away secrets wirhniir know¬ 
ing what they are doing. They are men and women with loose 
bps, bad ludgment, and careless security attitudes. who talk 
business with colleagues in bars and restaurants and who brag 
about cheir work to their lovers, their friends, and sometimes to 
perfect strangers. They are rhe sources of information thaE 
intelligence officers like most of all. They cost Little or nothing 
rn cultivate, and they p re sene few risks co the ease officer. 

for die private citizen who is trying to get information on a 
comped tor. a local guvemment agency a businessman with 
whom he is having a dispute, or a bad neighbor or personal 
enemy, the inadvertent spy tan often be the Only Source OrtC 
ecds to cultivate. The trick is to figure our how to get such a 
person talking about what lie knows without letting him guess 
char he is making a big mistake that may etksc dearly 

l"he Defector as a Spy 

Much of the intelligence information rfoai the United 
Scares collected from human Fcsnurces during the Cold War 
came from people who lied the Soviet Union or one of rhe 
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ocKcf cnmmunisi countries. Most w«e anxious to share any 
Secrers they brought Out with them in excEiangc fur new idert- 
rnjes and a change ro live m suburban America. Although 
most refugees fleeinjr the communist paradises had little or no 
IfiEetJigcnoc i nJormafio.i r n«as™||y a defector Would Come 
from the KGB, the Soviet military or some important min- 
'itrv. I ha; dldn t happen all that often, however, because 
though life in cbe Soviet Union was hard and brutal those 

* ho s "«h^«¥ huilt careers in the suverumenr bureaucracy 

OT mtitury command Structure enjoyed a Irving standard far 
above That rtf most citizens, 

When defection? from the upper ranks did occur, the 
intelligence usualfy had value for a limircd time. The Soviet 
security apparatus, knowing that the defector had fled to the 
West, would immediately inmate a damag t ^ mfo | operation 

7 C jT giriS codc books > withdrawing case a K eitts and Rpj« 
the defector might know about, and sometimes Oven moving 
critical plants and weapons locations. 

A good case Officer can encourage someone 10 defect by 
usmg many of the same techniques used ro recriiir Spies. 

OWftver, jL makes much more sense to recruit a spv chan to 
encourage someone to defect. A spy will continue to provide 

intelligence for many year* a defector is a o..e-timc intellh 
gence source. 

High-ranking Soviet defectors would sometimes contact 

We,I6in ,n * U ®“ “AS™ Pfi«r to their defection and 
artempr to make a deal for resettlement in rcmni for mrelJL- 

“ enCC ‘"I™ When that happened, Western intrlli- 
gence orrjeers would try to talk the potential defector into 
lema.mng m place for a few months or years and serving as a 
spy. Ihcrc IS no evidence chat many potential defectors 
bought into such a deaf. 

The Soviets benefit Iran very few defectors from the 
escMR ranks. In most cases in which Western deigns with intel 
hgejice intomiacinn defected, they were long-time spies such as 
Knn Phllby. who fled ro avoid capture after being exposed as a spy 
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I "he Walk-In Spy 

People sometimes walk it; and volunteer to spy. That's 
uhnt John Wjilkcr, a U-S- Navy petty office; working as a 
Code clerk, did when hr walked, into the Soviet Embassy in 
Washington, D.C.. carrying with him j collection of stolen 
documents as evidence nf what he could provide, Walker 
was motivated purely by a desire to make money, and he 
eventually proved to be one of the most valuable Spies the 
KGB ever ran. 

CIA agent Rick Arnes did the same thing, although he 
didn’t have to walk, into lire Soviet Embassy. Ills? job put him 
directly in contact with Soviet intelligence officers, <md all he 
had to do was drop a Few hints that he was looking for new 
sources of income. Ames did his native country even more 
damage than Walker. 

One reason why so few Americans ever defected ro rhe 
-Soviets Is that the American who was willing to sell ouL ills 
cnuniry could live very well by staying in place for years, enjoy¬ 
ing the advantages all of us in tills country enjoy, plus the extra 
luxuries paid for with the money they earned as traitors. 

Despire rhe face char: walk-ins can be very valuable, mosr 
overt intelligence ageudoS don't trust them. There is always 
the suspicion that the walk-in might be a plant, {that: is, a 
deliberate attempt by the enemy to spread disinformation and 
lake intelligence) cu a tutas fraud—someone trying to sell 
mre. ligencc he doesn't have and can’t ger. 

Everyone knows That the CLA. KGB, M16, and every 
i.rhcr imetligcntc agency arttund the world will pay good 
uoncy lor secret intelligence. A surprising number of people 
chink chey can cash its cm that, by pretending to have access to 
secrets when they don’t. Sometimes fraudulent waLfc-ins are 
psychutics who believe they are getting secret information, 
from psychic vibrations., foreign spaceships, or a tooth filling 
that picks up radio waves from distant countries. Mure often., 
the frauds are deliberate crooks hoping TO make an easy buck, 
if they also happen to hold teal government jobs, they may 
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actually collect money f oc a while before rhe v arc found Out 
The stories that SU ch fmuds rry to sdj as imclligence 
information often follow the headlines. For years after the fall 

Vietnam, every L.S. Embassy in Southey Asia saw a ST rm>r 
C.r peop'e walking m aud claiming They had intelligence or* 
L .S. Gjs still missing in action. Tbe more clever frauds would 
tC complicated stories, carry derailed maps, and sometimes 
even photos of supposed prisoners who were still alive. All of 
[hose frauds shared due common thread: they claimed that 
mere was one ptece JniiJI missing, but Thar they ooiild find that 
ptooc jf they only had a hie of money- say a million dollars or 
so to pay tiff rhe right prison girajd, Vietnamese military offi¬ 
cer, local mcfthanr, or ocher source. 

So many walk-] ns do indeed prove [p be eklier frauds or 
persons deliberately attempting rn spread disinformation that 
J lS easy to understand why incc[|i^ er ,cc officers have been 
known to dismiss legi[jmace walk-ins as frauds. 

One of die most productive spies the ClA ever tan inside 
the Soviet I m oil was Oleg Vladimirovich Penkovsky, a hiprhly 
placcd Soviet military oFicer who was apparently modV ated bv 
pul lineal conviction chat he was preventing a disastrous world 
war by passing on secret defense information to the West. Yer 
the first nine Penkovsfcy approached the Americans, the CIA 
rejected his offer to spy because it was convinced that he was a 
Snvict plant trying ro spread disinformation. It was only after 
Sntcsh M 16 look up Fenkovsky’s offer and started verifying 
wear he was providing that che Americans realized they had 
mntf t a serious mistake in not grabbing him the first time he 
[tied 10 volunteer Penkovsky provided a huge amount of iiifor- 
marioiL for the nesrr Several ytrara. EvcntuaJty rhe KGB caught 
Oil. probably because of [heir own intelligence penetrations of 
me CIA and British intelligence, and Penkovsky was arrested, 
Tried. and eaecured. 

Walk-ins don’t happen just ar ± t international political 
level. Just about anyone with a grudge against a commercial 
company government agency, or political organization with 
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which he works can decide to take revenge bv talking ro 
sametme willing to pay good money for good information. 


The Planted. Spy 

One wav fin an intelligence agency to get a spy in the right 
piace is TO have someone seek employ me nr wirlt [he govern¬ 
ment. business, or agency- that rhe intelligence officer warns to 
Spy on. This is Called insertion, platxoMBl, of going MH&rwvtt: 
This should not be confused with the case officer, w ho 

is 5 case officer who sneaks into a country wirh a false identity 
with the intention of teen firing Spies once he is there. 

Although it is a popular fiction plot, national spy agencies 
almost never attempt rc plant one of their own employees 
inside a foreign government. The CTA would not, for exam¬ 
ple. atccmpi cn infilrratc a [ ra ined CLA intelligence ofFtcer into 
(baba with the expectation that he would seek employment 
with the Cuban Ministry' of Defense by using a false identity 
The risks of such art Operation are tou .great, and the ditficnl- 
rics of establishing a credible cover arc almost inSturnOum- 
ih-le. Even if rhe cflbffl succeeded, the spy might have in 
ici- sin in place for years, living a constant lie, before he ever 
won the promotions necessary ro give him access to secrets 
rha? would be auetEi Stealing. Also, there is always a chance 
that as the person stayed in place, he would make friends and 
eventually grow' so dose to those with whom he worked chat 
he would refuse IO Spy, Or worse, that he would become a dou¬ 
ble- agent. 

Such law cnfbfCCmenT agencies as the DF,\ and the Fill 
v.Tl so-metitnes insert a spy into some criminal organization. 
Although a police officer may go undercover, it will almost 
alw ays be for a short period; of time, generally po more rhnrs a 
few days. Instead, police agencies will usually try to plant a 
spy inside a criminal organization by making a deal wrth a 
criminal they have CJWghl, promising him a lesser sentence if 
lie cart produce evidence on a suspected criminal organization 
by working as a member of rhe gang. 


W]EG li a Sy\ a-nu Who Is Nurr 
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Il is almost always easier ro fCCTuit someone 'who is 
already in pl4oe than it is ro insert a spy as a new employee. 
Anyone :n cendi rtft to engage in a bit of domestic spying 
should first attempt ro recruit a spy in place and should Only 
Lonsidet the possibility ot pLafttiiig a spy when recrinumcnt 
•efforts have proved 10 be impractical or impossible. 

The Recruited Spv 

If nn intelligence officer Can find no one with loose lips 
anyone wants to defect to hi& side, and tic knows that 
planting a Spy is unlikely to work, then his only option lS to 
recruit Hsimeonc who ts already working for the government 
agency, business, of political Organi^atinn he wants to Spy On. 
Such a person wilt probably have no intention of spying on 
chose who trust him and would immediately reject an unsu- 
I-cited offer thar he Spy for money. 1 herefore, the Case officer 
wall have ro figure out a way to trick, bribe. Or blackmail such 
a person into agreeing to become a spy, 

The Doubled Spy 

I he nna way to find a spy is to catch sonneont; spving on 
you. As we learned in the first chapter, most spies aren't shot 
when they are caught; they are doubled. Either they are used 
without knowing they are being used—like wliat happened ro 
Connie Slid her girls—of they are forced to cooperate. Those 
who catch the spy give him a choice of eirher being shot, 
spending a major portion ol his life in prisoEi, or working for 
rhe people he has been spying on while pretending Co still be 
loyal enthuse who recruited him as a spy. 

GciiCtally, like in Connie's case, doubled spies arc used to 
pass fake intelligence to the enemy, hopefully intelligence 
char will convince the trtemy char one ts Stronger,, belief pre¬ 
pared militarily, ruid readier to fight than the enemy previous¬ 
ly estimated. Doubled Spies; can also provide information On 
The enemy’s intelligence methods. They can explain how 
they were recruited, how they made drops, how they were 
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handled, who their handlers were, and at! the other details of 
running spies. The spy who is caught* npd then doubled, Will 
also hive [0 come clean about whac damage he has alreadv 
done, lie will have ro provide all the derails on what kind of 
intelligence information he passed nn ro the people he was 
spying for. 

This kind of information is so impoifiinr That oven when a 
Spy c;m'r he doubled, it Still pays to get him to calk. That’s 
why intelligence agencies are always will ng ro plea bargain 
when they earch one of their own spying fur the enemy. 

DIFFERENT KINDS OF AGENTS 
RECRUITED BY CASE OFFICERS 

Depending cm the type of intelligence operation he is 
running, a good case officer may recruit three different types 
of agents: primary, access, and support. All of them will be 
traitors in chat they will be working for the enemy while plC- 
[Criding to remain loyal to their country, emplnyer, political 
group, or family. 

A primary agfnf is someone who is working in a position in 
1 government, military force, or political group where he has 
hircm access TO sccreT documents, the conversations of senior 
officers, or. better sLill, someone who directly participates in 
policy-making or operational activities., 

A primacy- agent can also be a mistress, secretary* driver, 
messenger, or anyone else who has access to documents, com¬ 
munication^ and personnel who deal with secret information, 
flic girls at the Busy Come were working as primary agents 
for Connie, their case officer. 

An S£i Sfit ngiiit is a recruit who does not have any direct 
access tr> useful intelligence nr any personal relation ro such 
people, bur who may know soeHCOeic who dues. An access 
agent may also have access to places where potential primary 
agents woth or piny. The access agent can then report oei pe o¬ 
ple who might be recruited as primary seems and help 
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arrange for the case officer to make an approach. An access 
agenL may even Jo some recruiting under the tluse supervi¬ 
sion of The case officer. 

Access scents can also be used to place hidden micro¬ 
phones, cameras, and other technical surveillance devices. 
For example, a case officer mii;ht recruit a janitor working in 
an embassy and have him plant a microphone in ihe ambas¬ 
sador 1 ?, office while cleaning it «iut. 

A support aptni is also recruited by a case officer, who will 
usually have a number of these agents. A support agent per¬ 
forins services for the Case officer such as doing surveillance 
duty, managing safe houses, capping news stories, rcniing 
cats, making ttnd picking up drops, purchasing supplies, and 
50 on. Often rhev are openly employed by government intcl- 
ligcnee agencies and report to work at the case officer’s 
embassy. Most case officers will employ more support agents 
than actual spies The same basic techniques are used Sot 
recruiting each kind of agent 

A ring of spies is nor a sporrs ream in which each player 
knows how 1st relates to every other player on the team. In must 
cases, the spies in a ring of spies won 1 ! know who The other spies 
art. They operate under the security principle of ccunpanmen- 
talization, which requires that each player in a spv ring be given 
only That information rh:ir he needs to know ro do his job. 

The reasons for this are obvious. First, if tine spy is iden¬ 
tified (compromisedJ, the enemy cannot use him trs identify 
other spies or verify that they exist. Indeed, [he best scenario 
is one in which the captured spy believes he is the only per¬ 
son spying on r-hc operation. Second, the case officer can use 
eacii one of his spies to verify information collected from his 
other spies. 

An intelligence agency like the CIA can achieve even 
mote effective comparcmentalizaTion by using different case 
officers to recruit ami run different spies working within the 
same target organiration. 

Sometimes ii is necessary to have iwu or more recruited 
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spies working together in wliat is usually called a cell, L'he 
pri unary age n r m igh r be m porr i n g TO an access Sge n r TO pass on 
the information to the case officer, while also depending on a 
service agent ro develop exposed camera film- The Soviets 
made very effective use of such a cell structure in the early 
years of the Cold Wat. Whittaker Chambers and Alger Hiss 
were members of one such cell within the U-S- Department of 
State. Many intelligence experts believe that Olhci such cells 
existed but were never discovered. Because of Soviet com- 
partmentfiliaation. Clumbers had no information ott the exis¬ 
tence of such cells. 

Even thciugh the spits or the cells of spies will nut know 
about cacti other, the case officer must manage each individ¬ 
ual in the ring so that the work of each spy complements the 
work of the others. 

WHAT THH t'JOVHItiMMHJVT CAISI DO, 
ANYONE CAN DO 

Anyone who knows The techniques thai case officers 
working for the CIA, KGB, M16, and Moss ad use 10 recruit 
spies can use those same techniques to operate an intelli¬ 
gence-collection operation against any business, government 
agency, political organization, oi individual. 


* First, you must determine what information it is that you 
must have, who probably has it, and who has access to 
those who have the information, 

■ ^second, you must determine whit the best way of getting Lliat 
information is, what it will enst e> get suc h information, what the 
chances are of getting caught in tire process, and what difference 
having the information might make in successor failure. 

*■ Third, you must make a plan For getting the information 
and then implement that plan. 

■ Fourth, if you are successful, you must determine whether 
or nor the stolen information is Erne. 
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» Finally, after concluding that the information is valid, you 
must a Cl on tf, even if yen mU5T change yout mind about 
reality (rhe truth of the situation, regardless of whether it 
is what you want rq hear, ut not}, 

lust as the Mossad is much smaller rh^n the KCjK, the pri¬ 
vate citizen working as a private intelligence officer can. down¬ 
side llis effort to mect rhe limitations of h h needs, budget, and 
Time, just one person may fill all the intelligence ttinctsons 
involved in a law suit, a small-busirtCJS labor problem, a tlis 
puce with some local tan: or Licensing official, Or an argument 
with a neighbor over a fence Line, neighborhood nuisance, lu 
bit of vandalism . 

Even an, the private citizen who sets OUT to recruit arid run 
it ring of spies Still faces the same problem con Fra Ming every 
iuietligence case officer: how does lie convince someone to 
mm traitor and start spying on people who trust llLm? 
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of a Traitor 


W hy would anyone rum traitor? How does an 
in relJigtiite case officer make ir happen? There 
arc only four basic ways to get someone to do 
what vole want Ehem no do; 1} oiler mutual cooperation 10 
reach a common goal, 2) suggest a bargained exchange, 3) use 
fraud, arid 4} use force. 

■ Mutual cooperatiott occurs when two Of more people want 
the same thing and agree to Work together to achieve that 
goal- A whole town CUrris out to FtghT a fire and save the 
town. A man and a woman marry and raise children togerh- 
er. A band of revolutionaries risk life, limb, nnd fortune 
because they all want a new form of government. 

■ The hargtfinfd ^.Ajujy is the bads of the free market, It is 
how we get strangers tn do something wc want or give us 
something wc need, We do it by agreeing tq give thcni 
some tiling we have that they wanr. As Adam Smith point¬ 
ed put, the baker cares not a whit fur my happiness, but he 
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SLjppJks; me Wirh bread in return for the moaev I pay him. 

* W okuis when One person convinces another per¬ 
son to do something with a false promise that fie will get 
something be wants in return. A politician promises the 
voter good government and low raxes when he inroads 
to use government for tots own enrichment and expects 
IO raise taxes to make thar possible, A television evan¬ 
gelist promises eternal life and the Jove of God to all 
who wr|j send him money, even though be knows he 
cannot guarantee, either. What We call'manipulation a 
almost always fraud. We manipulate someone into doing 
otsr bidding by convincing him thar he will get some 
reward that we can’t deliver. 

* Irh/flw, w-c threaten to injure, kill, or physically restrain 
someone unless he does exactly what we want him to do. 
Ihs life or bis money! Pay bis rases or go to jiaiJ! Sign the 
rrtaty or go to war? 

Olren. this process of winning cooperation Lakes place 
with Little oj no chou^ht. Two men agree to go fishing and 
help each other through tire day because they both wans l0 
catch as many fish as possible, or maybe they just want the 
pleasure ot each other s company. W'c walk into the drugstore, 
pjck »P 3 Package of razor blades, and take it to the cash reg¬ 
ister to pay lor it. Wc drive the speed limit that is posted and 
pwy mir taxes wl thout com p latnt. 

Sometimes, someone musT first convince us that if is in 
Our own best interest to participate in a deal by selling us cm 
the benefits we will receive by using a certain kind of soap, 
givmg to a charity, or enlisting to fight in a war. Salesmanship 
Lhus hecomes an integral part of fire equation. A good sales 
technique can be merely educational, but most often it 
includes a large dose of fraud and manipulation. 

The persej] who wants to recruit a spy must Convince the 
potential recruit that sc is in his own besr interest to spv on 
rhosc w ho rrtist him. 
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r ITie Spy Who Hcltcvcs in the Cause 

'["he easiest spy to recruit is one when wants what he thinks 
his spying will produce, Julius and Ltliyl Rosenberg and Kim 
Phi I by became Snvi-et spies because rhev warned a Socialist 
world, and they thought that Spying for the Soviets was lire 
best way ro gcr it. Soviet citizens sometimes became spies for 
the E'nited States because they saw the failures of commu¬ 
nism wirhin rbeir own society and the human misery it pre- 
• Jiiced. or they feared that the Soviet leaders were risking a 
disastrous nuclear war. 

I dually when someone is driven ro treason by ideology, 
hr still Loves h=is country but believes that the country's lead¬ 
ers have failed the nation and are leading the society down 
the load lo ruin. Such people rationalize treason Ln insisting 
har chev aie noi betraying rherr nation, their birthright, or 
i licit culture, but instead arc opposing the evil people tvho 
have taken control of the government. 

Phiving on this natural human tendency, U-S- intelligence 
officers assigned to recruit Soviet agents would never say any 
thing negative about Russia, the culture, or the people, but 
would instead uy to separate the Communist Party apparatus 
from the Russian nation. They acted toward their recruits; as 
Though they wen; not recruiting traitors, bi.it rather patriots 
willing to mk all by Opposing the crimin al s who had taken 
control of the Motherland. 

Spies for Pay 

’‘Give me the secrets I want ro know and I'll- make you a 
rich man.” Many spies do it for the money. This is the easiest 
motivation to understand and. indeed, to put to use. We don't 
like to admit it, but gICCd drives every human being. Almost 
cvervone has a price, and once an intelligence officer knows 
the price of any individual, the process of rectuicing is 
reduced to bargaining the exchange: bow much will it cost me 
for each secret you Steal? 

Traditionally, intelligence officers, especially those who 


Thu Makj.m.: ok a Thaituk 


37 















have previously worked ’.^. i rh erne believers, have distrusted 
the spy motivated by "reed.. A greeds person is often difficult 
to control and manipulate because his loyalties only expend rn 
rhe ne^i higher riffer for his services. Yet in the modern world, 
money has placed an increasingly important role in rhe 
reemirmenr of spies- This has been especially true in the 
recruitment of Americans willing CO Spy for the "Communist 
bloc” countries- Aldrich Ames. John Walker, and FBI agenc 
Rickard Miller were all in it for the money. 

Once the KGB and irs allies learned how easy it was ro 
buy some Americans, their recruitment efforts in lire last years 
of chc Cold War Jbcoscd increasingly on rhnse rmosr likely 10 
be enticed by financial reward—young, low-paid personnel 
such as code clerks, secrcenies, and similar govern men: 
employees, who did not belong 10 Lilt privileged class of the 
npper-cchclpn bureaucrat. 

Crass spies willing to tern, traitor for a profit ate easy co 
recruit, once they have been identified. They are often walk- 
ins. Ln utbor casts, a potential recn.iir may ho initially hesitant 
to turn traitor for money, and the case officer will first have CO 
bo a selling job- Like any good salesman, he will have ro psy¬ 
chologically manipulate the prospect 10 overcome initial resis¬ 
tance co the idea of selling our for money. 

WHAT TO DO WHEN YOU CANT FIND A 
TRUE BELIEVER OR A GREEDY BASTARD 

Most of the lime, an intelligence case officer is Tint going 
to find CaTliCf a true believer or someone anxious TO make 
money w ho has access to the sccrcis the case officer wants. 
Most people believe in rhe cause or the company for which 
chey r work. They not only believe its it, they think of them¬ 
selves as the kind of people who cannot be bought no matter 
how much money might be offered. 
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Convincing a. Recruit That He Is Dying the Right Thinji 
This means that the case officer will have to use fraud and 
manipulation in order to recruit the great majority of spies 
who have access DO the wanted scents. The case officer must 
make the potential recruit believe that his own personal jnurerr- 
CStS will be best served tf he becomes a Traitor. 

One way to do dtis is to convince the recruit that the CdSC 
officer is actually on his. side; that is. That they both share the 
same ideals and g,oats. Another way is to manipulate the recruit 
into believing that by spying, he will earn rewards that are 
rightfully his and, therefore, justify his turning traitor. 

Tu do this the case officer uses the same techniques a good 
salesman uses CO convince someone to buy an insurance policy 
chat doesn't make good economic SCTtSC or a car much too 
expensive for his budget. Jn the case of the car, the Salesman 
might first suggest that the customer really deserves such a 
fancy piece of iron and then manipulate him into concluding 
that he can handle rhe payments. 

In convincing a potential recruit 10 Spy. the case officer, 
uke the car salesman, must play to the target’s emotional 
needs, greed, and fears. The emotional oecds can be based in 
ideology or personal desires, which can include revenge, 
auger,, idealism, loneliness, or rccngmiiion by someone, even 
an enemy. 


Anger 

A common emotion that motivates marty a person to rum 
traitor eS anger at how his government, employer, ctr associates 
have treated him. The potential traitor may feel cheated 
because he has been passed over for promotion, unjustly 
accused of something, Of simply ignored, The anger may be 
directed against either an individual, perhaps a supervisor, or 
the entire system. Other emotions that may inspire mmenne 
Li> rum traitor can range from despair or depression EO 2 sim¬ 
ple desire to be loved and appreciated. 

There arc always people who believe that their leaders arc 
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misguided and incompcrcmr Qf tbai Lheyare unappreciated by 
bosses and OO-w-Oikers and have been treated Unfairly, causing 
them ro lose their faith in the finals mf the organization, but 
they don’t know what to do next. However, even though the 
SLtbjecT may have lots of aEipter bubbling up inside him, he. wilt 
probably not be rhinking about turning traitor when first 
approached by a esse officer. It is up to the recruiter to fEgirre 
our how to manipulate that anger ur other emotion in a way 
rhar will convince the subject that turning tractor is the best 
way cn get his revenge Qj make the world right again. 

Sex 

Sexual desire is an emotion on which intelligence ease 
officers often play. Sometimes the potential recruit is deliber¬ 
ately bailed with a potential lover. Once love bleaks out, the 
case officer can make it appear that the lover is in senous trou¬ 
ble, which can only be resolved if rhe target turns craiior. This 
was the case with U S, Marine Clayton Lonetree, who was a 
security .guard in the Soviet Union in the 1980s and was 
Caught spying for sex, courT-martialed, and imprisoned. 

Fear 

[■ ear is another powerful force that can be used to man ip* 
mace people into doing what thev don'i want to do. Case offi¬ 
cers Can blackmail some people into spying. TJo me this 
favor, anti I won't cell that you are a homosexual," Intelligence 
agencies are especially interested in potential recruits with 
such secret vices as drug addiction* sexual perversion, a gam¬ 
bling hnbit, or any past history they would prefer not be 
exposed. Also, once a person has been recruited hy manipu¬ 
lating either his emotions or his greed., the rase officer inav 
use blackmail as a means of ensuring that the traitor remains 
loyal to his new master. 

Using Force us Persuasion 

People can be forced ro spy, ll’s a technique that law 
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enlbtcccuent agencies use all tiic time. They arrest a low-level 
drug -dealer,, prostirure* bookie, or some other petty criminal, 
then they threaten to put him in jisil for many year.- unless he 
agrees to spy on more import mu criminals. 

The Gestapo, the KGB, and ntheT police irttelIi genes; agencies 
often used the threat d' violence :u recruit spies, if not by direct 
ti rents ro the potential spy rhen his family: ‘'Remember, you have 
a wife and a child still living in the old country-.'’ 

Criminal organizations m rhe United Sts res, and ocher 
countries also use threats of violence to recruit Spies. Often 
the threat will b-e sweerened wirh some kind of financial 
letvard. !t : s what the Mafia calls u sil offer you can't refuse, 1 " 

Although such threats do work with criminals and some¬ 
times with people who have family living in. police states, they 
seldom succeed in rhe inrcrnacional spy game or in cases of 
private spying. You can never predict bow Soi'ilCOitC else will 
respond ro rhe threat of violence, but many will choose to light 
back. Thev will go to the police or their security officer. The 
risks of exposure for threatening violence are simply LOO great. 

i be smart case office l who needs a spy, and who can't find 
someone willing tu sell out fur payment, very probably won't 
even consider the idea of rjirearemng to commit violence. 
Instead, he will look ibr Someone he can manipulate into spy¬ 
ing bv playing on his emotions cn the point when? the target 
slips into spying without realizing what is happening. 

REAR RIFE IS ALWAYS COMPLICATED 

Most successful recruitments involve a combination ol 
inducements arid threars, which play orr several different 
motives that might be driving the person targeted lor recruit- 
e]i+;:il, The potential recruit could be a closet homosexual who 
recently Inst a promotion for reasons that had nothing TO do 
with his sexual choices, who is deep in debt, and who just had 
a long-time lover drop him. 

i he clever CiTSC officer wjJi use each of these emotional 
distresses to manipulate the target into turning traitor. He 
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might first find a new lover for the target, have the lover help 
build, the bare coward the company that refused to promote 
the target, add a touch Cut blackmail, and then threw in an offer 
of easy money to clinch the deal. 

LEARNING THROUGH CASE STUDIES 

Most government intelligence collection agencies use the 
case-study methodology in training programs fm their case 
officers. Like most oftlie ease studies in this hook, the follow¬ 
ing case is taken from a reas-life situation, but background 
information and names have been changed for all the usual 
reasons. The serious student who is trying to learn The art and 
science of Spying should not spend a loL of time attempting to 
figure out whether any case study is the real story behind the 
headlines, bur instead should look for wJjol the example teach¬ 
es about espionage. 

Knowing How the Gsune Is stayed 
Doesn't Make Someone Immune 
led Brennan joined the CIA tight out of college in the 
early 1960s, convinced that he was taking up a niacho career 
thin would be exciting and rewarding at the same time he 
helped protect America from the communist conspiracy. 
Things went well ar first, but over the years he became 
increasingly disillusioned with Fhc nitty-gritty deception that 
makes up the daily grind of the intelligence ease officer work¬ 
ing in a foreign country. The promotions didn't cuine as fast, as 
he expected, and he bad several personality clashes with 
senior officers whom he considered incompetent dolts anx¬ 
ious to report whatever the national political leadership want¬ 
ed to heat, no matter what The truth might be. 

The job aSso took a coll on his personal life. I Its wife, 
Millie, grew titer! of The problems ;ind isolation of living m 
foreign countries and frequently fought with him over the 
long hours- of unpaid overtime that Ted pur in. Eventually 
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rhey divorced, and Millie took The Children back home to 
Indiana. Ted found himself paying alimony and child support 
lot three children he almost never saw while his ex-wife w'cnr 
bark to college, led was left with no money for the simple 
luxuries bachelor men ait Supposed to enjciv. When a mutttal- 
fwnd investment he had purchased on the advice of a U.S. 
businessman turned sour, he added to his. last of miseries an 
anger at the entire American corporate world. 

Then, while on ,115 assignment in Rue nos Aires, he met 
Linda, a Peruvian who was working in Buenos Aires with an 
international nongovernmental charitable organization- Linda 
brought some excitement back into TcdA life, not just on a 
sexual plane, but intellectually as well. While Ted had gone 
through college as a jock, with little interest in political theo¬ 
ry. Linda imrod treed liim cu books on international politics 
-ild a world of ideas they discussed with a collection, of 
Argentine and expatriate intellectuals living in Buenos Aires. 

Totally disenchanted with his cartel arid anxious to marry 
Linda. Ted. began looking for (lew employment outside of gov¬ 
ernment. He discovered that such oppofTU (lilies were practi¬ 
cally nonexistent for disenchanted CL4 case officer in midea- 
ree r. Fcel i ng Tfa ppetf and frustrated by the svs re m, Ted fou nd 
himself increasingly fascinated with the socialist philosophy 
that Linda and her friends argued as solutions for everything 
Tod saw going wrong with his personal piece of the world, 

The one thing going right was that Linda held a U.S. immi¬ 
grant green card and would SOun be eligible to applv for UrS- 
cilizensliip, a necessary step before Ted COuid marry her and 
stL:i keep his security clearance. Three weeks before she was to 
rake that SICpj a man handed Ted an envelope on i busy street 
in Buenos Aires, then jumped Into a waiting car and sped away. 
Ted opened the envelope tu find, documentary evidence that 
Linda, while a student in Peru, had belonged to a Peruvian 
pnlineal group associated with the Jicrsdero Luminoso or 
Alining Path.' the Maoisi natCOLerrOrist insurgency in Peru 
with deep ties to [he coca trade and a long hlSKMV of graphic 
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Terrorism I he package coined no messages OJ any ducat of 
blackmad, but Jed was sure that would soon uimc, 

Ted assumed that whoever had passed on the information 
intended TO blackmail him, probably in an efTon ro enlist him 
as a spy. Nevertheless, instead of immediately going to his 
security officer, he told Linda about the package. She admit¬ 
ted chat she had belonged to the political organizatino for a 
Short period of lime several years earlier but insisted that she 
had dropped out once she discovered the connection to the 
violent bendero LumiriOSo. 

Although led believed Linda"? claims of innocence of any 
intentional involvement with violent rcvoludonarv activities, 
he also knew that if the Cl A Security personnel learned of the 
inform* non, they would never approve of his marriage to a 
person with such a history. Indeed, even continuing to dace 

: Jr \ da WOuJd hc 4 ser ^ tt£ ^ security rhat would cost 

led his security clearance, 'led also worried that his own 
S'-CUr.-t p^jple rrtight have passed him rhe dneumencation as 
some kind of rest to see if he Would handle the revelations 
according re regularitm, 

Lrnda tearfully announced rhat the only course of action 
was tor them to immediately scop seeing each other. She 
insisted chat Ted should go straight to his security officer, 
rtporn rhe incident, and give the embassy the evidence of 
Linda s past political activities. Thai would Save Ted 1 * career 
but the exposure of Lind a ’ s past political indiscretions would 
Cost Linda her Job and make her ineligible fur U-5. ritizen- 
ship. Unemployed and unable to travel to :| se United States, 
She would have no choice but 10 return to Peru where she 
mighi face charges of sedition by the Peruvian government, 

led angrily replied that he would instead resign iminedi- 
atery, 1 hey could Then get married as soon as possible and 
™ nvcr /; j other country Linda ported out that nei¬ 
ther would have a job or arty prospects for finding employ¬ 
ment. Linda would still have to go back EO Lima, and ii would 
take months Of even years for Jed to find some kind of work 
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that would allow him to support Linda in a country other than 
the United Scares, 

As they discussed the problem through the night with time 
run for a couple of intense sessions of love making, Ted became 
mure and more vociferous in llis disdain for his career with the 
government. He repreatedly insisted rhar he would do anything 
to prnieci rheir love 4nd keep Linda safe From, harm. Near 
dawn, Linda tearfully proposed one possible solution, provided 
Ted really was convinced that the CLA was not the protector of 
freedom that Ted had once thought ir to be, Ted agreed, imme¬ 
diately to mecT with "a friend 71 that Linda had met through her 
charity work who "might" be able ro help. 

Ted knew exactly what he was doing when Linda's friend 
turned out tu he a known KCB agent working out ol the local 
.Soviet Embassy, The KGB officer cheerfully admitted to Ted 
that ll had been his side char had slipped him- the documtfl 
taiion. He assured Ted that CLA security officers knew noth¬ 
ing about Linda's past and that they would no* fjnd out, 
regardless nf what Ted might decide lu do. However, if Ted 
chose TO cooperate with the KGB;, then Ted and Linda might 
live a very happy and we 11-rewarded life, one in which neither 
would have to keep secrets hidden from the other, as Linda 
had been forced tu- do because of her fear thar she would, lose 
Ted if he knew about her past- 

Ailrcady convinced that socialism was the hope of the 
future, Ted compared himself to the German who Opposed 
Hitler and the Nazis hut nor rftc Gennan homeland, and he 
agreed to die KGB mart's proposal to make a deal in which Ted 
would be well paid for information he would pass to the KGB. 

"led might have gone on tu been me another Rick Ames, 
working bis way into promotions that would have utudc him a 
valuable mole for the Soviets. But Ted's had luck held, and for 
once the CIA's counterespionage system worked like it was 
supposed to, A year after he started spying, an alert polygraph 
technician decided Ted was lying during his regularly sched¬ 
uled polygraph session. At about the same time, one of Ted's 
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colleagues in Pern successfully recruited a spy inside the 
Sendero Luminoso, and Tun da’s name Turned up in sonic of 
his reporting. CIA security officers pur Ted under dose slef- 
veillauce and soon arranged a nip back CO [JiC- L'uilcd States 
for 'what led was told would he a training assignment- Once 
[hey had Ted and Linda hack in the States, the CIA counter¬ 
intelligence officers planned to arrest Te{| and Linda and 
charge rhem with. spying. 

Two nights before Ted and. 1 Jncfa were scheduled CO ils CO 
Washington, neither of them apparently aware that they were 
under suspicion, a truck shammed into then vehicle while 
they WCfC driving home from an embassy cocktail party'. The 
driver of the stolen truck fled the scene and W'03 never appre¬ 
hended- Linda was killed instantly. Ted survived for three 
days of interrogation in a drug-fogged, scmiooftscicius sLato. 

The CIA damage report concluded that Ted had not been 
spying fur the KGB Song enough to pass on anything more 
ihan tactical snrcJligcncc information. The same report also 
concluded that Linda had been working w'jth the KGB from 
the very beginning, thar Ted had been identified by KGB 
intelligence officers as a potential recruit, and that Linda had 
been specifically charged with the recruitment of led. It’s 
possible [hat [he KGB somehow learned that Ted was under 
Suspicion and arranged the auto accident ro prevent rhe pub¬ 
lic exposure of Ted as a Soviet Spy, perhaps in order to protect 
n more important mole already working for the Soviets inside 
the CL4—no donbt the tame person who alcttcd the KGB 
chat CIA security was OEI to led. It’s also possible chat it was 
nothing but a drunk driver causing an accident. 

Even when he was discnchanted and discouraged about 
hiS career in the GIA. Ted Brennan never considered rhe pos¬ 
sibility of turning traitor until the night Linda suggested that 
might t>t the only way they could stay pngcrhcr, If The KGB 
had not deliberately set our ro JecFuit him, Ted probably 
would have eventually ijuit the- CIA and taken up a new 
career. It’s possihle that be might have turned renegade like 
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Philip Agee, who also decided that socialism was the hope of 
the new World and who wrote Inside ih Company: CIA Diary, 
an expose in which he named numerous ClA officers, working 
in LiLhi America. But it is just as likely that Ted would have 
faded into the night and spent the rest of his life just as 
unhappy with a caiCCf :j"j business or the inreroationai charitv 
industry as he had been with intelligence. 

Long before Thar night when Linda suggested a way lor 
rh-cm to be Lugether, KGB intelligence officers had devel¬ 
oped an elaborate plan that played on the character weak¬ 
nesses they had identified m Ted. Linda bad probably been 
on the KGB payroll as an access agent for years and may have 
been the peraon who first identified Ted as a potential 
recruit. Mo doubt she received considerable training On bow 
to manipulate a man Eik-e Ted, and as she led him from casu- 
a. friendship to a serious romance, a KGB case officer close 
ly monitored her progress. 

One might ask why a woman like Linda would agree ro 
play rhe seducer of a man she neirher liked uOr respected, 
Oven to the poinE of marrying him and perhaps bearing his chil¬ 
dren. The answer might be found in the general plight of inrel- 
hgerlil Lut pour women bom in any Third- world country. The 
KGB offered a young female university .student a way our of 
poverty, a chance [o enjoy an American lifc-5rylc, and the eniO- 
rioilal reward of believing she was On Lhe right side nf hisrniy. 
Linda’s story' is as old as that of Delilah. She may even have 
eventually convinced herself that she truly loved ’led. 

Intelligence case officers consider recruirmcntg like Ted 
Brennan the epitome of success in rhe intelligence game, 
especially since such people already know the way the game 
is played. As Victor Ostrovsky, the ex-Mossad case officer, 
explained, “The idea of recruitment is like rolling a rock 
dow n a h i 11 . , . you take sotnebody and ge r him grad U a I f y to 
do something illegal or immoral You push him down rhe hill. 
We didnV blackmail people. We didn't have to. Wc manipu¬ 
lated them." 
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Employing techniques JLke those used on Ted is consid¬ 
ered the best possible way to get a spy in die light place at the 
Fight rime. Such recruitments allow [he intelligence officer to 
focus or rh-c specific agency ot installation where the best 
3T1 formation can be found and then to identify someone 
already ip place who might be approached and recruited. 

ReLTUiiinp someone who IS in the right place u [he rigfo 
Lime is is [he preferred method of obtaining spies, but in the 
re,if world it Is not always possible, indeed, most government 
Security and counterintelligence agencies arc Well aware of 
bow spies are icon: I red and spend a lot of rime and effort edn- 
eatrng people with security clearances about the methods 
n*cd by other intelligence agencies, as well as watching for 
hostile recruitment efforrs, 

On the other hand, llie gen-ejal public is, for the most pint, 
ignorant of Lhe methods used by case agents to re emir spies. 
Therefore, the citizen who sets out [o recruit Spies working for 
* frusmess Compel her, union organ izaifon* citizens politrcaf 
action group, or even government agency tha,r would normally 
ror be the Target of a foreign intelligence effort will find much 
Caster targets. 
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Chapter Six 


The Art of Deception 


“ffy Wfiy oj J Deception TAtm SJlalt Dc Wsr. 

—Motto of the Mossad 

R ecruiting spies is all about deception. The person 
who spies on hsS country, employer, friend, ui lover 
Crtgagts in a constant deception, pretending to ne 
Something he is not—a loyal, hones-r, trustworthy individual. 

The deception -doesn’t end Or even begin with the spy try¬ 
ing [0 steal iecrets. The spy may be as thoroughly deceived 
by the person whn iconlited him n$ the victim of the spy is 
deceived by the spy,. 

The spy. the esse officer who recruited hirll, and the case 
ofticer's employer may be deceived by the intended victim 
who :S deliberately supplying false in formation that will lead 
the enemy into a deadly trap. 

T he person w ho wins the game of spying will be The per¬ 
son who is hesr ar deceiving others while at the same time 
being brutally trank with himself in order re avoid self- 
deception. Those who practice .self-deception will be the 
biggest losers of all. 

























ENCOl J R AGING S ELF-D EC K I T’lON: 
THE KEY TO RECRUITING SPIES 


Everyone wanes to think cbai he is a good person, doing 
whatever it is ho does fur the noblest of jdusls, Some of the 
most notorious rumors in hrstt?F>—Benedict .Arnold, Simon 
Ciiny, Vjdfcuu Quin] inn;, Tokyo Rose, and the Rosen bergs—af[ 
thought they were doing noble things. Others, such as the 
Walker family, Rick Ames, mod Richard Mr. Miller, knew that 
what they were doing was treason, but rhev still deceived 
themselves into believing that they were not doing such a ter¬ 
rible thing and rhrtt tlieir sins were justified by theit own eit- 
Ciimsranccs and the failure of their supervisors and colleagues 
» recognize and reward their worth. 

The prolcssional intelligence Case officer or any private 
citizen who would recruit a spy must understand chc human 
need for self-justification and be ready to offer believable 
excuses that the recruit can use lor self-deception. 

The successful case officer understands the human need 
for love, friendship, self-respect, and honor, and be will feed 
Those needs as he coaxes n potenrial recruir inro turning irai- 
cut. Tie also understands and plays 70 all the human weak¬ 
nesses-- giCed, anger, envy, sexual desire, and even The Icir of 
God. Like a clever Cots artist, he will offer to satisfy the human 
weaknesses while providing rht sell-justification that allows 
rhe recruit to delude himself inn? believing he is not giving up 
self-respect and honor. 

V good in tell Lgc nee case officer ]S Someone who would 
make a good con artist, the kind of person who Can call an old 
ladv on rhe phone and convince her that he is a nice person 
wEsO wants tn be her friend; that she has jusr won a bl^ prize, 
but ihar she must first pay rhe “gift uxT He will have no 
remorse or pity for the victim, a person he considers to be a 
foul, creared by God to be cheatcd- 

Most people must be conned into becoming spies, T he Case 
officer may hive to convince a recruir thill he will be spying to 
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bring about world peace when, in Fact, the purloined informa¬ 
tion will be used to win a war. Another lcclii ic may be conned 
into thinking he is giving secrets no the OTA when they will be 
going to the KGB. 

Those w-ho rccruir and manage spies muse convince oth¬ 
ers Lhat they are honest, sincere friends who are only interest¬ 
ed in helping the potential rtcrun solve some problem in his 
life or win some unexpected reward. 

The case officer who intends ro recruit and manage spies 
must practice deception as an art form and a way tif fife. He 
must loam to convince others he is something very different 
from w'hat he really is. He must be able to assume a new iden¬ 
tity. spin tales that sound believable, and create an imaginary 
world rhac rhe potential recruit will accept as. real Icy. 

Learning to tell believable lies is not something that 
everyone can do. Rut anyone who wishes to engage in espi¬ 
onage must learn re cell lies m a way Thar makes ethers not 
only believe them to be true, but tu behove them SO totally 
chat they Will willingjv Stake their reputations and even their 
lives on the perceived truth, 

Not ail people can pull the same cun. A good cun always 
wurks because ii Jits the personaliries of rhe con apist and rhe 
"mark.' Anyone directing an intelligence-collection operation 
must recognize rhe dsfferenees in personalities that can he played 
against each other. A good CO SC officer rt'iuSL out unh be good at 
deccpEioti, he must alsci be matched tu his target and play the rule 
that best 11 ta the target's expectations of whom he can trust. 

Good deception, as practiced by the clever intelligence 
case officer, must combine the skills of a fiction writer with 
those of an acmT. The crafty deceiver must be able to think Op 
n clever lie on-d rhen act out die Sic as if it were reality. He 
must be able to adopt and fit into a Culture touch different 
from his native culrure and play the role as if it were his teal 
life. This is a skill that must be continually practiced, Inrcf 
tigenoc rtgcndcs dedicate much of the training of the prospec¬ 
tive case officer to lying. 


Tut: AuTiiir" Dcckke kj-a 
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How Lt Works in Iht Real World 

Let b rake a look at an examp Jo of what we mean when wc 
Suy that deception 13 the key to recruiting spies. 

Irvrn Silverman was a British citizen working as a young 
bureaucrat 10 the British Admiralty office that reviewed ssitd- 
h[e, sjgnaJ, ani human resource intelligence on the Middle 
Last. Irvin Wes Jewish, and at one time during his college days 
he had scnoHsN considered immigration ro Israel. He and his 
wire, RachcJ. often talked about tins possibility, perhaps after 
he ren red. 

Jn m S1w ™> conflict in his sworn loyalty ro the crown and 
h:s emotjona I loyalty to farad, because British foreign policy 
" aS fiPmBy W«b]e ro Israel. Even so, Imr, was 
: tI( | u WeJ when he raw intelligence documents with: inclina¬ 
tion he ch ou-hc should be shared with tire Israeli Embassy but 
Winch earned rhe restriction that the information could not be 
shared with any ocher government. 

iicyera] years after starring work lor rh C British govem- 
tlient. Item and Rachel met Haim Hammer while attending a 
Clunty dinner to raise funds ro support resettlement projects 

1 ^ IIaJm Ha ™ mer a likable Israeli businessman 

about the same age a. Irvin and Rachel, and tficv soon 
necame gOud fncuds. Haim would call the Silvermans ever, 
Lime he visited London. I^in and Rachel especially enjoyed 
usrenmg TO Haim's descriptions of life in Israel. 

One evening Haim complained that while the British gov¬ 
ernment talked a good line, tire British Foreign Office often 
cocha less friendly stance at the working level ;l nd sometimes 
ailed ro pass Oncnrical intelligence to the Israeli government. 

J , Imil askcri hfa,m how i businessman could know what 
the Israeli government was- Setting, Haim answered that 
besides hrs business duties, he was a representative of a prf 
™ g:0Up ot Jewt5h Citizens spread aniiind the world who 
helped Jews and Israel in the continued fight for national sirr- 
v.taJ. He assured the Silvermans that he indeed would know 
whether or not the Israeli government was seeing any specift 
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ic piece nf intelligence, especially intelligence On Arab terror¬ 
ism and Falesttnian plans for action. He then suggested chnt 
Irtrin might want to put the claim to a challenge by describing 
some bit of sensitive intelligence so that Hium could deter¬ 
mine whether Or not the information had been passed to rhe 
Israeli government- 

'I'lie Silvermans, fascinated with the new information 00 
their friend, harl lots of questions, and the three of them talked 
late into the night about Israeli hopes arsd the continued com¬ 
mitment of many Arab political groups to the total destruction 
of the Jewish nation. The more they talked, rhe more Irvin was 
inclined CO accept the challenge to test Haim s claim that much 
■of the intelligence information Irvin saw cross hi? desk was nor 
being passed Oil to the Israeli government, apparently because 
of anti-Jewish sentiment in the British Foreign Office. 

Ovct rhe neKt several weeks, Irvin picked out several bits 
of Intelligence that crossed his desk and discussed them with 
Haim. He was horrified when H.nm informed him that the 
Israeli government had not seen a. couple of the reports that did 
indeed contain critical intelligence information 

Angry about the duplicity of bis own government, neither 
Irvin nor hi? wife Rachel even considered the fact thaT what 
Haim next proposed would be treason—that Irvin regularly 
pass copies of secret messages to Haim, who would then pas? 
them on to appropriate officers in rhe Israeli government. 
Indeed. Irvin and Rachel would liave argued that the 
never named anti-Israeli bureaucrats in the Foreign Office 
were rhe ones committing treason by refusing to support what 
was supposed to be a pro-Israeli foreign policy. 

In the months following Irvin's recruitment, Irvin arid 
Rachel would tell each Other In their private conversations 
that Haim's offer ro pay for rhe Stolen information hiltf 
played no role its their decision to help Israel. Even so, the 
payments quick hr built a nest egg Thar made it possible for 
Kaefocl to start the next generation of Silvermans. Once the 
new baby came. They found themselves increasingly dcpCit 
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deal Otfl Haim ‘3 Ci* 3 h payments for whar uhev had emme cn 
consider necessities. 

When Radiol expressed concern about whar would hop- 
pen if Irvin was caught stealing documencs, Haim assured 
them that the Israeli governmenT would help them avoid 
prosecution: To ease Rachel's fears, he gave them detailed 
instruction on how they should go tu the Israeli Embassy in 
London at the first indication rhar anyone was suspicious of 
them. Elaim guaranteed that, if necessary, ihe Israeli govern¬ 
ment would smuggle the whole family out of England and 
into Israel where they would be relocated as heroes of the 
Jewish nation. 

Soon after Irvin entered his fourth year of spying fur 
Israel, be arrived at work to discover two MB security officers 
waiting to interview him about their suspicions that Irvin was 
making illegal copies of British intelligence documents and 
passing them on to a third party. Irvin denied the accusation 
and then iresitted that he wanted to seek legal advice before 
answering arty more questions- T bt security officers agreed 
that might be a good idea and scheduled a second meeting for 
larcr in ihc day. 

As soots as the oou t 11 eti,r l te 1 J i gc jiCC officers tefL his office, 
Irvin left the building, found a public telephone, and called 
home. Hysterically; Rachel related thut four uniformed police¬ 
men and two men carrying MI 5 identification had arrived at 
their door carrying search warrants while Irvin was being, inter¬ 
viewed In his office. It had been putt luck that the policemen 
found nothing in their search. The evening before, Irvin had 
Jofi a load of materials at a drop sight for later pickup by Haim. 
Otherwise, the policemen would have 1 found the material rhat 
Irvin had been hiding in his home for the past several days. 

Convinced that his airesc was imminent, Irvin instructed 
Rachel to rake Their two-year-old daughter and meet him on 
the steps of the Israeli Embassy where they would activate 
The cs-cnpc plan Thru Haim hod laid our for rhem so many 
months before.. 
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ScnLiing ar each other and looking forward to a new life 
ip Israel, the Silvermans were holding hands and Irvin was 
carrying the baby as- rhey approached the embassy FCCCp- 
tionisr and Irvin spoke the code phrase rh.ir Haim had given 
him to memorize. 

Irvin and Rachel thus began a tout Through hell. The 
memorized phrase ejOT only brought no response From ihc 
receptionist, the embassy security officer who finally ap¬ 
peared zo talk to them insisted that The embassy had no record 
of Irvin performing any service fur the Israeli government and 
Then ordered the Silvermans TO immediately leave ihc 
embassy compound. 

Rack ai their hume, Irvin worked rhe telephone while 
Rachel sat holding the baby crying not to cry herself as r.he 
baby bawled. First, Irvin tried ro gcr through by telephone 10 
someone at ihc Israeli Embassy who might be more sympa¬ 
thetic to cheiT plight: (hen he rried calling the different num¬ 
bers listed on Hammer's business cards S 3 his home and place 
of business in Isiacl. In each case the person who answered 
identified himself as an employee of Mr. Hammer, explained 
that Mr. Hauuuci wasn't in che city and promised ro pass a 
message to him as soOu as possible. Finally, in desperation, 
Irvin, called the emergency number in Jerusalem that Haim 
had once written down and handed to Irvin along with 
instruct ions that Irvin use the number only in th e direst of cir¬ 
cumstances, The person who answered on the orher end 
claimed to he a refrigerator' repairman who knew nothing 
about what Irvin was talking about. When Irvin tried che other 
numbers again, no one answered the phones. 

Not knowing what else 10 do, Irvin called a solicitor and 
went back LQ lire office fnr the scheduled second interview 
with the counterintelligence officers. Irvin realized fra the firet 
time just how much Trouble he was in when Otic of the officers 
showed Irvin and his solicitor a picture cf Haim Hammer and 
asked if Irvin knew the man in the picTure, When Irvin hesi¬ 
tated in answering, the examitier again asked the question, this 
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[mie giving Che picture a name, Rashid Vasin, and identifying 
hiru as a su-peered Syrian intelligence agent. 

Ail rhe years that Irvin chough* he was s-pyirag fur a private 
Jewish organization supporting Israel, he was instead passing 
due i.j merits to an intelligence Case officer working for a Syrian 
intelligence agency 

The British government, which doesn’t like admitting its 
tailures, opted not to prosecute ttue Silvermans: Through The 
courrs Or make any pitblic Accusations, (It probably would 
have done So if the officers had found the sue-rei documents 
that they had hoped ro End at the Silvermans' home.) 
However, Irvin was dismissed from government service. Irvin 
and Kadi cl ciid try to immigrate to Israel, but the British had 
shared the information on what Irvin had probably passed to 
the Syrians with Israeli fore! lie-cnce, and an Israeli Embassy 
employee cold Irvin chat the Israeli government might decide 
to prosecute Irvin for treason if he ever entered Israel. 

The False Flag 

The man whom the Silverman^ knew as Haim Hammer 
was a Syrian intelligence case officer who had been using a 
false flag, one of the most important tricks of the intelligence 
trade used in recruiting spies. Rashid Vasin had been hum in 
Jsjael but to Arab parents. Recruited as a young man into the 
Syrian security service, he had spent years perfecting the act 
rhrtc entrapped the Silvermans. 

When using a false flag in espionage work, the case offiect 
claims to hold a nationality Of be a person whom the target for 
recruitment will expect lu be friendly to the target's own inter 
cstt EvCl >' intelligence agency m the world uses ft 1st flag deetp- 
r'On tn recryiting spies, A Chinese businessman in Singapore 
thinks he's working for the Republic of China whctl he is really 
spying for Taiwan. A student in Lima thinks hz\ passing ducu- 
mencs to a man from ihe Cuban Embajpyy, who is actually a t'LA 
cilsc officer, who was born and raised in Laredo, Texas. 

Occasionally, intelligence case officers du identify them- 
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selves truthfully to prospective recruits*, 'llicre are lots of peo¬ 
ple around the world who would love to work for rhe 
Americans and others who would do the same for the Soviets, 
Cubans, or Israelis. However, even in those siruaiions in which 
A recruiting officer flies the flag of tih true nationaliry. The ini- 
rial approach will usually be made by a ease officer working 
under 3 false identity of some kind, Then, if something goes 
wrong, the case officer can disappear without a truce. 

Although no one collects any Statistics on this, the (Tiojor- 
Lry of all spies think they are repotting to a different govern¬ 
ment, political group, or commercial enterprise than die one 
really leading the information They steal. In most .such cases, 
they would have never agreed to Spy for the CIA, KGB, or 
■whoever trapped them euLO spying. Without The use of .be 
false flag, very little Spying would ever get done, The only- 
spies available for recmilffiCnE would be political croc- believ¬ 
ers and crass traitors willing to sell out to the highest bidder, 
no matter who chat mighr be* 

The false flag serves two purpose-- First, as with the ease of 
Irvin Silverman, it wins rhe cooperation of a target who might 
well prefer death to working for the real spy master who will 
benefit from his traitorous acL, Second, it protects the case offi¬ 
cer in the event the cargCT refuses tu COOpCfflTC and reports the 
attempt to his superiors or is Liter caught in tlie aa £>f spying. 

Oftentimes, spies who are captured continue to insist rhat 
th ey were working for the organ ization they thought recruited 
them long after rhe false flag has been exposed as a fraud. 
(The .Silvermans still believe rhat they were spying fur Israel 
and thar the eliiim chat Haim was d Syrian spy was a Mossad- 
inspired ruse do bide their activities in Crest Britain Isom rhe 
British. Thevconsidered themselves as* Jewish citizens whose 
reputations and economic futures were sacrificed on the bat¬ 
tlefield of intelligence collection*! 

Because of the security' advantages of working a recruit¬ 
ment under the cover of a fake identity, almost all ease officers 
claim a false identity and carry the credentials to support that 
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identity when they approach an individual with the intent of 
recruiting hi no as j spy. 

Chinking the fake flag 

Every attempt to recruit a spy is different, depending on 
the personality of the spy; the organization or person to be 
spied on, and rhc situation under which the spy will operate. 
A key srep in every recruitment is deciding what false flag 
should be user! oi, indeed, if any false flag is needed at all. 

The false flag muse be designed [0 fit the persona]hy of 
The person targeted for recruitment and rhc situation in which 
the recruitment takes place. The recruiting case officer 
■should represent himself as a person the target will respect, 
love, or fear. 

Sometimes, a false flag character can include all of those 
Chingy. For example, the recruiting case officer working For a 
women’s rights activist. group approaches a devout Catholic 
working in a government agency thdT was targeted bv the 
o Tmj P- The recruiter pretends to be a priest, perhaps a rcpre¬ 
sent at ive nf the bishop or a papal agency The fake priesi might 
Claim that the church"? interest in the agency is the resul t of the 
agency S active support for rmemarienai bitth-oontrol programs 
USang U S. tuildt. Jn facT, the private case officer hopes to gain 
informarion that cam be used in a publicity campaign criticizing 
Catholic influence On public polity un birth-contral issues'. 

Pretending to be an authority figure, preferably a feared 
one, often works well, The recruiting officer might claim 10 be 
a special agent of the IRS Or the scire tax hoard when 
approaching the employee of a private company. Another ploy 
i.s to ciaicn to be a private investigator or private font Factor 
Working for a police or regulatory agency. 

On the ocher laand, if the Subject targeted for tecruit- 
flrent is someone who doesn't like authority, then a case 
officer might choose the cover of bring an investigative 
reporter out 10 reveal the secrets the agency is trying to 
hide from the public. 
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Out successful entrepreneur who collected corporate 
intelligence claimed to be the inventor of an arcane technical 
improvement in telecommunications equipment. fie 
explained ro anyone w r ho listened Thai rhe invention had 
made him sir rich that he no longer had cn work at a full-time 
job. bur Instead traveled around the world looking for inter¬ 
esting investment opprurumties- 

Tht recruiter should not only piek 4 false identity that 
w ill appeal to rhe personality of the target. Hue one that will 
justify some interest in the Subject of that intelligenCC- 
collccrion effon. The homely secretary of a corporate presi¬ 
dent might get suspicious if her brand-new boyfriend, who 
claimed to be an interior decorator, suddenly starts asking 
about a construction project lei Liberia, but not if he Eiad told 
her soon after they men that he is a civil engineer (as be talks 
about the bridge he once helped construct in. Ecuador), 

Remember that the false flag is only nuc part nf the story. 
A pretty young blonde who meets an embassy official in Paris 
tells the lonely man she is employed by a German industrial¬ 
ist to look for foreign investment opportunities- As she and 
the embassy official become EuverS, 1st never suspects that she 
is really worki ng for The KGB. Yet both the tale of her search 
for investment opportunities and the lovcmaking were parr of 
a carefully thought-out plan designed to recruit the diplomat 
as h Spy, 

Deception can even be beneficial when an attempt to 
recruit S spy fails. If the target goes straight to bis security offi¬ 
cer to report an aorttnpT at recruiting him to be a spy, he will 
also cam" the tale of the fails*: Rag and thus divert attention 
away from the true identity and intensions of the ease officer. 

For example, an intelligence officer working for a private 
business approaches a prospective recruit and claims to be 
working for the IRS, which would pay a large reward for cer¬ 
tain informarion about the recruit’s employer. Instead, the 
honest employee tells the boss about the attempt. As a result, 
ibe target may no longer be such a strong competitor becatase 
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he's worried TOO much about an FR5 investigation into his 
financial affairs. 

THREE STEPS TO TRIPLING 
BELIEVABLE LIES 

Everyone lies. Ti is rhe most human of all human traits. 
But some people Jit better than others, and the person who 
recruits Spies had better be the best. There are rhjet Slops cm 
telling believable ties. 

1) Create a well-chough [Out story. 2) Set up the necessary 
props to make the story appear true. 3) Step on the stage and 
perform the part so well Thai those listening want [0 believe 
the story is true. 


Creating a Grx>d Story 

Professional case officers eall a cover stnry the Ug&td, Like 
;lll .good stories, a legend must have several elements. 

]) /f must(ottiam a totofmuk. Rashid Vasin/Haim Hammer 
knew everything theTe was 10 know about the Operations of 
various international Jewish groups He knew bow they oper¬ 
ated. and he knew that they often recruited Jews in place, 
including such publicized instances as the Jonathan j. Pollard 
case in the Lnked States, in which a Jewish organization did 
indeed recruit an American jew, who then stole and passed on 
a Collection of intelligence documents. 

Keep rht tying part of the story to rhe absolute minimum 
necessary to achieve the deception. Don't add urtnecessarv 
decail that will be difficult to remember And don't elaborate: 
when nOL required. When someone introduces himself as a 
doctor ac a cocktail party, he doesn't list his qualifications, 
education, and experience. Indeed, be may be extremely 
reluctant to talk About his specialty; having too often been 
approached by strangers who want a little free medical advice. 

Nevertheless, rhe liar must be ready to add; additional 
details if questioned by someone who is curious. Of maybe 
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rtanirit-.ly suspicious. When challenged, the trained liar keeps 
the answers to such challenges as shore and to the point AS 
possible, Kit Iter chan talking about himself, he asks questions 
and tries to get others to talk about themselves, tlieif experi¬ 
ences, ami their tliougbts. The con artist gives rhe impression 
of likening sympAthciiwIly; 

2) The liar must be fanti&trr isiik the bach^rotiud supporting the 
Story , He shouldn't pretend to be A brain surgeon if he duesn’t 
know the difference between a bemoscat and hemoglobin. Rashid 
Vasin knew as much about Israel as any sabnt (a Jew bom in Israel) 
hern and raised near Jerusalem. He also was thoroughly fsniEliaf 
w ith Jewish icligiuui practices, and he had practiced his deception 
in. dozens of different synagogues in England. When he talked 
about Lilc in Israel, he sprinkled bis conversations with details 
of streets, scores, markets, cheaters, and holy spots Thar auv 
i'csidcfiT of TsiacS would recognize, He dropped: natnes of 
politicians and movie stars and calked about family days cele¬ 
brating the Feast of the Passover. 

3 } The story ms. r/ ghre the target some roznm to sssmt So listen 
asd fafiezv. The lie might appeal to the Target's prejudices Of 
Ills curiosity, offer solutions to hit feir's and personal problems 
or suggest the possibility of profit. 

f i The lies in fht story must be froth ifUtmaUy and fjltmaiiy 
amsistent andweiltkosghl out. I lie teller can’t talk at one poinE 
a hour an old car he owns and then later mepn»Qir fbe new herd 
lie drives, In [he surnc w ay, he should cheek weather records 
hefnre talking about jetties” caught in the rain on rhe second 
Saturday fasr May. 

SI Good lifi Utkiudt&rtktge of reamt events. When mnhs raid¬ 
ed the II.S'. Embassy in Taipei, Taiwan, the Soviets soon there 
after released several documents through front organizations 
that claimed to he U-S- secret eomrnunkauions stolen by rhe 
naub.. Those documents discussed the U.S. government 's inten¬ 
tion to abandon Chiang Kai-shek, a tpc.il prevarication. 

When running a deception, a Case officer must plan for 
every possible reaction by the target. He mnusc know exactly 
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whs! he will dn? no mamer how the target reacts. He identifier 
the worst possible case scenario, then plans Out a response for 
evey objection, question, Or doubt that che rajgei raise. 

Onoc he list the details planned out, he goes over them numer¬ 
ous dunes before meeting with the ratgcT. The better he knows 
the part he will play, the less likely he will make a mistake. 

Ar rhe same time, a deceiver musr not get so com mined 
to a story thac he can nor fake advantage of new developments 
or incidents, A good deception plan anticipates almost every 
chaotic event that might happen. A good lie always starts with 
a prepared script, but unlike the stage. the liar must be pre¬ 
pared to rewriie the- script at each point in the tolling, 

Setting Up Hie Props; 

Every actor needs costumes, background scenery- props, 
and people who w-i1 1 .support his role. It’s true thara good actor 
can sound almost believable jus! by the way he Feads a scrip!, 
but in espionage, aim rise is never good enough. The basic 
props that every case ofTieti needs include sue]] things as doc¬ 
ument that support various identifies; rented offices with 
Computers, faxes, and phones that will be answered as if they 
were in a cgirimate business office; the right kind of car in go 
with- the story: and che clothes, luggage, briefcases, and per¬ 
sonal items char fir rhe character being played, 

The documentation that supports The fake identity can be 
as complex as a passport a Social Security- card, a driver’s 
license, credit cards, and a complete sec of supporting papers 
such as graduation degrees and professional licenses. In Other 
situations it need not be anything more elaborate than a few 
business cards and a wallet with a couple of f ake ID cards. 

1 here are a number of books on the market detailing the 
incricayies ot' false identities, and the won Ed-be case officer 
Should familiarize himself with the literature and then do 
whatever is necessary to build a collection of Identities chat fir 
The personality of the case officei and will stand up to exami¬ 
nation. A commercial printer can print n collection of business 


62 


RUNNING a Karoo of Spies 


cards, stacinnery, envelopes, and invoices with any logo and 
name the customer requests. Computers with scanners and 
color printers make it child’s pEay to copy or produce letter¬ 
heads. company ID cards, dub memberships, business licens¬ 
es. union cards, and just about any- other document that will 
psss cursory inspection. 

The person who sers om to recruit a spy in cbe local union 
will nor need the same kinds of documents that a ea&C officer 
attempting to cross a border with a fake passport would need. 
For most privaie intelligence officers, a good Computer and a 
color printer should Suffice for producing all che documenta¬ 
tion needed TO convince a target chat a person is really what he 
claims tea he. 

Americans generally aocept people for what they SJty 
rbey are. provided they look the part and speak cbe lan¬ 
guage. The only time anyone shows identification as when 
he writes a check, uses a credit card, or is stopped by a traf¬ 
fic cop. F!ven when someone flashes the Cltdcnrials of a 
police officer., a. health inspector, or an IRS agent, the target 
0 " The investigation seldom takes the rime to examine the 
badge and the ID card closely. Documents that will pass 
n ec h scrutiny are easily faked and will do ihe joh for most 
imelligcnoc-rocn] itirient aori\ [tics. 

The background scenery and cbe support actors should be 
as well-prepared as the costume and rhe props. Rashid 
Yam],Tlaim Hammer didn\ just Curry a fake Israeli passport 
and a driver’s license listing an address in Jerusalem: if some¬ 
one find called ac the address, a woman claiming to he the maid 
left in charge of the house white Mr. Hammer traveled itr 
tnghind would have Opened ihc door, A call TO OPC of the Tele¬ 
com- numbers listed on Hammer's business card was 
answered by are office secretary anxious to help out a possible 
c uSlornet. There was even a prepman ready to pult the curtain 
closed: che refrigerator repairman on rhe- other end of the 
emergency number knew as soon as Silverman identified him¬ 
self that something had gone seriously wrong. He immetiiate- 
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ly notified Rashid Vasin ami his supporting ease [hat. the oper¬ 
ation had been blown and char they should all disappear. 

Performing the Hart 

The an of deception is so !important to successful espi¬ 
onage [hat anyone who intends to recruit spies muse studv 
and practice deception with the same dedication rhar an acror 
dCAUMiftates in his chosen profession- Indeed, I’ve known 
several very successful case officers who took pan in amateur 
drama productions so chat they could- get practice in playing a 
mle with conviction. One ol the reasons why Rick Ames may 
have avoided detection for so long, even passing CIA poly¬ 
graph exams, is that he Studied drama in college and even 
considered a career as an actor before joining the CIA. 

All actors are liars. They are not really In love with the 
womans they don’t really want to kill rhe Other guv; they are 
not real cops or rohber.?. In [he Same way, all successful liars 
□tc good actors. If they claim to be cops., they act and talk like 
Cops would act. The acting is often Oven more important to a 
good lie chan rhe other props 

The Case officer is always on the Stage when he meets 
with any recruit or potential recruit. As with any actor, [he 
case officer roa> be playing mare than one role as be moves 
from meeting one recruit to another, He must be able ro 
switch roles with rhe case he. changes shirrs. He Can never 
allow a recruit lo catch him out of character, in spite of the fact 
[hat he may be running an entire ring of spies, and each spy 
knows hrm AS A diiltrcm person. 
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Chapter Seven 


Exercises in 
Deception and 
Intelligence Collection 


N o actor memorizes his lines and then speak? [hem 
on the stage for the first time on the night the 
play Opens. Jusc like the actor rehearses on stage 
while There is no audience in the cheater to Ihhj him, lire per¬ 
son who intends 10 commit serious deception must first prac- 
rice in situations in which there are no personal fisl£3, 
However, unlike the actor who rehearses with other actors, 
ihe person who wants ro recruit spies should pritcTice his 
deceptive skills in the real world with real people. 

The goal ol l3ic exercises described below is eo learn how 
ro approach a perfect sErangtf, introduce yourself with plausi¬ 
bly explanation for why you want tu meet him. present yourself 
is someone the stranger woo Id want to know better, nnd Then 
SCI The scene so that you meet the stTsnger in a situation in 
hich you have control- It must all be done while you pretend 
ro be An entirely different character than who you really are, 

To practice doing ibis, approach smangers in srtch places 
as hotel lobbies. Eestauraiilx. bars, airports, churches, meeting 
rooms, JibraticSv grocery Stores, roadside rest areas, and any 
•nther public places. Initiate a conversation or Sc[ A SCCftC 
where the Stranger initiates a conversation and then tell the 
stranger a story tha: he believes to be true. I be ultimate goal 
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0 ]' the exercise is to presenr yourself with a believable false 
identity and then TO use that identity in a way [hilt gets the 
subject ro ret Cal something person il. to perform ami service 
for you. ur to agree to a second meeting. At the end of the 
exercise,, the stranger should be convinced that h? has just 
rtiet someone who ts interesting, honest, and worth gening to 
It now be t ter. 


PRACTICING I I NCEPTIO N 
IN LOW-RISK SITUATIONS 

Finding unsuspecting people to practice deception on is 
an easy task in our society. Most Americans talk, to Strangers 
every day, provided they appear to be honest citizens going 
abotiT Their legitimate business or engaging in a popular recre- 
iltion, We talk to tile guy and the gal standing beside us at a 
bus stop, the person sirring next to us on a plane, rhe lady 
waiting on us in a store, people titling around US at a football 
game, patrons in the bar where we drink, skiers standing in 
line ar the lift, and in hundreds of other situations. Such con¬ 
versations may start with some inane comment on the weath¬ 
er but often result in a lot of information being exchanged, 
especially if one putty debberarely leads she conversation in 
that direction 

Engaging in a harmless deception with a stranger makes it 
easier from a psychological poinr of View because you don't 
hive to worry dbout heing found out and then charged with a 
crime. If a Stranger you meet on an airplane accuses you of 
lying when you Celt him you arc a waiter from sums tabloid 
sold at the eheckout stand in grocery mores., itensrs you noth¬ 
ing in grief. All you have to do is Stop the conversation and 
think it t>iL about what made him suspect you were lying. 

Don't worry about taking up y; stranger's rtftie. Most peo¬ 
ple live deadly dull lives, and they are usually enthralled 
when given a chance to experience a vicarious adventure. 
They will love yuur tale of how yon spent 10 year? ns a mis¬ 
fit 
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sinnary in the Amazon, how you narrowly escaped being cun- 
vicicd ml murder, or how much you c.vpect to earn from the 
sale of your first novel. 

Travel Opportunities 

When traveling on a plane, train, or bus, board with sev¬ 
eral dilferenl versions oi who you art and what you do iof a 
living nr a good time. The stories should be worked out in 
detail, and you should, have answers Jbi any questions the 1*1 
get might ask. Indeed, ii is a good idea to wrirc down the 
details of each cover sLOtfy. Stories might include a claim that 
you arc employed in The movie industry, patm.psss a makeup 
aTcist or an assistant to a famous director: that you afC crimi¬ 
nal-defense aim me y with a long hlsrorv of getting people off 
on technicalities; an investor who lias made a Fortune in A COu 
pie of stock deals, and you now spend your time traveling 
around looking lot deserving people to help: a private dercc- 
tive searching fur evidence to clear a young woman falsely 
accused of murder; or a LIS, diplomat on ka vc 51 fre ran.assign¬ 
ment in some country that has been in the news. 

Once you hi\ve your stories ready, pick a different nne 
each time you start a new conversation with a new person arid 
tell ir as fir were chc truth. Start each conversation by asking 
your SeatinaLC the usual polite queries about his destination, 
why he is going, etc. II possible, got the other person lo u2k 
about himself- That's usually easy ta do. Talk admit yourself 
hour legend 1 only when asked, and then somewhat reluc¬ 
tantly, The mure the person talks, the more you will learn 
about hiit;. 

When you do talk about yourself, tailor your story to what 
you have already learned about the other person. If your sear- 
mate is. a pretty, young, serious woman who is a business major 
at small university, you might say char you work for a famous 
movie director. This could lead to questions about whether 
she has over taken drama lessons or appeared m any plavs. Ask 
fur a name and an address where you might contact her fox a 
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puisible screen rest for a movie you will soon be working un in 
which the director is looking for new, natural faces. 

If yoiirscitnute works for abrge intcmaErQna! corporation, 
roll lilt dipSomat-on-lcave STOP-. Talk about a number of busi¬ 
ness oppominilic.S in the country of your assignment, which HO 
American seems interested in. 

If rhe SCitmate turns nut io be a religious minister. des¬ 
cribe your experiences as a defense attorney who Successfully 
•defends criminals you know are guilty and often commit: terrh 
ble crimes afterward. Pretend £n he disillusioned and looking 
for a way to change your life. Throw in a few comments that 
suggest you've had some major personal problems too—per¬ 
haps marital. Strife ora teenager who lias run away from home. 

If you are talking to a middle-aged school teacher, pu33 the 
derceftvc Story, molding it into something that would append 
[0 the teacher, perhapj Thai you are crying to clear a high 
school principal accused of molesting a teenaged hoy or to 
Track down a school teacherwfto leave's during the summer a& 
a secret serial killer, If yOu use this last scenario, try to build 
the story so that you might use someone like the target as a 
source. This means you will have to place rhe investigation 
somewhere near where your searmarc lives anti build ir into 
something that might touch bis life. In vent evidence [hat sug¬ 
gests chat the killer might be teaching in a school in his area 
or thac ihe TCCnaged boy once went re a nearby school. Ask 
advice on how you might find out what teachers do during 
summer vacation. Sec if you can gcr the target to agree to do 
some investigation for you—for good payment, of course. 

Other possible identities could include a stock trader if 
you meet a small businessman; a father searching for a lost 
child taken by the mother 12 years ago, if you meet some 
grandmotherly type: a world traveler who’s lived abroad for 
many years, including rime spent in a Thai jail for drug traf¬ 
ficking, if you sit next to a college siudtfil. 

Whatever the cover, the goal should be eo get the target 
interested jn what you are doing so that he might agree in 
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help if you asked. You want the taieec to willingly give you his 
name, address, and a telephone number where you could con¬ 
tact him for a follow-up. The stranger may ask for the same 
information from you; give him a false name, address, and 
phone number. Ir works even better ii you carry several sets 
of bus-mens cards supporting each of the false identities you 
intend to use. 

However the conversation goes, as soon you are alone. siE 
down and write out alt the derails of how the deception 
placed out and everything you learned about the target nf the 
deception, Make special note of what went Fight and what 
wenE wrong. 


I .ying in Ohm reft 

Go LO chnrch in a nearby ciLy w heie no one knows you, Ke 
friendly and police to those siccing near you, hut sort of shy. 
Sooner or Later, the minister or someone in tlic congregation 
will want to talk. Explain how you haven't been in church fur 
many years, bur that you had o recent religious experience 
that made you question your previous agnostic beliefs and 
senr you looking for answers. Don’t volunteer it, bur. have a 
detailed story you carl relate if asked, perhaps the deOLli ol a 
child, a serious illness, or an experience as a victim of crime or 
a survivor of some natural disaster. Don’t mike the experi¬ 
ence something tniiWCulouS; it should be more psychological 
in niEsire. As you talk to various people in rhe congregation. 
Learn as much as you can about them; where they work, how 
happy they seem to be with their lives, what different social 
cliques Cjdsc within the congregation, and SO Oil. 

3 low many invitations to social functions, group meetings, 
ot pnvnre discussion groups did you get: ^Yhorn might you 
approach if you were an insurance salesman, a man looking for 
romance, or someone looking for a source rp recruit in Ffie 
IccaE city government? Look for individual quirks and poten¬ 
tial character weaknesses chat might he exploited should you 
decide to recruit someone at d Spy. 


69 


Ekuuusks 




Looking for Uu sines* ] nfonnatjon 
to s. business olfice located m a building rhat Overlooks 
a hnsy intersection. Tell the secretary chiM vau arc an inst¬ 
ance investigator locking for someone who might have seen a 
fender bender that occurred severe: weeks earlier. Mention 
the pn.ssrbjJity Ol a reward Th<l.t 'will be paid to anyone who pro 1 
vidcs information lending to a witness. Give as few details 
about ihc accident as possible in your initial query. It's proba¬ 
ble someone will have witnessed some kind of accident dot¬ 
ing the previous several weeks. If that person gives the derails 
tlfSL, you can pretend that whaT he Saw is the accident that yon 
are investigating. Get as much personal information as possi¬ 
ble On the people 10 w hom you talk. 

Tf you find someone who is especially interested In the 
possibility of earning a witness tec, change stories, claiming 
that yon are really investigating the high rate of workman's 
compensation claims tiled by the companv and suggest that if 
the target can provide that kind of information, he might 
make even mote moncy. 

ADVANCED DECEPTION TRAINING 

I he person who intends to engage in any serious espj 
onage activity, regardless of the target, will want additional 
training in deception before actually beginning an intellicence 
operation. These advanced techniques are not innocent fun, as 
the practice situations above suggested, Even when they do 
not cross the line of legality, they invite retaliation should the 
target be able to identify the tormentor. The wise person who 
uses practice exercises similar in those described below will 
travel to a distant city where no one knows him, use public 
phones, and make any long-distance Calls by charging the cost 
to one of the phone credit Cards that can be purchased from 
machines in .supermarkets and similar places. He will be train¬ 
ing not just in deception but in Security as well. 

Because these practice deceptions require taking some 
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legal ra&ks, ihcy should not be engaged in by anyone who docs 
not intend c» take up spy recruitment as a profess inn nr s per¬ 
sonal necessity. 

Some of these advanced training exercises require some 
supporting false documentation. How much ID is needed and 
how good it must be depends on the level of deception and 
the sophistication of the person being deceived. The follow¬ 
ing ejtercises assume that you will be carrying whatever docu¬ 
mentation might he necessary to hack up the deception. 

Get Politically Active 

trail an the manager of a local political campaign- -the 
more important the office, the better. Using a false identity, 
claim to be a wealthy volunteer with lots of lime Oil yoilf 
hands and a sudden interest in politics. Drop hints that there 
might be quilt a biL of money available—if the campaign 
manager can suggest ways to put the money into the tam- 
paigh fund without violating federal election campaign, laws. 
Pm in several days of work at the headquarters, meeting as 
many other campaign workers as possible and perhaps even 
the candidate. The goal is to lear’ii as much iufurirutlicn 
about T.he candidate's behavior as you can while working 
with the campaign 


Call! a Newsman 

Contact a newspaper reporter and claim to be a rtiidlcvcl 
government official who has information on a major corrup¬ 
tion scheme. {Use the current political situation to com-t up 
with a scenario tliai will make the reporter think he may have 
die next potential “Deep Throat" on the hook.) Describe the 
story in detail, providing “evidence” to convince your listeil- 
cr, Suggest a socrCT meetingin which he will conrrol rhe secu¬ 
rity' scene. Ask haw much the newspaper reporter will pay foi 
the full package of evidence yon have. 


EXEBOSIES 
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A Hotel Visit 

Check into it hotel with a fake identity, pay cash, and talk 
w as many people as possible in the lobby, at the desk, in the 
dining room, everywhere you can. fell them all the Same tall 
Lale—say, fnr example, that you are visiting the United States 
on your first vacation in several years atTcr working for a long 
while as a missionary in a foreign country. During the stay, 
find out if arrangements can be made wiih any of the herd 
staff for a prostitute to come eo YOUi room and how much it 
wid cost. If it's nnx too expensive, order one, and when she 
appears, pny her fee (you don'c hive to actually have sex. 
unless vu-u want do). Then Cry to get the prostitute to agree to 
spy on an important businessman Or politician who lives in 
that city for you. 

[.sing the phone in che hprcl toons, pick several different 
businesses, professionals, and government agencies from the 
yellow pipes and call Lhem. With the businesses, pretend to 
be a customer with a poienria] big order. Wirh The profession¬ 
als, cry to find one if lawyers will quote tees over the phone, 
how easy if is 10 make an. emergency appointmem with a 
dec tor, or how much free advice you can get by ceding a good 
Story. If you are a serious student of deception, you might pre¬ 
tend to he an H-LS special agent initiating an i nvestigation of she 
professional you arc Carling, or a policeman cheeking on recent 
patients who have been treated for a Specific kind of injury (“Vfe 
know the assailant suffered Such an injury while attempting ro 
commit rape’). When calling a government agency, report 
that she business you work for might be in violation of what¬ 
ever I avo and regulations that paracular agency enforces; you 
mtght also pretend to be a salesman trying to get an jppoiut- 
n-i-cnr with the purchasing agent or a cissronter asking for a rax 
identification number in order to file 1099 s with the IRS. 

Getting into a Strain gee's Apartment 
Gain entry into a large apart mens building by pretending 
to be a package-delivery service. Carrying a real package,. 
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invent a story that wifi oonvjncc 4 suspiesous apartment 
dwcllet yu u are de I i vering a delivery fi mm an i lt, k n own per¬ 
son,. Possibilities include flowers sent anonymously ura pack¬ 
age containing a small, inexpensive appliance alongwkn a let¬ 
ter on business letterhead explaining chat the addressee has 
been chosen ar random fora promotional scheme. (If queried, 
the delivery man can expsain that he has delivered several 
such packages around rhe dry.) Whatever the story, you must 
leave behind someone who believes that he has received a 
legitimate delivery and will have no reason to cal] the police 

or budding security officer. 

Once inside the building, figure out a way to gain entry into 
another apartment on a different floor. The cover store rmusi pro¬ 
vide YOU a legitimate reason to be in die "building ami to request 
help from someone else inside rhe building. Cover stories might 
include a claim That you are a private detective investimating an 
insurance claim and looking for possible witnesses, a mainte¬ 
nance worker erring to find out who has a certain kind of plumb¬ 
ing Of beating problem, or someone who just accidentally 
dropped a small horde of wine or snda pop and who would ike 
to clean up the mess before leaving the building. 


Gaining Rntry to a Private Home 
Pick a private home in 4 middle-class neighborhood and 
atrempi to gain admittance. You mighT prerend to have ear 
trouble and ask rn use the phone. In (Jib Scenario, you should 
have a friend standing by a phone in case the h omentruer 
does rhe smart thing and leaves von-outside while be calls the 
emergency number you provide. Your accomplice will answer 
the phone by identifying the number as the Am Tow Service 
and then ask the expected questions about the address. 

Other introductions chat might help yon to be admitted 
into a Stranger's house are pretending tu be a missionary 
(remember cu carry 1 - a Bible and a briefcase full of religious 
tracts), a federal investigator doing a security clearance on 
someone who once Fived in the neighborhood, a political 
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w-orkrr crying ta gcT out the voce, someone collecting for a 
charity, or a person who once lived in rhe hou.se as a child anti 
■wants CO indulge in a bit of nostalgia. The more original rhe 
legend, and The better the legend fits the probable prejudices 
of rhe homeowner, the better your chance of [jetting in, Once 
in. learn as much about the family as you es.il from your 
observations and the casual conversations tbnr follow. 

,All oj the above exercises arc Only suggestions. Each per¬ 
son wishing ro pfscDec the aft of deception should rhizjJt up a 
series of exercises to ilu£.xnrrj]7.c his strong points. The goal is to 
£Ct comfortable in the art ol lying while in low-risk Sztuatinns 
anti then mm e a srtp at a time into highef-Task situations litlLi I 
you are ready to use your deception capabilities ro lull aJvan- 
tafe ro recruit wheis to steal valuable information for you 
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Chapter Eight 

It’s More 

Than Telling Lies 


M ^ eception is not enough *rhcn ir comes to Tevrutl- 
1 big iild managing a spy. The good case officer 
1 must be a student of psychology, who midif- 
stanlJs the human psvche and has the ability to interpret the 
emotions of another individual and Fespond m them with 
apparent sympathy. 

BE THF BEST NEW 
FRIEfSD THE TARGET HAS 

When victims of con men ate interviewed by a police offi¬ 
cer they always say something hke, "He was sucli a nice 
man-” Successful con artists and intelligence case officers 
must learn to aCl like nice people. They pretend 5.0 be sin¬ 
cerely interested in their target, they almost never get angry, 
and when thes do. iL’s a CO'd-bloodcd, well-thriucht-Ou: iicrion 
designed TO produce a specific behavioral response from the 
recruit. They ask Eots of personal questions (including A few 


75 











the recruit cnn answer with & bit of bussing), arc sympathet¬ 
ic (never judgmental), and always willing CO listen. 

A good CISC Officer wifi use every personal advantage he 
brings to the contest. People With the physical advantages of 
youth ami Ruod hxrks will use their scKual arrraccivcncss as an 
intelligence tool in a manipulation that is as old as the store of 
Samson and Delilah. An older, educated parson will pEsy on 
the Tendency of EtiOSt people to- respect both age and! learning. 
A self-confident, tni I irary-srylc personality will use his charis- 
maric ability to ctunsmand obedience. 

The most effective false flag of ah is a beautiful woman or 
a handsome man. who has “fallen madly i n love” will] tilt 
potential recruit. As with the girls of the Easy Come, such a 
recruiter can often learn the secrets of The recruit without tliC 
recruit ever knowing he has become a spy. 

Tn The same way, someone looking like the wise old man 
may remind the larger of an old grandfather. A person who 
looks like a TV lawyer can offer help and advice, and the 
motherly woman can win. the trust of I lie young lady who wor- 
riet aboEn her rwo-ycaf-old’s tantrums car her ceenageFS fasci¬ 
nation will] drugs. 

PERFECTING THE ART OF CONVERSATION 


The intelligence case officer must understand how in ger 
people ro talk while he listens. This skill is especially impor¬ 
tant when using penplc as inadvcncm Spies, but it is also a 
critical skill in rhe process of recruiting those who will even¬ 
tually Spy knowingly for the ease officer. The MKue the other 
person calks during arty conversation, the more anyone Trying 
to gather information will learn and rhe less likcJv it is that the 
target will learn something that the intelligence collector 
doesn't want Enm to know. (A good case officer will never 
allow the targ-ST re learn anything about his true personality, 
real hopes,, fears, or despairs, cycepT when Such information 
ills the false flag he is flying.) 
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Gciriog people du talk is much easier than most people 
realms. Almost everyone would rathe/ talk than listcn- 
Because of rhar human trait. most social conversations arc 
games in which each tide tries ro maximize the percentage Ol 
time in which he or she does the talking. Few people really 
Listen 10 whac other people are saying. They art instead chink¬ 
ing ahead lu what they will say when they next gei a chance 
to Lake COOirnl of the conversation. 

As □ resuLt, riiosr people arc hungry for someone wilt) will 
listen, to them. fSorh onn arcists and good intelligence officers 
know rhis, and they ddiberardy feed that hunger. They not 
only listen, bur pay rapt attention and ask questions rhar 
encourage the target to keep Talking. The bC3T intelligence 
officer is one who makes the target believe that buth Ol them 
are important, smart, experienced: and clever, -and that the 
caFget has something TO say that Ls worth listening to, 

IVIosf people so enjoy tin intelligent, attentive listener, 
chat they will do eve rye King possible ro keep the conversation 
going. Time and again. IVc gotten people to tell me valuable 
intelligence information by paying them the compliment of 
listening icj every word they say, even when what they art say¬ 
ing it of HO interest to me. tb'en though they may start ouL 
with rhe intention of keeping certain secrets to theniselves, as 
thev gioiy in the experience cl'having a listener hang on every 
word, thev will Start Itiring slip more and more information in 
act effort TO get rhe listener TO continue to listen to them. 
People will Literally give you cheir scoters in exchange rorenn- 
Linning to listen to them talk, 

I can’t, count rhe times I’ve been tn long meetings in 
which I listened intently as my intelligence source talked 
about his family, personal experiences, theory of warfare, or 
political beliefs. Although E Seamed nothing new, | listened 
with rapt attention, with my only responses being questions or 
murmured agreements to demonstrate rhac 1 was listening 
and rhar l shared his conclusions. Then, when T final I y s-Lurt - 
ed co apcflugizc for raking so much of Che impuitunr man's 
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time and suggested k was time for me in go, he. would insist 
Thai i Stay a little lunger When T reluctantly serried back in 
my chain he would launch into another monologue in which 
he did Starr telling me the secret information I had hoped ro 
get out of him. 

One time in Vietnam when I was working as a U.SL civil- 
,fin otficial, 1 interviewed an ARVN {Afmy of the Republic of 
Vietnam} lieutenant general on how the war was going in his 
sector. After spending more than two hours listening to hinn 
discuss his theories on the best Way to fight the Maoist irtSur- 
genev theories that were in total disagreement with those of 
his Lb. military advisors—3 apologized for taking so much of 
his valuable rime and started to stand up to say good-live. 
Apparently, I was rhe first American who had ever taken the 
rime to listed TO him without trying io shout him down. He 
reached a hand our, grabbed my wrist, and pulled me back 
down to my chair, Then, he launched into a tong description 
Ol a secret Cadie assassination program that lie and his men 
were implementing without Informing his U S. military advi¬ 
sors, but which he claimed wss decimating the VtClcong cadre 
in the area. 

As he described the program, what must fascinated me 
was the reaction of his Staff who had sat silently through the 
lung meeting, bur who were Suddenly horrified ro hear their 
pcncial let an American m on their ditry secrets. One captain, 
the brightest young officer in rhe group, managed to carch the 
general's eye to give him otic of chose glances that attempted 
to remind die general that he should perhaps be a bir more 
discreet. The poor Captain got back an imperial glare that not 
onh put him in his place, but warned him that he might soon 
be bade in the jungles patrolling for Vietcongambushes. 

Whats funny is that when I reporred back to my superiors 
what I had learned, 1 was told that the general had been feed¬ 
ing 3.ie a bunch cd lies because what he was telling me was 
contradicted by the intelligence collected by both armv intel¬ 
ligence and Cl A case- officers. It was only three or four mouths 
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iaier that the intelligence experts learned fmm their well-paid 
Spics what I had teamed frurn the general by paying him noth' 
i ng more than a few compliments. By rhen, rhe ARVN gener¬ 
al had been transferred to a dead-end job in Saigon aL the 
instigation of a "ting knocked (a West l ] omt graduate) mi in¬ 
set who complained to the U-S- command structure that the 
general was not following U.S. advice on how to tight rhe war 

THE RULES OF FRIENDLY INTERROGATION 

1. Never criticize the other person'll religion, country, family, 
intelligence, education, or personal conduct. Tf he criti¬ 
cizes him seif in any uf those areas, be sympathetic TO Ills 
concerns and confessions, but don't ;igree with son much 
enthusiasm. 

1. If you disagree with something the other person says and 
conclude iliac you must make that point ro keep your own 
credibility, ask questions thsc give him an opportunity TO 
bcitci explain his beliefs While lerting him understand there 
may be a difference of opinion. Let him know by the way 
you ask the question Thar, although you may have doubts 
about his conclusions, you tCSpCCt his Opinion and want to 
understand why he believes as he does. Never attempt lu 
use logic to argue him inro admitting he was wrong. 

5. Answer the ocher person's questions quickly, simply, and 
difCCtJv. Don't add derails arid dnra'c anticipate or answer 
questions he doesn’t ask. You want to get back to lerring 
him do the talking as soon as possible. 

4, Always follow his question wuh a question of your own 
char gets him talking again. 

. If you must interrupt rhe other person, do so only to ask a 
question that fort her expands what he is saying on a sub¬ 
ject that interests you- 

6, Don’t hurry to reach the point of your interview. If possible, 
ler turn bring Up rhe subject in which yom arc most interest¬ 
ed. Learn to lead the conversation by suggestion and cas ual 
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2-cfcrcrsL-e^. Tf you do ask direct questions and he seems 
tducufK to answer, slip into another subject and pretend 
you really weren't that interested Lit the manor. Lead, film 
back TO the subject alter you’ve softened bun up a bit mine. 
7 - Let h ' m tUJ the silences. A silent break in the conversa¬ 
tion makes -most people nervous, and they feci: compelled 
[0 fill ir. Use thar to your advantage. ff the other person 
dncsit t respond immediately to some statement or ques¬ 
tion, wait him oe]t. li you don’t really want to respond to s 
question be has asked, think ahotit it a moment. He may 
Start talking again to fill the silence, 
d. Don 't tell hes unless you have already plotted them our As 
par: of a well-planned deception nr as part of a carefully 
crafted cover story. 

Anyone who intends to engage in serious intelligence 
work should practice these rules in every conversation he has 
in any set of circumstances, i recently bought a used car, While 
" c ^tt-i^cd for a minor repair on rhe Car. the salesman and I 
5 ratted calking. By the time we signed the contracts, I knew a 
surprising amount of inside information abonr the used-car 
business and the personal: iife of rhe salesman. 

The clever intelligence officer does no! want to show rhe 
worid how much he knows or bow smart he is; he wants to 
hnd Out what uther people know, how smart thev arc, and 
what makes them tick. 

TRADE HRSOlJRCES 

'1'here ait three things thar every intelligence agency 
uses to build the spy's tnrsc in and dependence Oil the case 
officer or its agents ■ money, drugs, and se.\. The private 
intelligence officer must also have access to thofse three 
things in sufficient quantities to Sendee rhe needs of the. 
potential recruit. Ht musi also develop techniques for using 
each of them in recruiting different personal] [V types. 
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Cold. Hard Cash 

Money tunics first because without money, you can’t buy 
sex or drugs. fterntiring spies can be a very expensive propo¬ 
sition. OfTen, the only way a case officer cm get the recruit's 
attention is by Spending money. He w I have to buy the prop¬ 
er clothes 10 fir the personality he is playing, pay for restau- 
runrs, entertainment, travel, hotel rooms, rente cars. clothing, 
technical equipment, and a variety of personal services. 

Sooner or laid, th* case officer Will want to offer some 
payment for the information. The recruit is providing. Even 
when rhe recruit is spying for ideological reasons, the ca 30 
officer will want in make payment lor services rendered. 
Getting a recruit lo accept money and preferably to sign a 
receipt staling, he has received the money is the final step in 
any recruitment. Some recruits will agree to spy lor the 
money; some will only accept money as a loan or an inciden¬ 
tal reward. 

Normally, money will come fnrrn, lEiOSC who finance the 
intelligence-collection activity. Somcrimes itsOSC who are col¬ 
lecting intelligence will find that they must self-finance [lie 
operation. This might include aniigtivernmeiir groups intent 
Oil spy in c on government agencies as pan of revolutionary 
activity. Because many groups rum to such criminal activities 
as Theft in finance Their revolutions, collectors will find chat 
'.he same techniques [hey use for recruiting rcsmirces can illso 
he used to ton unsuspecting people out of eolch hard cash. 
Such activities ate almost, always criminal fraud and are 
beyond [he scope of this book. 

Drugs 

(“Candy is dandy, but liquor is quicker ") 

The case officer can use a wide variety nf drugs in many 
different ways as a tool fur recruitment. If the target has a drug 
addiction, the case officer might be able tb use that knowledge 
in blackmail him or he might offer to supply the add i or with the 
drug of his choice as a way of making fiicfids or even a* a means 
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of rewarding die reciw for services rendered. It may even he 
pC'ss^i b -c. tor the case office r Of lute of ft i $ agents to introduce th e 
potential recruit eg drugs and then encourage an addiction 
which the case officer can later use ro his advantage. 

i>rug5 tan also Sometimes he used as the grease for 
developing a social relationship or for conducting a subtle 
interrogation. There is a lot of truth in the old Latin expres¬ 
sion m vino writes ("m wine There is truth*}, The list of peo* 
pie who have dec slip their darkest secrets after consuming a 
large dose cd their favorite mind-altero! starts before rflC 
dawn of history and totals in the millions. 

Alcohol is always the drug of choice. It Is legal in most 
countries around the world, readily available,, and serially 
acceptable. It relaxes inhibitions, makes people careless 
">oseo-! tongues, and impairs judgment. Often the fftsi 
approach char a case officer makes to a target will be an a situ- 
oric"] in which alcohol is being served. Alcohol can he espe¬ 
cially useful when dealing with an inadvertent spy—someone 

who will provide information without realizing he ts dealing 
with ihc enemy. 

Although <1 case officer will Frequently use alcohol and 
other drugs in dealing with recruits, Jlc must control both 
hss own drinking and the quantity of alcohol consumed by 
the target during any social occasion. Hie idea is to get rhe 
target under the influence while mri in raining your sobriety 
and without alerting rhe target EO what is happening. There 
arc a number nf different nicks of the trade for limiting 
ones ow-ei consumption while cucouragin* the rceruit to 
indulge more heavily. 

Olrcrl. especially when dealing with people who have a 
drinking problem, all you have ro do is allow- nature to take its 
course. 1 he drunk will be more interested in lilting his Own 
giiiss ill an m making sure his new friend is matching him 
drink tor drink. Things get more difficult when dealing, with 
someone who expects that the person cm The other side of the 
mbit will match him round for round. The tricks of the trade 
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for ensuring that you Stay sober while the target gets drunk 
include rhe following: 

* Prior to rt meeting that aft// mdsde tansttmptmn of akakof ml 
it quantin' of fully food. For example, car several prCCCS of 
bread heavily Spread with butter err a pirtl of lCC cream. 

' Arrange v.ith ike bartender to tbtttrol the drinks, mix tag heavy 
drinks for ike target and zzalf-diluted drinks for you, (This is 
Oi'lC argil mem for doing you: heavy drinking in a setting in 
which you have the control, say a hotel rOOrtl, a private 
hOEiiC. 31 diplomatic residence, or 4 bar where the owner Of 
bartenders are on your payroll.) 

■ Lit! the glass to ike iipt, but dan't ae/mify sip the drink. 

* As soon as the taq&l's rftl$S is empty, order another round, s -et 
the waiter take away your still half-full or, better yet, 
almost full drink, 

* Prftmding to bfi mark dranker than you are., ‘dcridenteifty ' SpiP 
a fail #4m, You can then miss a round while cleaning up 
rhe mess. 

One of the most Jifficuft casks associated with The use of 
alcohol in a social situation is that you mu si still remember all 
ihe details of the meeting so that you can record everything 
The larger says once the nice ring is done and you have a 
chance to be alone. While the drinking goes on, you should 
use every break in conversation or momearL of silence as an 
opportunity to menially review [he previous cunversarioos 
and actions as a way of memorizing huw you will eventually 
write rhe report of the meeting. 

fiLrgal Pkmgs 

Illegal drugs offer even greater Opportunities for gaining 
psyc hological control of a larger than alcohol can. provided you 
can control [he saturation. There are several ways in which you 
can use illegal drugs as an 3Ud CO recruitment: 
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* Build rapport with ihe target by supplying drugs to feed 
his addiction. 

* Jake advantage oi tils ding-induced slate in gening infor¬ 
mation., 

' Make the target’s use of illegal drugs si reasrm for blackmail. 

* Ocr t]jc target hacked un drugs u) make him more depen- 

deni an you. 


The best situation is one in which the target as supplying 
his OWH drugs and you simply go along with the situation, rak¬ 
ing advantage of developments as they occut. 

However, in sonic situations you may have to play rfit role 
of a supplier, You might even Uie the cover of pretending to he 
ft drug deafer when approaching a known drug addict. The fact 
that the drugs are illegal makes the case officer and the poten¬ 
tial recruit instant co-conspirators in crime. This, in turn, pre¬ 
sents; future opportunities for blackmail. 

Illegal drugs are very- much a dual-edged sword. Although 
rhty can make The target easier ro control, they can also make 
him more careless as he goes about his spying. A prison who 
uses illegal drags is also at constant risk of being arrested and 
charged with drug offense and is notoriously untrustworthy 
when arretted. Most will immediately self Oat their supplier 
3lld their friends. Alsu, an illegal drug user can he fired from 
any joh ar any time, especially if the employer randomly tests 
his employees for drug abuse. 

Another major piohlem with using drugs for rcetuiting is 
finding a Supply. Case officers working for national spy agen¬ 
cies usually have access to all the illegal drugs. .Sometimes 
they are supplied by Tike intelligence agency often from 
stockb confiscated as part of the government's narcotics-con- 
trol operations. Sometimes a Case officer will use a service 
agent lie has recruited as a source for jlJcgaJ drugs that can be 
used in tecttiiling new agents. 

1 be private intelligence entrepreneur who is working 
without the protection of legal cover will have ro consider the 
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risks ill dealing in drags versus the potential rewards toot 
might l"C suit from The use of illegal drugs in a recruirment 
effort. Frankly, illegal drag use has become such a wimmoii 
occurrence in modern America that intelligence cnircprc- 
ncurs and private collectors should have little trouble in -1 End¬ 
ing a source Put the illegal drags rhey may require fur succcss- 
fulls recruiting spies. Even so, individuals who have (1C expe¬ 
rience in purchasing illegal drugs or LlO familiarity with the 
.1 re as of the city where drugs me openly sold aiC bcaer 
advised to look for ocher ways to subvert a pOTCnrinl spy rather 
rhan risk the real possibility of arrest that comes with seeking 
(jut a dtUg dealCf- 

Although government case officers will drink, alcoholic 
beverages with a target for recruitment, they will not share the 
illegal drug experience. Indeed, using illegal drugs, evetj as 
pan of a cover story, is considered reason fur serious discipli¬ 
nary action by the CIA and most orher government intelli¬ 
gence agencies. 

With the possible exception of an occasional marijuana 
joint, private .intelligence collectors are advised to follow the 
same practices. This is especially true when it comes to such 
high-risk activities as sharing needles When it COn>c-; to the 
use of illegal drugs by a potential recruit, The most important 
tiling is that lliC recruiter appear sympathetic and nnnjndg- 
mcnral of rhe use of drugs, afid pnr that he might he willing to 
share the drug experience. 

Because of the major dangers of dealing and supply mg 
drugs, or even l>cing present in places where drugs are used., 
[he esse officer must always he operating under a false flag 
and a wel l-cOllStf ucred false identity. 

Sex 

Sex won't play a mle in every recruitment, bur it can make 
a critical difference in how successful many recruitments will 
be., lu almust all situations ir should not he the case officer who 
personally services the sexual desires o-l the recruit. Indeed. 
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mmr national intelligence agencies, including rh* CIA, pro-. 
JlLbic caftc agents from engaging in sexual relations with any 
recruit. (The exception to that rule may have been the old 
kGR. There sic tors of minors about men and women who 
were specially trained in the art of seduction by the KGB,) 

Instead of bedding a recruit, the. case ageni creates and 
finances a situation in which the recruit finds whar he thinks 
is true love or maybe just more sexual pleasure than ibe 
potential recruit knew was possthle. lf rhc efl.Se ageoT expects 
to use Sux as part of his recruitment, he win have to also 
recruit a person who will willingly go to bed with rhe prospec¬ 
tive recruit. 

1 h = re are Severn;! different Options for linding potential 
sex partners for the recruit to enjoy. 

Taking Advantage i>fan Ongoing Affci r 

J- rc-reem lenient surveillance vjj] cjficn uncover The exis- 
ECcice of an illicit sexual arrangement or a budding romance. 
Almost always, rhe case officer can take advantage of such a 
situation, even when it is a legitimate romance. In rhe case of 
fln illicit affair by a manicci target, There are usually insTaut 
opportunities for blackmail, but rite clever case officer rnay 
Jnstead choose to become a conspirator m the affair as pan of 
building a relationship with the recruit. The case officer 
becomes the good friend who helps facilitate the recruit's love 
1 1 to by providing excuses for rhe targets absence from family 
dunes, perhaps a private place where the tecruiL can enjoy the 
lover s atreruiun, or even an opportunity for a double date irs 
w hich the case officer picks Up the cost of entertainment. 

There is always rhe possibility that a case officer can 
reenur rhe love interest as his OWn agent, This is frequently 
the Case in long-term affaire between One married partner and 
an unmarried colleague. In such situations the single partner 
FS often dissatisfied With the hopeless nature Of the relation- 
sl]jp and can sometimes he manipulated into spying on ibe 
guy she realizes is never going to ask his wife for a divorce. 
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She may do ir as a form of revenge, or' she lUight be convinced 
that the final result uf her perfidy will he a divorce, with her 
taking tire old wife's place in the family mansion, 

Obviously; homosexual relations, affairs with underage 
partners, nr kinky sex involving sadism or other perversions 
can offer considerable opportunities to the case officer who 
ran figure nut how to manipulate the situation to his own 
advantage, Remember that while blackmail is a powerful Tool, 
it works best if the ease officer is not the one making the 
blackmail threat, but rather the one who steps forward ro pro¬ 
vide escape route for the target, 

PnisJifHtJS 

The easiest way to provide sex to a potential JCCRik is to 
hire a professional and tlieU set it up cn make what happens 
next appear to be a natural occurrence, A frequent ploy is one 
in which the case officer makes friends with the target and 
then invites him out for a night Oil the rown. During the 
course of the evening, they meet a pair of friendly women, 
who soon agree to go back to the hotel or safe bouse where the 
case officer is Supposedly living. How the Cast officer uses the 
-iddent and where it leads will depend on the personality of 
:he potential recruit, whether oj not be is married, and, if so, 
now much he wants TO keep the marriage a going concern. 

In another ploy, the ease officer hires rhe prostitute, briefs 
her on what he wants done, and then arranges a chance meet¬ 
ing between the prostitute and the target, with the intention 
that the target will never know chut the shy, inno-eemi girl he 
met one evening was in fact an experienced lady of the nighr. 

Many higher paid call girls become very adept at acting 
out roles Lra situations where the beneficiary of hot services is 
led to believe she is an iiiuoccnr lover. Nevertheless, if a case 
officer intends to use a prostitute in this way, lie had better 
give her several trial runs to make sure she can be trusted tu 
do what sht is being paid TO do. For example, the C4SC officer 
might set up a test run with a service agent and then have LliC 
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service agent repon back on how well the Call nr] performed 
her role. 

Once the portal rial traitor has enjoyed the services of rhe 
girl, or for that matter a homosexual prostinue, there arc sev¬ 
ere! different ways to take advantage of the situation: 

* T he p rosri [ lj Le, who has bee n briefed by The person paying 
the bill can probe for information: muc]] like The ladies of 
the Easy Come. 

* The prostitute can do chirks that the target likes so much 
That he wants to make another date* and another, and then he 
becomes a regular customer. The potential recruit sison dis¬ 
covers that his new pastime is a Very expensive luxury ami 
thaT he will have to find a new source of income if he is to 
keep enjoying the pleasure. 

1 be prostitute plays on the target's Sympathy, perhaps 
spinning a rale of how she is entrapped by pimps. blit With 
Only a I Ulle he]p from the target she might escape from her 
awful life. {T]iis works especially well if rhe prostitute 
looks very young arid innocent and the target has little 
experience with professional sex partners.) 

■ A person claiming n? be the prostitute's pimp scans to 
harass rhe target, perhaps by claiming rhat the Target hurt 
the woman during sex and is demanding payment, or by 
attempting blackmail. 

The prostitute fakes an injury, a sudden illness, or even an 
accidental death during lovtmakiilg, and tire incident 
threatens to expose the target's activities for the evening. 

hi each ol the cases in which the target finds himself 
lacing a problem, rhe case officer will be the one wlio offer* 
a solution. 

Anyone who takes up the career of a professional intelli¬ 
gence officer should arrange tn have seveia' good prostitutes* 
both male and female, On tap. How he goes about finding such 
professionals depends on rhe country and city' where he es opCr- 
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aling. Parr of ibe Training of any good case officer should be 
learning rhe ropes when is comes to finding a witling praiimte. 
The case officer will, of course, always make any contacts with 
professional sex patmers under a cover identity. 


Using s Service Agent 

Every good case officer will have several agents he ha.s 
recruited LO work for him, nor for the intelligence they tail 
sical but rather the services they can provide, Phis can include 
providing sexual SC A ices TO Those Targeted for recruitment— 
provided The ease officer can find some attractive young per¬ 
son who is willing 10 make the easy sacrifice for his country, the 
tcatn, rhe political leader, or whatever Other tiiliC flag 'he case 
officer is flying when he tCCfUilS The young person. 

Tt‘s relatively -easy to find young men wild will seduce a 
woman tor the good of tbeir coitntr-' or just a good paycheck for 
services rendered (even if she may 0.01 be much of a catch 1, but 
sometimes a case officer can find females just as anxious TO do 
[heir part (tit their country or Lhcif political ideals. 

The case age nr uses the same techniques to recruit a vol¬ 
unteer sex partner as lie would for recruiting a primary ugefil. 
For example, a CIA case agent might rccJlliT a voting female 
college student in a northern European country by promising 
ro help her get a work * Lsa in rhe United States if she will first 
seduce The son of the deputy prime minister. In another situ¬ 
ation. the case officer might convince a pretty tree, hugger 10 
bed an executive wot king wirh :■ logging compa ny to get evi¬ 
dence th;TI CSO be used in a law suit to- halt clear-culling. (The 
information will really bo used hy a competitor logger to 
uudcreui a bid fora Forest Service log sale.) 

In the following example of using a service agent a.s a sex¬ 
ual agent, Doug Krause worked as an information Specialist for 
a Washington lobbyist do ng business with the transportation 
industry, Kranz was looking fui a good spy insadc The 
Interstate Commerce Commission and had identified Martha 
O'Ccnncr. a secretary working in the office of a deputy enm- 
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miss'oncj. ^ a potential ret mil, Kranz's SUrveilJaftoe had dis 
covered that Martha occasionally wem barhopping with a few 
-?maie Friends in the singles joints of Georgetown, but char 
rhe homely and overweight woman always Went home alone 
though her prettier friends often gor lucky. 

Fat, *>, and Laid, Kianz knew he had lirrle chance at 
ho tiding any it end of persona I relationship with Vis. 
L> Conner; however, he had another FCcruir sitting in the 
wings, waking for just this kind nf a problem. Dick Ford, a 
gr^duare setident ac American University, knew Krana Vs 
IJavtd Fraser, the executive, director of the Air Quality 
Education Council, an environmental projection political 
acnon group supposedly W<J in Denver, Colorado 
Kranz, Fraser explained to Dick Ford that his orgaruction 
wantc-j hencr access to rhe office where Martha G'Cbnner 
WOlkcd " rrJl,Ed pay a substantial sum of money for such 
access Dick, whose Serious financial straits were about ro 
orce him tu drop cut of grad school, agreed to take on rhe job 
that the man he knew as David Fraser Was offering. 

1 oe next time Martha O'Conner went along with her 
triends oil a tour of the Georgetown bars, it was Martha who 
fi0t l( . lck >- At Kranzs instruction, David bedded Martha sev¬ 
eral time? over the next several weeks before taking the next 
ttep. When Martha was totally committed ro him and the 
pleasure be was giving her, Dick told Martha he was going to 
have to drop out Of school and return to his home State 
became of bis financial problems. He then mentioned one 
possibility that migfit keep him in town and in Martha's bed. 
He had a friend Working with an environmentalist group that 
would pay gwd money for a bit of inside information Martha 
might provide. 

Martha was soon hooted, 2 nd for the next two years she 
passed increasingly sensitive executive branch tfocumcnis on 
to Dick, who passed them to the man he knew as David 
inner. Roth Martha and Dick believed that the information 
that Martha WiS aleal 'A£ ™>s hoping an environmental group 
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fig hi attacks on 21 immobile pollution conrr<ils t when, in fact. 
Doug Kran/.'s buss was using the information in his lobbying 
efforts for less restrictive legislation and rn recru-iTing new 
businesses by scaring -hem with insider information on what 
new regulations were coining down the pike. 

The Innocent Amuieitr 

If some sicw ions, rhe case officer roighT identify a poTen- 
tial love partner he introduces to the target, ur arranges Ibr l lie 
target to nicer, and then let nature take its course. Once love 
develops, the case officer deb berate!v creates a situation that 
places the future of the lovers in jeopardy. EvenoLilly he 
offers a solution,, hut the potential Trcruit must steal a few 
harmless documents first. 

In the early 396fk, Czech intelligence officers Succeeded 
in recruit ing a U-S. diplomat stationed in Prague by using 
such a technique. The primary case officer, JajO&Utv I'urmsi, 
had identified the diplomat, Edwin Trickett. as a man with a 
roving eye for the ladies. Irickctt also had a wife with whom 
he often argued, jamslav found a pretty, young Czech woman. 
Pruritic, who had applied for an exir visa ro visit a brother liv¬ 
ing in the E'nited States. The Qcili government had denied 
the visa, the usual practice in Ehose Cold War days. 

Jaroslav arranged a situation in which Patrick "accidental¬ 
ly" overheard two strangers talking in a library about how one 
wav to get a Czech exit visa was TO have someone from the 
l.'.S. Embassy contact the Czech govern men t One of the 
strangers mentioned that Edwin Trick ere, the administrative 
u tTicer at the embassy, hud done several such favors for prciry 
young women. The second stranger said hr understood that 
only worked if the young women were willing to “do any¬ 
thing” to get a visa. 

Patrick, who so badly wanted to escape life in 
Czechoslovakia that she would indeed do anything, acted on 
the gossip she had overheard, She called the G-S Embassy 
and asked for an appointment with Edwin Trickett. i rickctt. 
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•who in truth had never traded intervention on S. visa marrer fur 
•sca, had no way of helping her out bur was still intrigued by 
The pretty Czech woman who seemed so anxious to do any- 
ibiTiE ro set a visa., Rather rfoan simply telling her she had bad 
information.,, lie promised be would try- to find a way to help 
her get the exit visa and Suggested that they meet in a few 
days so he could report what he had: found oml 

Although he was initially suspicious about Parricie’s 
motives, her innocent demeanor and adamant criticism of rhe 
Czech socialist government soon convinced him chat she real¬ 
ly was what she claimed to be. They met several more times 
nurside the embassy and eventually became lovers. After that, 
Irkkert dtd seriously start looking For ways in which he might 
help the young woman get out of the counify As hi? marriage 
Was nn,, ndcring he even began considering the possibility 
that he might divorce his wife and marry Patrick. 

Ei.i'ht weeks iaien Edwin was heading j'oi a lirtlc afternoon 
delight with Patrick when he saw several policemen coming 
nut Of Patrick's apartment building, dragging Patrick with 
Lbem. Terrified a T what he had witnessed and certain cba T his 
Jllicit romance was about to be exposed, Edwin spent a miset- 
flble two days waiting lor the second shoe to fall. On the third 
day he received a Call at his embassy office from someone Call¬ 
ing himself Jiti, who claimed m be Pairi-cie’s uncle 4 nd who 
demanded a meeting with him. 

When they met, rhe imcle told Edwin rhit Patrick had 
been charged with spying For the Americans and that Edwin 
was going to be named as the intelligence officer who was her 
control officer, Jiii, who claimed ro be an upper-level bureau¬ 
crat in the Ministry of industry, explained he had pulled a few 
strings and arranged 10 meet with his niece in her eelk She 
had vehemently denied she was a spy but had ndmitced her 
i.fair i'. L.h the L.S, diplomat. Jiri bad pulled more strings, and 
VmS hopeful that he could get the charges against his niece 
dropped, provided thar Edwin was willing to meer with a 
Czech security officer and convince him that Edwin was not a 
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OTA officer hnra legitimate diplomat 1 . If Edwin failed to con¬ 
vince the security officer of chat, then Patrick would be tried 
ns a spy. The Czech government would also declare Edwin 
persona non grata and expel him from the country. Thar, in 
turn, would expose Edwin's affair to his employer, eO-workers, 
and family, 

Edwin agreed eo such a meeting. The security officer with 
whom he mcr was, of course, Jaroskv Parma. Parma grilled 
Edwin fur several hours about his work as an administrative 
officer in the L'.S. Embassy, Edwin's embassy job was, in fact, 
a dull administrative job that had nothing to do with either 
policy or the collection of intelligence. 

As Parma listened to the diplomat talk about his daily 
drudgery, Parma became friendlier and friendlier, assuring 
Edwin that he believed what Edwin was saying. Over the 
next two weeks, Parma amioged for three more meetings so 
that he could gather more details, explaufing that while he 
was convinced chat Patrick was innocent, he still bad to con¬ 
vince his superiors of that. Parma also warned Edwin that he 
should not tell anyone in the embassy about his problems, 
because that would only make h more difficult to arrange 
Patricio's eventual freedom—advice that Edwin was only too 
anxious TO follow. Finally, in the third week, Parma arranged 
Lo allow Edwin to visit Pruritic in the jail. 

Left alnne with Patrick in her cell, Edwin listened to the 
terrified woman as she described; her interrogation by the 
Czech security police. Yet, CVCU though near hysteria, Patrick 
pleaded in whispers with Edwin ibar he nor do anything for 
the Czech government. She insisted that Edwin forget lie 
ever knew .hc-r and that he get out of the country as soon as 
possible. Patrick's obviously sincere concern for Edwin and 
her willingness to sacrifice her uwn life only helped to con¬ 
vince Edwin that he must do everything possible to tidp The 
woman he loved. 

Edwin left the jail absolutely certain that Patrick was an 
innocent victim, which in fact was true. In his next meeting 

93 


It's Morf: Than Tejj.ikt.: I.eks 







wjlh Parma, the Czech security officer assured Edwin char 
things were moving in tile right direction The Only problem 
was char he needed something extra to convince his superi¬ 
ors That Edwin was sincerely trying to help the voting Czech 
Woman. He suggested that it would he very helpful if Edwin 
could provide e few embassy documents for Czech intejfi- 
#= ncc ' 51red Edwin that the documents didn't have 

to be classified, hot rather could be Semerhing as common as 
JAMsnrmd and administrative manuals. Parma promised that 
with jLisr a bit of cooperation, Edwin Could Solve both 
fatncies I egrtJ problems and also avoid the exposure of his 
ekllt love Sec ref, 

The next time he met with Parma. Edwin luok with him 
a comp,ore set of V,$. State Department administrative 
mam tali. W hiJe they were marked Offuivt l fo Onh, they were 
ypical bureaucratic rules and regulations of personnel con¬ 
duct and administrative procedures for Jetting contracts out 
tor bid, signing renal agreements, ordering supplies, running 
the embassy commissary, and hiring local employees. 

Two days later, Jaroslav Parma told Edwin char Patrick; 
hud been released into her uncled custody Parma warned 
tdwm that the case was Still not dosed and suggested that it 
might be necessary for Edwin to again demonstrate his wiH- 
Atgness ro cooperate With the Czech govern merit. foroslsv 
th ™ thac '< *™ld continue to cooperate 

,!nTil *"* ™ m Pra £ uc ^e Czech government would 

grant Paifjc.e an exit visit, which would allow her to leave the 
coitntjy for rhts United States. 

Edwin'S wife had recently returned m the United States for 
a vacauun wkh her aging parents, so Edwin was able to spend 
I- Hzicies (list night out of jail with her ar her uncle's house. 
Once they were alone, Patricse Again pleaded with Edwin to do 
notlun- to bdp The Czech government arid to forget about hex, 
auvice that Edwin refused to accept. 

Happy to have Patricic free, and optimistic that he would 
Succeed in eventually getting her out of Czechoslovakia, 
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Edwin was an easv mark for [he next step in liis recruitment, 
Fui the next several months, each time Edwin passed Farena 
i new set of documents,, the security classification stamped On 
rhe documents crept a little higher VVhitc Edwin did not nor- 
raalb have any reason to sec classified material as pan of his 
job -description., his responsibilities as the embassy adminis¬ 
trative officer gave Eiim easy ULCCCS5 CO all sections of the 
embassy, including the classified document storage areas, 
Who knows how Long it would have gone on if Edwin bad 
been a hie more cautious. But the embassy security officer 
nnted that Edwin was spending a Lot of time in rhe classified- 
documcnt storage vault and got suspicious. He did a bit of 
pnlice work, and Edwin got caught Edwin was charged, enn- 
vicrcd of treason, and sentenced to a long prison teirn in a led- 
eral penitentiary in the L'uhed -States, No one cm ifae t .S. side 
Knows what happened to poor Patricic. 
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Chapter Nine 


The Case 
Officer at Work 


L Cl’S- lake a look at a successful recruitment from 
scan to finish:, using uu example that dales back to 
The Cold Wax when etie new Communist govern¬ 
ment in Cuba was expanding its influence in Latin America. 

The CIA policy Stair, With the approval of the National 
Security Council. determined in the mid-1%0? that more ifjfoj- 
maiion was needed pn Cuba's subversive activities in 
Venezuela, Ihe policy staff asked chat the CIA SEacion in 
Caracas identify and recruit someone working inside the Cuban 
Embassy in Caracas Who might provide such information. 

The CIA station chief in Caracas assigned a case officer, 
[ I amid Doyle, the responsibility fordoing SO. Doyle was ahead v 
running a surveillance operation on the Cuban Embassy nut nf 
an apartment building across the streer from die embassy. I Jit 
surveillance had identified several Venezuelan nationals who 
worked in tilt embassy, including Thmasina LopCZ- who 
worked as a onrck in the embassy cafeteria, 

Helena Chavez, a Venezuelan national, was working for 
Doyle as an access agent. Helena was A middle-class college 
dfCp-OUt who had long been fascinated with American movies, 
fashions, and men. She had been working as an employee of 
rhe CIA ECu four years. Although she considered il a good job 
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good pay, die work iiEso gave her access Id the ELS. mate 
atpJomat^ working in the embassy, one of whom she hoped 
migtiT eventually fa!] in love with her aftd propose. Helena 
had once gone to ihe United Stales for four months of CIA 
training and Was regularly “fluttered” [polygraphed) to ensure 
her loyally to her employer. 

Helena approached Tomasim Lopez. whcJc tEie latter was 
attending mass arid made friends with her. Helena learned 
that lumasma never left the embassy kitchen while she Was 
working and ibat ihe knew almost nothing about rhe Clubaft 
nartOEials who worked in the embassy. Tomasina was not a 

good prospecT lor recruitment as either a primary agent nr an 
access agent. 

However, Helena also learned that Tomlin a had an adult 
son, Jorge, who was desperately looking for work. Tomasina 
complained in her Conversations with Helena that It was too 
bad rhat Jorge wasr/r a becrcj driver because the Cuban 
Embassy was fncikina fora new chauffeur. 

A surveillance of Jorge found him to be m desperate 
Sira Its indeed. lie owed money his wife was about to produce 
[heir second child, and he had been blacklisted by a foreman 
of a U.S. oil company where he once worked after he Eiad 
been caught distributing prtoCastro propaganda sheers to fel¬ 
low workers. Helena arranged ro meet Torn as inn while she 
and her snn were walking together on the street and was thus 
introduced to Jorge. 

A couple of day's liter, Helena “accidentally” bumped 
I nco Jorge in a crowded department store. Pretending to find 
Jorge an attractive male whit interested her, Helena accepted 
Jorge’s quick invitarion. to share a cafmtfh After Sounding Eiim 
Out during Severn, Subsequent meetings over coffee and verb 
ffrng that he uas ready to do about anything to cam rnorley. 
She introduced Jorge to Harold Doyle, again Lii what appeared 
to bo a chance encounter. Harold, using t h e name Brent 
SLoker, pretended to be a (..ariailian journalist wEio was writing 
for 3 ,cftJiit n ^ Wi magaz-ifte and who was looking for victims of 
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US. imperialism co write about. Jorge was onby ton happy to 
Split his tn Ie of woe about h is m i sueatmen t at the h acids of an 
American-owned company. 

In appreciation of Jorge's cxmtributin-n to the story he 
claimed to be writing. Harold paid for Jorge to take a. week- 
long driver’s education course, as the only studem of a special 
[ucor. As 3000 as Jorge finished the course, Tomasirm asked 
her supervisor in the Cuban Embassy to help get Jorge the job 
as an embassy driver. 

Once Jtuge was working in the Cuban Embassy, Harold— 
oi Brent Stoker as Jorge 511 11 knew him—suggested that Jorge 
could help him with a new story, one trying 10 put a human 
fate Oil the Cuban diplomat working in Venezuela. All Jorge 
would have to do was report on what diplomats talked about 
while riding around in embassy cars. A promise to pay off 
Jorge s debts if the information proved useful convinced Jorge 
ihaT be OOlild help the friendly journalist gather that kind of 
information without compromising bis loyally to his new 
employer. Joking that his Cuban employers might get suspi¬ 
cious if they saw Jorge meeting with, a gringo, even a 
Canadian gringo, Ilaruld suggested that jorgC pass no what¬ 
ever information he overheard to Helena. 

One of Hamid’s support agents rented an apartment in a 
lower-class housing area, where Helena took up residence. 
Jorge began visiting Helena once or twice a week Fur wliat 
won I d a ppeaT cc anyone following hint to b»C for toma n tic pur- 
IKiseSu Helena, on her own initiative, began bedding JcMgC dur¬ 
ing his visits as well as debriefing him while they showered 
together on what he- bad learned while working Lit the Cuban 
Embassy. .After he left, Helena would write up the information 
and pass it on to the L".S. Embassy ease ulficci. 

Because he was earning rwo incomes and getting lots of 
SC 3 t on the side while his wife recovered from the birth of their 
second Child, Jorge didn’t spent 4 whole lot of time worry mg 
about the identity of the mysterious Canadian, AVhiie he 
learned nothing of immediate intelligence value on the job. 
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he was learning a lot about the Cuban diplomats, mostly bv 
Listening to the gnssip of embassy wives he often drove on 
shopping excursions and crips CO charity events. 

One of those wives. Dora Martinez, was married CO ft ileal 
secrctarv in the Cuban Embassy. Silvestre Martinez. On sev¬ 
eral occasions Jorge drove Silvcscre to parks and ocher public 
places where Srlvestre would meet with Venezuelan students 
and Other Venezuelans who appeared to he ordinary work¬ 
men. This activity suggested that Siivcsrrc was working with 
Student and labor groups. He would have exactly the kind of 
information that Harold Doyle was hoping to collect. 

forge also reported through Helena [hat SitvesTre 
Martinez was noegerciftg, along with his immediate supervisor 
and that the embassy gossip was that Dora Martinet was 
sleeping ivjlI) the supervisor. 

All this suggested that Silvestre Marrincz might he 
recruited as a Spy. if he was handled rllC right way. Harold 
Doyle, rile station chief, and other ClA colleagues began to 
plan ouc how the approach would he made and agreed that 
Doyle would make the approach using the cover of a 
Canadian journalist. 

Before they could imitate the plan, Jorge overheard two 
senior Cuban Embassy officials, one of whom was Silvestre 1 ? 
supervisor, discussing how They planned to transfer Sifvesirc 
Martinez back to Havana, One of the careless diplomats also 
ler it shp that .^ilvcsire's wife, who held an embassy position 
as a secretary, would remain in place in Caracas, at leasT for 
several months. Even Jorge could Figure Out than SHvcstie was 
getLing a career shaft so rhsr rhe supervisor could have easy 
access co the wife. 

Harold Doyle discussed the situation with the station 
chief, and after an exchange of telegrams w ith CIA headquar¬ 
ters in Langley, Vi^inia, they decided they did not have 
enough time before Martinez's transfer back to Cuba to carry 
OUT the usual recruitment procedures, which can often sake 
week? oi even months. Instead, Harold would try a cold pitch. 

Iff R L iniPJUUG \ ftlNO of Spies 


fAlthough seldom used as a recruitment technique and aimo&r 
nr vet successful, a cold pitch is a direct approach with no poor 
contact Someone walks up to the potential recruit wlulc he is 
jn a public place and makes an offer that, it is hoped, the tar- 
gel will find too good to turn down.) A cold pitch is used only 
as a last resort, but this did appear to be the kind of situation 
in which there was no Other choice, especially since none of 
the other diplomats in [he Cubar, Embassy offered likely 
prospects fur recruitment. 

Harold approached Silvestre Martinez while they were 
bnth attending a National Day Pam- at the Mexican Embassy 
in Caracas, Catching Maitiucz alone for a moment in a rount- 
m! of people, Hamid starred the usual chatter that makes up 
SO much of the inane conversation at diplomatic entertain¬ 
ment functions. Halfway through the second sentence, when 
he was su re no one was listening, he dropped his voice to a 
whisper, moved his face closer to Martinez, and_.fi a half* 
dozen short sentences made an offer. He let Marrinez know 
how much they knew abuut him and about his wife? affair 
with his boss—news lhaT apparently Martinez suspected but 
didn't know for sure. Doyfeiben suggested that the best way 
Martinez could take revenge would be co accept an offer of i 
lump-sum payment of$ZU,000 and a regular income deposit¬ 
ed in a Swiss bank, account for passing on information to the 
Americas during rhe time Martinez still remained m 

Venezuela. 

After Martinez returned cn Havana he would jceome a 
Uj 5 m0 | c inside the Cuban Ministry of Foreign Affairs. While 
Martinez spied for the Americans, his Swiss bank 
would grow. Harold promised that alter 10 years the CIA 
would smuggle Silvestre our of Cuba so he could enjoy lus 
wealth in Miami- 

Martinez must have already figured one what was hap¬ 
pening to him sand his career and had beer considering possi¬ 
ble alternatives. He immediately rejected the suggestmn chat 
he return to Havana as a mole and instead proposed [bat he 
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defect, provided rhe Americans made a lump sum payment «f 
$ 30,000 and SC". him up with a new identity in any American 
city he might chocsc. In return, Martinez would cell every¬ 
thing he knew abnur Cuban foreign policy 4 ild pm pagan da 
efforts in Latin America;. Martinez also insisted char there 
must be no public announcement oi his defettiuri. He want¬ 
ed EO timpiv disappear. 

Doyle was not surprised aL lire euunteru-ffei. It wan one uf 
the possibilities they had planned for. even down to how much 
they might offer as payment {Martinez could have gotten 
$ 50 , 000 ,. :J he had insisted.!. Dovle agreed and suggested that 
the defection take plate that very evening. When Martinez 
nodded his head in agreement, Doyle described a r ani that 
Martinez would fLrtd parked on a street near the embassy and 
suggested that Martinez might wanr rn go find it- 

The entire cor versa don had taken less than five minutes. 
The CW'O men walked off in different directions, and two min¬ 
utes later, after a few brief words with another American col¬ 
league, Harold Doyle was listening to a vacuous explanation of 
Venezuelan politics offered by a half-drunk Peruvian diplomat. 

Martinez didn't Falk to Iris wife before he slipped out to 
find the taxi waiting to cake him inen exile. The tarsi cook 
Silvestre Martinez to a safe house in the Suburbs where be 
spent the host three months with CIA dcbriefers. During that 
rime, the Cuban Embassy frantically searched for the fflis 3 ing 
diplomat. On several occasions, its Spokesmen made public 
demands that the Americans tell them what had happened to 
Martinez, but they bad no proof that the U.S. Embassy had 
been involved in MattiflCZ’s Sudden disappearance. 

Jotfge heard dozens of different runiOFS discussed in the 
backseat o! tbe embassy ear he drove, including one wife sug¬ 
gesting to a Friend that Si l vest re's supervisor had arranged to 
have Silvescne kidnapped and killed because Silvestre had 
found OUT about Lhe supervisor's love affair with his wife and 
threatened to gn public with a complaint. 

CIA interrogators prepared several hundred pages of 
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raw data based on tEae lengthy debriefing of Si Ives [re 
Martinez, The station reports officer rhen reduced the data 
to several dozen intelligence reports and forwarded them EG 
CIA headquarters. 

With the debriefing completed, the station sneaked 
Silvestre Martinez out of Venezuela on board QE1C of the U S- 
Air Force Boeing 707s in The executive fleer. The aircraft had 
flown a group of U-S- Congressmen to Caracas for an inspec¬ 
tion on the progress of U-S- economic assistance programs. 

Today Silvestre lives in Miami. I Is has a new name, £ new 
wife., a new career, and he avoids anything having to do with 
politics. Everyone who knows him as his new identity, includ¬ 
ing his new wife, thinks he was once a utility worker who fled 
Cuba on a raft. 

A dozen difl'cieut CIA analysts working under the direc¬ 
tion of rhe deputy director for intelligence (E>DI) reviewed 
the intelligence reports cm the debriefing of Sih-eSIfC 
Martinez. The information was condensed into a four-page 
intelligence dissemination report, which was then edited and 
rewritten a half-dozen times, 

The staffers in the CLA responsible for the final dissemi¬ 
nation of the report on this operation were not happy with the 
results. First, they criticized the Station and Doyle for nor con¬ 
vincing, Martinez to remain in place. They also criticized 
Doyle for allow, ing Martinez ro defect without a public 
announcement. But what must bothered the Washington wiz¬ 
ards was that [he information provided by Martinez, didn't 
support the I \S. foreign policymakers’ own beliefs about 
Cuban diplomatic activities in Latin America, 

Although Martinez had confirmed Thar the Cuban govern¬ 
ment w.as. committed tn spreading revolution in Latin America, he 
described the Cuban diplomatic effort as inept, incnmpecent, ami 
disorganized- He portrayed the Cuban dipifiOMlic corps ss a col¬ 
ie c Li cm of competing earccJLSCS who were frightened of their own 
security investigators and incapable of taking advantage of new 
opportunities that occasionally developed in host countries, 
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Because znost of the Cl A intelligence reporting in that 
irea described the Cuban revolution as a major chnear 10 [he 
development of democracy in Latin America-—a threat that 
required a massive infusion of both eennn m i c development 
assistance and covert political action—the agency's bureau- 
ciats decided that Silvesrre Martinez muse have been, a disin¬ 
formation plant. T hey therefore limited the dissemination of 
the repon to a tew tnp-lcvcl policymakers witttin the smelli- 
£Cnte communin' with a cavear as a cover sheet, warning that 
the information mighr not be reliable- In So doing, they 
demonstrated the basic principle that %ood inteUigftta hm no 
Lvr/ift? sj the Tvdpmti h not trifling to act m that m'hkh prove* the 
fticipknt’spresitom heikji were wrong. 
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Chapter Ten 


When a Private 
Citizen Recruits 


N ow that we have seen how government espi¬ 
onage agencies work, let s take a look at how a 
person with no connection to soy government or 
political group can spy successfully, This example involves 
the simplest kind of Spying: a situation in which one individ¬ 
ual wanes er> know what another individual is keeping secret 
Janet Thompson suspected that her husband, Bill, was 
having an affair with his secretary, Mandy Shurnwny, and that 
lie mighr be planning on leaving Janet -and her two Leenlgcd 
children. Bill was the own tr/manager of a real CSC .'ire invest¬ 
ment firm worth several million dollars. Janet would have 
happLEv given bill a divorce, provided that she got half the 
value of his business (something guaranteed by the 
Lummu mry-property laws of the state where they lived). She 
feared, however, rhat Bill might be moving funds out ot the 
firm into secret bank accounts and rhat she would wake up 
one dav to find Bill long gone, leaving her nothing hut a com¬ 
pany stripped of cash and facing bankruptcy. On [he other 
hand, if Bill was engaged in nothing but 3 shorr-cime fling. 
Janet was willing 10 lei the flame bum out—provided the 
company proffis kept rolling in. 

Because Bill was well known in the cumsnuniry. Janet 
didn't want to discuss the issue with a local lawyer or private 













detective, for fear that Bill might ream about her suspicions 
and take preemptive acrion. Janet instead distuned her prob- 
ftm with her brother, Ted Monet, a career military officer who 
was assigned as an assistant air force attache in the LLS. 
Embassy in Singapore and who was visiting rhe United Stare* 
on home leave. 

Ted, With three more weeks of leave On his hands and 
already bored wirh staring at the like in front of his vacation 
cabin, decided to make it a busman s holiday by practicing a 
few of the skills he bad team eel as a military intelligence offi¬ 
cer. He called two old military buddies and. invited them and 
iheir wires down to share the lakeside house where he was 
staying, captaining the ’entertainment he was setting yp for 
the occasion as an extra endeemem. Both the couples arrived 
two days later, anxious FO get on with rhe spy game Ted had 
promised as a diversion. 

Ted assigned one of the two couples, Sylvia and Terry 
Miner,!, to a full-time Surveillance of Mdndy. The Other cou¬ 
ple* Dawn und Craig Wallop, began a surveillance of rhe 
investment firm wirh the inteniion of identifying possible 
sources working for the husband who might report on whar 
was happening inside the company. 

Sylvia and Terry Quickly confirmed that Bill and Mandy 
Were engaged in a hot and heavy romance,. often taking long 
lunch hours together as well as spending lots of time in the 
oflTet "working late” after the orher employees went home. 
They continued the surveillance while looking for a possi- 
hiSiry of a chance meeting with Mandv and Biif when they 
were together. 

Craig and Dawn, using infnrmacion provided by Janet, 
identified three people who Worked at the firm who might 
know something about bow Bill was managing the cash flow. 
One of the employees, Mick Weiss, attended the local 
.Methodist church with his family every Sunday morning. 'Hie 
Wallops also learned that the Weiss couple were avid dupli¬ 
cate bridge players. 
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The Wallops went to the same church the next Sunday, 
telling everyone they met that they were planning to move 
mto the area. They met the Weiss family and quickly "dis¬ 
covered 17 a mutual interest in duplicate bridge. Mis. Weiss 
not only suggested That the Wallops curat TO their fiCXT 
bridge gamc/but also invited the new friends home for a 
Sunday brunch. 

Rv the time the four people got to the dessert. Craig had 
let it Slip that he was looking foi some investment property 
and rhat the planned move TO the city depended on what 
properties might be available. Mark readily volunteered the 
tact rhat he was associated with a real estsIC invesLmenr isrm 
and then let it slip Thar he wasn't very happy In his job. 
Answering a few friendly questions, he explained sonic of the 
reasons why, including vague references to some strange 
investment moves by the company president. 

Craig, dropping hints that he mighL have a lucrative 
employment opportunity for Mark il ihinjgs worked out, got 
Mark to talk in more detail atad learned that what bothered 
Mark most about his job was that Bid bad recently made a 
number of business decisions on mortgages Jtod property sales 
ibat didn't make a lot of sense itl The current market. 

Ted spent his time at the local county courthouse, col¬ 
lecting all the available information an the properties rhat 
were owned or managed by Bill’s company. Ted discovered 
Lhar pew loans had recently been taken OUT on several pieces 
of property for the maximum amount possible, while the bank 
loans on three other pieces of property had shortly thereafter 
beers paid off. 

Next, Ted spent a few hours with a desktop computer, a 
scanner, a color printer, and several packages of plastic identi¬ 
fication card cover material. Aimed with a complete set of 
fake documents, he called at the escrow company that usual¬ 
ly handled the escrow accounts of Bill's company. Announcing 
himself as a Special agent for the IRS and flashing documents 
to prove it, Ted was ushered into the manager’s office. '1 he 
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manager ■quietly agreed w cooperate Wttlt the investigation 
led claimed he was conducting On Bill's company. 

W’lth the manager's Cooperation, Ted learned that an 
escrow account had been opened on one of Lise pieces of prop¬ 
erty on which the outstanding loan had recently been paid ill 
fu!| The clns '"g date was set for September 15, just two weeks 
away. T;d pulled his same set with the two Other escrow com- 
pfOiC-S in the area. Ele found an escrow account had been 
Opened on another piece of property in nne of the companies 
Wllh lJ,|e sam C closure date, The manager at die child escrow 
company refused no release any information, insisting That Ted 
first get either 4search warrant ora court subpoena. 

Promising he would immediately do so, 'led suggested he 
woutd rather not go to the troubEe if there was nothing eo sub - 
poena. The manager then confirmed chat if the TR$ agent 
presented a subpoena, he Would ger records of interest Ted 
thanked rhe manager and left, now terrain [Juit Bill was going 
□ ’ se three pieces of mortgage-free property nn The Same dav 
for a combined total of something in the neighborhood t>f four 
million dollars. 

Sylvia and lorry followed Bill and Mandy one evening to 
a small French restaurant located in a nearby city. Sylvia ind 
Terry also ace in [he restaurant, sitting at a cable near BiE2 and 
Mtfndy; but paying attention only to each other, The Mittens 
left the res Laura nr a low mini] res before Bill and Mandy and 
rhen spent some time necking in their car, breaking up the 
session with just enough time to deliberately crash iheii car 
inen Bill’s as he and Mandy drove otic of the parking lot. 

} refuse,\ apologizing and accepting full responsibility for 
che accident. Ferry uflered to pay aEl the repair costs, provid¬ 
ed Bid didn't CaE: the police or involve the insurance cumpa. 
nies. Playing the frightened mail afraid he* about to be found 
OUIl I’erry confessed chat lie and Sylvia were noi married to 
each other. While Terry arranged to pay for [he repairs to Bill's 
car (giving a fake address to which Bill was supposed to send 
the repair bill), Sylvia starred raikmg to Middy, cricking her 
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inter admitting Lbat silt was m The same situation as Sylvia— 
dating a married man, with all the troubles that go with the 
reiricrwv. Sylvia suggested to Mindy Thar the two of them 
ought to g.CT together once in a svhile on keep eacli Olbcr com¬ 
pany. Like mnst women dating manied men, Mandy spent a 
3 otoflone.lv evenings while Bill was home with his family. She 
jumped at the chance for a new friend v/EiO understood and 
sympathized with her situation. 

Sylvia invited Manciy to dinner the next evening chat Bill 
5rayed home with bis family. Sylvia monopolized the early 
part of the conversation by telling a tall tale about her hope¬ 
less situation: she knew her Eovtt was never going to divorce 
his; wife. When Sylvia 5-Liggesred that MandyS situation was 
probably just as hopeless, Mandy bragged that she was much 
luckier, adding that She and her Inver were about to elope. 
Although not giving all the details, Mandy explained dial Bill 
and she would soon leave for New Zealand, where they were 
going to start life over as a married couple under u new iden- 
nry. Mandy added a long rationalization for why Rill was jus¬ 
tified in abandoning a bitchy wife and two Spoiled teenagers 
who had no respect for their Jathet- 

Putting everything together, 'ltd know that Bill was 
indeed rjoing to elope with Manciy. He planned to take the 
payments for [he three pieces of mortgage-free property and 
transfer the funds to foreign bank accounts and then jump The 
first plane to New Zealand, where he expecEtd so live Out the 
rest of hus life with Mandy. Janet would not only he left with 
nothing bot j bankrupt company, she would also probably be 
Stuck with che responsibility of paying off the capital gains 
taxes on die properties Bill sold. 

When Ted presented Jn.net the evidence be and his 
friends had discovered, she hired a lawyer who took immedi¬ 
ate action. Two days before Bill expected to finalize it all and 
head for New Zealand, a process server handed him £ collec¬ 
tion of subpoenas that would nor only take him into court foi 
divorce proceedings but prohibited any monetary' withdrawals 
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from [tie escrow accounts imfii after the property settlement. 

i he first time rhey met in a courtroom, Janet twisted the 
knise a bit by Idling fill! chat it was his girlfriend who had 
b]ow-rt the escape pjasi by talking [iwj much to a. new friend. 

In the final settle menu Janet gor most of the money From 
the escrow accounts. Bill got Stuck with The heavily mort¬ 
gaged properties in a Lulling real estate market, and Mandy 
moved ecs another state without giving Bill her new address. 

IS SPYING WORTH THE TIME, MONE Y. 
EFFORT* AND RISK? 

"that's the question everyone considering spying on 
someone else must ask. For Janet, The answer was obviously 
yes. By Spying cm hot Eiusband, his business, and his gif|. 
friend, Janet was able to Like timely acrion [hat saved her and 
Ercr two children f^m Severe economic and emotional dis¬ 
tress. Jr LfFtbermorc. she obtained the Enformutiicirii at a mini¬ 
mum cost because of her brother's expertise and his willing¬ 
ness ro not only work lor free himself, but ro recruit fewr oth¬ 
ers to work with him. Her brother did take what some would 
describe tvs an unacceptable risk when he pretended to be an 
IRS Special agent, but even that risk was minimal in That Ted 
made only rhrco calls on tEsree different people on the same 
day while using the fake ID. He never made any further eon- 
rttes with the people to whom he showed the computer-gen¬ 
erated fake credentials. 

Spying Alone Won't Guarantee Victory 
Many historians and critics of the l\5. intelligence effort 
Through the Cold War agree Litae the KGB wen the spy war in 
the field of covert isvformation collected bv using recruited 
Spies, Over rhe years, she KGB and its allies achieved repeat¬ 
ed success in recruiting spies like Whittaker Chambers, the 
Rosen bergs, Kiin Phil by, John Walker, Richard W, Miller, 
Aldrich Ames, and, of course, U-S. .Marine security guard Sgt, 
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day ton J- Lnnetrcc, (These and Others were all found out 
We must assume there wCJC many more spies for the Soviet 
government who were never discovered) 

On the ether hand, the CIA was notably unsuccessful in 
their attempts TO recruit spies inside citbeT the Soviet Union 
or any of the Soviet bloc countries. (Those, good spiei wc did 
gCT were mostly walk-ins, and most of those were eventually 
exposed by rhe spies the KGB recruited from our side.) 

The reasons the CIA failed so miserably in recruiting 
doihI sources inside rhe Soviet Inion and Soviet bloc coun¬ 
tries are mauv, Qjie obvious impediment was the difficulty ot 
gaining access to potential spies in a rightly oOtlTfoiled totali- 
tm'iari system that puts severe limitations on personal free¬ 
doms. The Soviet government watched its citizens. espCCWI- 
Jy those with access to government secrets, in ways that cart 
never be employed in a free Society- For the Soviet citizen, 
the risks of spying were simply too great and the chances of 
enjoying any rewards ira small- Soviets who might have 
turned to Spying were more interested in getting out ol the 
svstcrjn than in staying inside the system while making mone> 
on the side by selling secrets. 

Vet, despite the fact (hat the KGB won the Spy war. the 
Soviet Inion is history and the world now has only one super¬ 
power, the United States of America. Good intelligence never 
guarantees victory, and bad intelligence doesnt ETGCessariU 
ensure defeat. Knowing the enemy’s secret plans won't do 
much gnod if his army is bigger, better equipped, beLtet 
trained, bener motivated, more com has ready, and holding the 
high ground, 

Throughout the Gold War the KGB was playing catch-up, 
ft did Steal OUT- atomic secrets, but by the time the Soviet 
lnion had built ITS fust atomic 1mmb WG were already stock- 
pi lirp hydrogen bombs. The Soviets got ahead of ns just once, 
the launching of The first satellite, but even after Sputnik WC 
quickly caught up,, and we didn’t have to steal any of their 
secrets to do it. 
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Soviet secrets were things we «rlid n V have to knr>w or 
rJlifi^S we already knew, Indeed, critics of the CIA insist that 
much of rfic mtMKTf spent in attempting 10 recruit spies inside 
the Soviet government not Only Failed to get good intelligence 
in format Jon, but even if they had Succeeded, what rhe ClA 
would have learned would not have been worth the money 
SpCrtE On collecting the intelligence. 

Rven when Wo did gee good intelligence, it was often 
ignored because it suggested that the Soviet Union Wi$ not 
the dangerous monster our politicians fried to make it our ro 
be, but rather a disastrous economic and social experiment 
that was doomed to failure, regardless of what we did ro 
Oppose it. 

The Expected Results of Spying Must Justify the Costs 

Anyone who decides to take up spying needs to ask the 
questions the L.S. intelligence cOinmunity never asked itself 
before asking Congress lor lots of money: what exactly does 
one cjtpcet to learn, and will rhe information he valuable 
enough to justify the cost and the potential risk? 

In rhe case of Janet Thompson, the infonnatinn on whai 
her hus band was planning was well worth the small COSE arid 
et-en the risk her brother took. But let's look at another exam¬ 
ple of private spying. 

jedeFy Zwcibc:! was rhe Chief executive officer at Modem 
Fashions, which produced and sold economy-priced women's 
clothing that pretended to he high, Fashion. For several years 
Modern Fashions had run a close second in sales to Parisian 
Day. ZwcibcE was concerned that Parisian Day was starting to 
pull ahead in both sales and profits, even though both, compa¬ 
nies sold similar products at about the same price. 

While attending a high school reunion, Jeffery met an old 
friend, Terry Daniels, whom he hadn't seen in 25 years. 
Daniels; had just rerired iL age 50 fram a government job in 
which he had worked overseas in a half-dozen different coun¬ 
tries, As the two men renewed their friendship, Terrs' had fit- 
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lie to say about what he did foF the government. He w'ss much 
more interested in listening to Jeffery 7 talk about his business. 

After Jeffery complained shout how he was losing OtU to 
the competition, Terry suggested that Jeffery ought TO do some 
spying Oil the opposition and .earn, what secrets might be 
responsible fur Parisian Day's Success, AAhen Jeffery com¬ 
plained that he didn’t have any idea how to launch such an 
eflurt, Terry offered to help Jeffery Out, bur warned his friend 
that a goud inidligencc tolkciien effort would b-c expensive. 
WhefL Jeffery asked bow expensive, Terry began scribbling on 
a notepad as he worked nut how much he would have to charge 
to recruit several spies inside Parisian Day, The proposed six- 
figijre price staggered Jeffery, and he rejected the plan. 

Four weeks late r, one of Modem Fashions’ biggC&t buyers 
announced that she was dropping The Modem Fashions line 
and would be buying exclusively from Parisian Day, 
Convinced that Parisian Day had done something dirty in 
Occluding Modena Fashions from a major market, jetTcry 
called Terry and, our of desperation, agreed to the. proposed 
Terms for running a spying operation against Parisian Day, 

Over the next several weeks, Terry, working with several 
service agents, success!ully recruited five Parisian Day 
employees as spies. 

The fiisr recruit was Tonya Lopez, A cleaning lady. A mid- 
■dic-Sged, tingle mother, Tonya had a 19-ycai-old SOU, 
Eduardo, who had recently been arrested and charged with 
aggravated asssuilt following 3 street gang figiu. While waking 
in the courtroom for a hearing Ort the charges., Tonya met 
Tmelda Melendez, a young woman who claimed to be work¬ 
ing for one of the many advocacy groups chat serve rhe city S 
poor. Inodda arranged for a lawyer, who gat the charges 
agajnst Eduardo reduced 10 A misdemeanor With no time jn 
jail. (Tonya never noticed that lmelda helped only Orte person 
in a courtroom full of defendants.) 

Several days latel, I meld a told lonya that tbe a-ds-macy 
group she represented was Investigating the abuses oi work- 
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ers jn the garmcfll industry. Using implied threats that 
Fonya s SOfi Could find himself back in court facing new 
felony charges, combined wi-fi the offer of regular cash pay- 
mrniSn linelda convinced Tonya ihaT she should begin spying 
On her employer. 

Ibnya was soon pulsing on ro Imelda the contents of the 
Irish cans in the Parisian E>iy eietutivc office. She also plant¬ 
ed SeveraF different listening devices in such places as the 
CEO's office, her conference room, and rbc ladies' bathroom. 
Just as important, Icmya told Imelda a great deal of' in forma¬ 
tion about die people who worked at Parisian Dny: their 
names, their positrons, what kinds of prrvaie [Jungs thev kept 
in their desks, the telephone numbers lcj their Rolodexes, 
descriptions of rEieir cars and their license plare numbers. 

David Misisco worked as a midlevel exoctirive in the 
Parisian Day sales office. David was angry thru a female col¬ 
league had gotten a promotion that he had wanted and was con¬ 
vinced that she bad gotten the promotion only because of affir¬ 
mative action.. David complained bitterly about his situation to 
hi-: new friend, Joe Killory whum he met while taking a night 
course in salesmanship at a city college, A sympathetic Kiflory 
let it slip that tie sometimes sold information and suggested that 
thcie were people who would pay good money for inside infor- 
[nutiem on Parisian Day's sales campaigns. Although KdlOJ> 
wcuJdnY Say who His customer might be, David assumed it wav 
Modern Fashions. He happily agreed to become a spy inside 
Pari-nan Day. David nor only enjoyed rhe money char KiJlory 
(really Daniels} spirted pacing him, he also got a major kick om 
ui playing spy with a]] rhe dead drops, secret meetings, and sie¬ 
ved lanco-evas ion training that Daniels provided. 

Regina Males, who worked in the Parisian Day execiiTfvc 
secretary pool, met Donald Snell a= a church social and Soon fell 
hopelessly in love, Snell, who told Regina he Worked cm Wall 
Street as an investor, promised to marry her as soon as he 
Cashed in or several investments he had made based cm insid¬ 
er information. Then one dav Donald appeared ar Regina's 
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apartment, wearing a trtrilled orpressi-nn and telling her that a 
Strsn^cr had approached him on the Street tine handed him 3J1 
envelope containing evidence of hiS insider-trading activity. 
The blackmailer didn't want a monetary payoff ro keep him 
from passing the information to the Security and Exchange 
Commission; he wanted Donald to convince Regina ihat she 
should begin spying OR her bosses at Parisian Dav. 

At first Regina refused, but after several iiiASrv lovers’ 
spats, a threat of suicide, and a promise Thar she would only 
have to go along until Donald eon Id cash in the trades and col¬ 
lect The profit's, she rtter with a stranger (Terry- Daniels, of 
Conroe), who taught her hnw to pass him information through 
a dead drop. 

Terry also succeeded in recruiting a delivery driver and 
one of rhe Parisian Day bookkeepers. Alan Srremple. 

This was 0 casebook study ifi how to recruit and nina ring 
of Spies. Each of the Spies had been recnuced under a differ¬ 
ent False flag, and none of Them knew about the others. 

Six months after putting Ifcrry on the payroll, Jkffery 
knew al I the secrets there were to know about Parisian Day. 
He had learned that Parisian Day was contracting our mew* ot 
its sewing work to sweatshops that employed undocumented 
a-iens. that its book keepers were conking the books in avoid 
income ia*es, and Thai it was stealing pattern designs from the 
mure expensive fashion houses. These, however, were also 
things that Jeffery was doing ar Modern Fashions. 

Jeffery- also had a font-high File with the details of Parisian 
Day's production and sales procedures. He had the list of cus¬ 
tomers, the total sales figures, production costs, personal 
details 00 buyers, and jtm about everything else Thar someone 
at Parisian Day hart written down over the last five year-., lie 
had drawings of Parisian Day's planned fashion designs., ITS 
distribution figures, and advance information on its advertis¬ 
ing campaigns. 

Jeffery also knew a lot about the people who worked at 
FsrisJan Day, including rhe CEO, Donna Sposain. He knew 
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rhsr Donna's current lover was Sharon Karakti, something that 
_.ivid dtcli"! 1 know. Jeffery also knew the current balance in 
Ms, Sposaro's personal bank aeeounr, what medicarlon she was 
taking, and where Douna and Sharon did their social drinking 
as well as rhe bed and breakfast where Lhey often Spent week- 
ends. He had rfic Same kind oi personal informaTion On every 
single executive working for Parisian Day 

Yet, despirc the stacks of document and reports hum the 
spies he had working inside Parisian Day Jeffery didn't have 
a single bit of action able intelligence, that is, information ho 
cotild use to gain an advantage over the competition. 

1 he simple fact which Jeffery rclused to consider, was 
that while Modern Fashions and Parisian Day produced 
almost identical lines of clothing. Domra was a better manag 
er and CEO than he was. Most people liked working for Eicr, 
and they worked just a Fir harder at Parisian Day than nr 
Modern Fashiuns. This influenced the way [hat Parisian Day 
employees dealt with customers, who, as s result, liked 
Parisian Day Sales and service personnel more than they liked 
those working for Modem Fashions. Therefore, if all Other 
factors such as price, quality and fashion design Were equal, 
which they usually were, buyers would give a& much business 
as they could to Parisian Day, 

li Jeffery bad bothered tu ask just about anyone in the 
fashion industry why he was losing business to Parisian Day, 
they might have told him rhe truth. But lie wasn’t the kind of 
man who would evrF admit to himself that anyone knew the 
fashion business better than he did. 

Desperate to use rhe iniclligencc he Eiad paid so much to 
obtain, Jeffery finally decitied rhe best way to hurt Parisian 
Day would be to pass np [he information he had On Parisian 
i3ay's sax avoidance to the TRS. Pte did so, and Parisian Day 
500ri had a visit from TRS examiners that would eventually 
cost the company more than a hundred Thousand dollars. 

Even here, Parisian Day was served by its employees. The 
head of accounting Quickly identified midltvd bookkeeper 
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Alan Stremplc AS rhe snurce uf the information rhat had been 
passed TO the IRS. Donna immediately fired .Strempio, and her 
senior accountants wefC able co neutralize most of the damage 
hs had done. Air hough Parisian Day did h^ve rt> pay back taxes, 
the total amount was a great deal less chan what the IRS offi¬ 
cers had been led TO expect they would collect, 

An angry- TRS supervisor then decided to look closely 9t 
crhiT businesses itt tthe garment industry. Starting with the 
name he already knew. Jeffery did not have bookkeepers Who 
were as clever or a? loyal m the company as Parisian Day's. 
Jeffery's bills for back taxes, combined with his business loss¬ 
es, forced him into bankniprey. 


Avoidlng Intelligence Mistakes 

Jeffery's fust mistake was forgetting the primary rule of 
business: keep your eye on the customer. Whac he should have 
asked was, “What is Parisian Day giving Ehe customers that my 
company is notThe people who had the a nswer to the ques¬ 
tion were rhe customers Themselves. I!e needed some good. 
Legitimate market research. not an espionage system managed 
hy a washed-out (J1A case officer. 

Jeffery's Teal problem was self-deception. He refused to 
admit cu himself That his declining sales and the loss of old 
Cuscon-iers were signals That he wasn’t meeting the demand of 
the customers. 

The moral of This srory is simple: before deciding to spy on 
someone else, you muse first have a very good idea about what 
information VOU expect to find, and you should Have a clear plan 
Orl how you intend to use chat information to gain an advantage. 
Too many people, including many in government, spy on Others 
because they can't figure our what else TO do. They begin by 
deceiving themselves, refusing to recognize their own failures TO 
serve the legitimate needs of their customers o: citizens. Instead, 
they hope to discover an explanation fm their persunsl and msri- 
□nional failures in the camp of an enemy. 
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Chapter Rteuen 


Surveillance 


A .successful spy-fCCniifineist operation I>=g3ns with 
sutce^ful surveillanee, You should Stan a surveil¬ 
lance operation as soon as you decide 10 start spy¬ 
ing on snmeunC else. The question you need to answer before 
beginning surveillance is not. how much surveillance should 
be done, but, father, how much budget and manpower can be 
com mined to surveillance, and how m use them most ClTec- 
lively togs riser the most important information. 

liec-ause there are numerous good hooks describing the 
skills ar-cl techniques of surveillance, inciting several out¬ 
standing works in the Paladin catalog, I wun : t describe the 
derails of surveillance techniques. Instead. T will focus on 
what a good intelligence case officer hopes to discover 
through surveillance. Nevertheless, the reader muse under¬ 
stand chat surveillance skills, including skills in rhe use ol tuf- 
vc i I lance photography arid high-tech listening devices, are 
esLrtmdy important for every intelligence «se officer. Every 
professional mtellijgencc-oollcction agency in the world puls 
its case otfieer trainees through long taOLifS of rigorous instruc¬ 
tion and practice in surveillance, surveillance avoidance, and 
SpOTring others who are watching or lolloping the triineC- 
The case officer watches the target organization’s office 













and everyone who works and visits there to identify employ¬ 
ees and associates of Lhc target. The surveillance most identi¬ 
fy everyone who mighr he an important parr of the Organiza¬ 
tion, especially those who might know the secrets of The orga¬ 
nization or have access 10 those who wifi know the secrets the 
case officer wants to steal. 

Employees arc easy to identify- because they show up to 
work and leave at rhe end of the dav as roughly the same 
times. Also, they C-£i rt often be identified as to the type of work 
rbey do by what rhey wear to work. Professionals dress in 
suits; delivery men, cleaning women, and maintenance peo¬ 
ple dscss more casually and may ■wear uniforms. Once rhe case 
officer identifies such people, then the surveillance expands 
to watching them. The surveillance must discover who they 
are. where rhey work, where rhey live, what they do in their 
spare rime, and, most important, what rhey do that they want 
to keep secret- Cars, homes, and recreational activities will 
also provide considerable dara on levels of income and how 
important each employee is to the target Organization. 

The most important goal of rhe preliminary surveillance 
■5 to identify possible recruits for spying— those who have 
access to intelligence and who might be conned into Spying. 
Once potential recruits arc identified, rfoc surveillance 
should look closely at each potential recruit, trying to team 
everything possible about Them lives* especially uncovering 
personal problems or mural weaknesses. This will include 
evidence char a potential recruit lives above his income, has 
difficulty getting along with oilier people, has family prob¬ 
lems. and any other information chat might he used I,n a 
recruitment attempt. 

LOOK AT WHAT THE SURVEILLANCE 
TARGET THROWS AWAY 

It s amazing what some people rhrow away—canceled 
checks, old credit card receipts and their carbon copies, empty 
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medicine bottles, personal letters, memos- and reminder 
notes, uld bills* grocery receipts, shopping LtStS, lottery and 
betting tickets, and sometimes tilings they never intended to 
rhrow away but accidentally dropped into a oasts can. You can 
learn the addresses of friends and business contacts from 
envelopes, the type of medicine rhey are taking, all about 
their personal finances, what kind of legal problems rhey face, 
what unions nr professional associations they belong to, where 
their uhLldrCrl go to school, what magazines the family reads, 
how much they drink and SO on, 

Even though rh.c public has been warned repeatedly 
about the dangers of throwing away such things as credit card 
charge copies arid bank balance sheets, most people keep 
tossing such things in the tracb and then putting out the trash 
where anyone can pick it up before the garbage colletEUT 
comes along. 

Government intelligence and police agencies understand 
The intelligence value of garbage; therefore, mosL government 
agencies with any security concerns burn all their paper trash. 
Most private ciliaCAS, public organizations, and business 
offices arc notoriously lax about controlling trash tliiil leaves 
the office and even more careless when if comes to disposing 
of written material wliilc at home or qti the road. 

lhc most serious problems in collecting garbage ace avoid' 
ing being observed while picking up list tan and doing it In a 
way that The subject never realizes that his garbage is being 
examined by an adversary, A parr of the ongoing surveillance 
should establish the household or office trash routine SO that die 
garbage can be retrieved without t>d i'tg observed between clK 
:ime iris placed in Ji Dumpster nr set nut for pickup and The rime 
it is collected by the garbage truck- 


IDENTIFY YOL'R TARGETS ENEMIES 

Anyone who is engaged in 3 dispute of any kind with 5 tar¬ 
get of an intelligence penetration is a potential source ofinfor- 
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macinn. Thorough, surveillance cart identify angry ex-loitn, 
fifed employees, political opponents, business competitors, 
peopje owed money by [he Target, rivals tor promotion, and 
anyone else who might wish harm 10 the target KeS friends, 
and his employees. Such people will often know a lor about 
the one they hate and will wilimply share rhe dsn with almost 
anyone who will listen to them. 

LISTEN TO WHAT YOL’R 
TARGET IS SAY IMG 

Whai is your target saying in public r ; nd in private conver¬ 
sions in which you are privy? If ft a a business, read the 
annual rtpMuts and advertising copy Tf ids a political organ ita¬ 
lics. read the press releases and listen to whai is put on the 
pub:ic record. Go to public meetings or send someone to such 
meeting. Look r=T etedist repotis, public tax records, dotu- 
nients required by campaign Jaws, court records, and every 
official, Semrofficial, and public document you can lav your 
hands on. 


WH AT WILL YOUR TARGET 
TELL YOU IF YOU ASK? 


ITie whole edca behind diplomacy is thaT both sides 
assume rhne it is a better idea to exchange information than ir 
is to fight. Obviously, when two hnsriIe parties talk, both sides 
ml. be telling lies about their intentions, their srrctTgtbs, and 
iheir fears, Even so. the master of deception must also I earn 
to be a masrer tfi jceogniiring deception in others. Sometimes, 
people telling lies let slip Enure truth rhafi they realize, 
i.Remember., a good lie must have u lot of truth mixed with ir.) 
If you recognize the lie, iliort you can guess what truth the lie 
is trying to cover. 

Oftentimes, face-to-fact, nonthreaienmg confrontations 
Will reveal more about your target than you can learn through 
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a. sophisticated spy prog Jam. This is especially "rue if you u££ 
the techniques of friendly interrogation as described in 
Chapter S when meeting with your enemy in person, l/se 
sssr h a mccEinp. to learn as much about your enemy as you can 
while revealing only those things 5bout yourself that will 
Strengthen your position with the enemy, 

IF POSSIBLE, GET AIN INVITATION 
TO TH E TARGET S HOME 


This is often easier chan yo-u would suppose, provided rhe 
intelligence officer or une of his agents is riot known to the 
Target. You might pretend to be a repairman, salesman, private 
investigator on I leering information nn a neighbor, volunteer 
for a charitv soliciting donations, uJ even a policeman or tine- 
man offering a free safety inspection. 

Once inside a home, always Rave a sudden nature call It’s 
surprising how much you can learn abouc someone by gairtEilg 
access to the bathroom and the medicine cabinet, 

This is best demonstrated by a recent scam in which a 
tent preacher, who claimed he could heal the sick, would spy 
on believers w ho had written letters requesting free front sear 
tickets to one of his healing revivals. A few days he fort the 
revival, a wtH-dressed young woman driving a new model car 
would fake a mechanical breakdown in front of the tnr&CT's. 
home. The young woman would attempt to fix the car by 
working under the hood Idf a bit, making sure she got some 
dirt and grime OH her hands. Then, StCTSng frustrated and 
angry, site would ring the bell of rhe target's house and ask to 
use rhe phono, explaining that she- was supposed to be M an 
important meeting and chat she needed [0 Cfll ! the people 
expecting her and then call an auto club- Once the calls were 
made, she asked if she could usr the bathroom to wash the 
CTease and grime off her hands. 

In rhe bathroom, she would open the medicine cabinet. 
Whai she learned would be put CO good use at the next revival 
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meeting., On the night of the next revival, the preacher 
walked through The audience* proclaimingthat God—through 
him, of enure— was looking Fot someone fo bless with a heal¬ 
ing; ' I see a woman named Evelyn who is chained id Valium, 
Dr. Rem heart wrires her the prescription because he can't 
heal her like God can. The expensive vitamins chat Evelyn 
buys from The Nature's Way Vitamin Company won't do it 
either. The double-strength aspirin she buys in the 20l)-tablet 
brnties help? rh>e pain for only a. while, but God wants to help 
her for eternity." 

Evelyn, convinced that the preacher had a direct Line; to 
the Almighty, didn’t chink abmic the pr-erry young lady who 
asked CO use che phone SCiCia] days outlier as the preacher 
suddenly turned, looked ar beF, and asked, H Your name i? 
Evelyn, ish't if?" 

Onve you know everything that cart be learned through 
surveillance shout rhe target and those who work Tor him or 
have some, personal relationship with him, you are ready to 
scan recruiting people to spv on the target. 
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Chapter Twelve 


\ he Basic Steps: 
Phase One 


T here stc seven basic steps In the recruitment and 
running of a covert spy, divided into two phases. 
The first tlrree Steps make up phase one, which 
we’ll discuss in this chapter. The remaining,fdlM Steps, phase 
two. will be detailed in Chapter 1-3. 

Phase One 

- SpOtnng 

* Evaluation 
» Recruiting 


Phase Two 

* Testing 

■ Training 

■ Handling 

* Termination 


spotting 


'f he major products of good surveillance will be a list of 
potential recruits For spying. 

There aft two primary criteria that must be considered in 










identifying & potential recruit, The first criteria is that Ot" 
access: does the porc-nrial recruit have access to the informa- 
[ion the intelligence oollectui wants LO Steal? Potential recruits 
should be rated in order of the probability chat they will have 
aCCCSS CO secret intelligence in have a personal relation with 
someone who has access. 

'ITie second criteria is personality assessment: is the 
potential recruit someone who can be subvened? 

Anyone loolimg for a gnod spy should focus on the fol¬ 
lowing classes nf employees in the target organization: 

* Angry or desperate upper- and raitiirvel mstiagmwtperson¬ 
nel. These are the people who have lost the trust ofrhcir 
colleagues, nr have personal secrets that would lose them 
such trust if their secrets were discovered. Stock on the 
career ladder because of their own incompetence, they 
Fear Lbat they are going to lose their jobs and arc looking 
for both sympathy and someone DO blame for theit fail¬ 
ure to succeed. The best prospects are those who have 
been recently passed over for promotion. They will be 
angry and may be looking for possible revenge, a way- 
out of else dilemma, or some way to remake their world 
into something more io llicif liking. 

* Cfar&s, Memtamts, atui vtftmuitiaili»ns ptnimniL These pen- 
pie see Sots of secret information. Although most Such 
employees are surprisingly loyal to rheir bosses—despite 
ihcil low 1 position on the pay scale—rtiaisy biVC personal 
problems and vices that make them pntential subjects fur 
recruiting, They mav have tastes they can’t afford ro Feed, 
and they are envious of those who can afford such luxuries, 
CSpCCJ$IiV antpng rheir higher-paid colleagues, 

* Janitors, drivers, cttamnft Ifidtft, and other dmisibd ' people. 
Underpaid and often ignored or even mistreated- these work¬ 
ers always need rriOre money for the simplest things. Many of 
them have more access do secret information,, Ot can ger access, 
than the movers and shakers m the organisation ever imagine, 
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The best potential Spies for combining both criteria are 
rhe unglamorous and sometimC-S Ugly people who in their 
uft-Crl. dull and always routine jobs have access to scCfets. 

Qther especially good prospects are antisocial personali¬ 
ties iftcapahle of loyalty to anything. These ryp=s of people 
,IJC 3 ho the most likely 10 have secret VeCCS- They fray gam- 
ble w hen they don’t have money to covet the losses, drink too 
much, use illegal drugs, engage in high-risk sexual behavior, 
and have domestic problems. Most important- they arc look¬ 
ing for easy ways out of tlldf urmibles, 

Ilnfoftunateiy. life is on mure fair for the intelligence case 
officer than it is for anyone else, and the besi is not what you 
usually get- Instead of identifying the pericct recruit, mo^r 
case officeis tind rbemselvtS with a list of potential recruits, 
none of whom come close to rtiatchinp; what the case ofticeT 
hopes to find. The person with the best access to the infor¬ 
mation will be a recently promoted, contented worker, who is 
happily marned with great kids, no serious vices, and a high¬ 
ly developed sense of loyalty- 

Oftcn, [he initial surveillance will discover no one w^ho 
might have access to valuable information and who fits the 
personalia profile of a potential spy. Compromises must then 
be made T and die experienced ease officer will usually choose 
the person with the personality traits that make him an easier 
rarget for r'CCruirmenr over the pe rson who has bettei access to 
information. It is better to have a le&S rhari-adequate spy than 
no spy ill all- 

in such situations the case officer will have to settle I or an 
initial recruitment of an aOCCSS agent, someone who has direct 
access to others who may eventually prove to have potential 
as a primary agent. At the very' least, 4 good access ngent can 
provide the access necessary TO plant electronic bugs, take 
pictures Dt physical, plants, or report on offseci gossip, 
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EVALUATION 


Once the caw officer has identified ptucnnal recruits, cacti 
one must be thoroughly evaluated in order m identify ihc possi¬ 
ble rnuti\ r CS for why the tatgCT Troulrf be induced TO Turn traiLOi: 
afid TO determine v. bat type of approach W ill most likely succeed- 
The case officer must then decide who nil! make rhe initial 
approach, what cover story rhe recruiting case officer will u&C, 
what enticements will he offered 1C cement their Friendship and 
Cream anticipation for more rewards, and how the recruit will be 
managed through rhe recrakmsuil process, 

TJlC case nffscer must also decide if be wilt attempt to use 
tbe target as an unintentional spy, n't if rhe reciuir will be 
matupLI hued into a position where he voluntarily agrees TO 
spy, perhaps as a favor to his new friend or because the friend 
olFcrs TO solve the targets personal problems, 

RRUIUJITING 


The basic formula a case officer USCS for recruiting A spy is 

a simple one. 

* The ease officer, or ‘someone controlled by the case ulficcr, 
pretends no be someone the target would respect, desire, 
admire, or perhaps even fear., 

* I'he recruiter arranges TO meet and get CO know the target. 

■ Once ACquamTed. the recruiter develops a close personal rela¬ 
tionship with Lite target based un OIK or more of the bonds of 
friendship, such as sexual attraction, ajnUMfi interests.. sim¬ 
ilar personalities, common political objectives, or munial 
hates, and offers to help solve personal problems. 

- The recruiter builds the relationship into one in which the 
Larger crusts. the recruiter and looks to him for advice and 
help in solving personal problems. At the same time, the 
recruiter will subtly encourage and support the behavior 
rhai creates those personal problems- 
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* The recruiter asks the target TO do innocent favors and ser¬ 
vices and rewards the target with praise, money, sex, drugs, 
psychological support, or a ucrtllbination of those thingS- 

» l'akjng advantage of the growing truST and dependence of 
rhe target, the recruiter asks the target to provide unim¬ 
portant bits of information about the organization targeted 
for intelligence collection. The recruiter treats such harm¬ 
less bits of knowledge as mote important than they raa.ly 
are and re wards the target for his service. 

* As the larger responds in a pOSJTive manner, the recruiter 
makes additional requests that step progressively closer 10 
Treason. The recruiter increases rhe rewards given to the 
poinr that the Target comes to expect and, perhaps, 
becomes dependent on them. At the same time, the 
recruiter helps rhe target rofind psychoin^ksd jusrifecAtion 
for betraying those who trust him- 

. The recruiter takes the final step. Asking the target to pro¬ 
vide important information that will be a clear betrayal ol 
his earlieT loyalties to his govern men t r employer, trusted 
confederates, or lover. 

Choosing the Recmilcr 

The case officer may either handle the initial contact him- 
aclf or use a surrogate ho controls. A surrogate recruiter CAn he 
an ac c es s agent, some third party who ■docso t realize he is 
being used, or another ease officer picked because be has the 
specific personality traits needed. It i-S also possible that a case 
officer from a different territory will be brought in TO handle 
the recruitment in case the operation tinns sour In such an 
event, the recruiting otficer CATi go home Alter the lailure. and 
the primary case officer can look for another recruit, without 
having TO fear exposure by the target ol lhc failed attempt, 

If another professional case officer is used, tie should be 
fully informed about the reasons for recruitment siHl what the 
operations officer expects to get from the recruit On ibe other 
hand, An access agent may Know 1 little or nothing About v,hs 
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the target is being Tecruited or. for [hac malLCf, who Will reaJ- 
ly benefit from the Spying- 

Preferably, such an aeccss agent will not know who he is- 
really working tor. For example, a case officer may hire a pTos- 
Tjnsie who approaches a potential recruit known to be npfi for 
a love experience- The ease officer tells the prostitute that the 
target is a business enstornei he wants TO get relaxed and 
ready to deal with when, in fact, the case officer is a KG El 
a^ent who wants t-u set up the target for 0 blackmail recruit 
ment, The prostitute, at the instruction of the case officer, 
may theft prerend to be a college student looking for work or 
a recently divorced woman looking for love when ?he metre 
the target tor the first time. 

Once the access agent gees CO know the target and earns 
his love ox trust, he will lead the Target into an introduction 
with the case officer, who wilt then take over direct control of 
The cargei. For example, the pfOSTinne might first develop A 
romantic relationship with the taigCT and then introduce "he 
Target to The ease officer at a social function as an old friend Of 
relative, ill other situations, the access agent or the contact 
case officer may introduce the primary case officer to the tar¬ 
get during a chance meeting in a restaurant, on a goff coorse, 
at church, ut in a bar. 

It may he impossible CO make direct contact with the. best 
porencial (CCilHC Perhaps he neves' goes out in public, or he 
"hides behind a secretary who screens all his appointments and 
Is extremely suspicions of any approach by a stranger who has 
nuL been prupCflv introduced. In such a case. lliC ease ulltccr 
may enlist the help of an innocent third party who inclose 10 
the target, perhaps a relative, an old friend,, a business associ¬ 
ate. or even his wile or child- The case officer tifBi makes 
flitnds with the associate or family member. and then when 
he gains that pet son's crust, he man ipu lares the unwitting 
accomplice into inernducing the taigcr to him. 

Whether he makes the initial contact Of uses a surrogate, the 
ease officer arranges a meeting with The potential recruit that 
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appears 10 be a normal occurrence in The doily lilt of the recruit. 

In most cases, it should take place in a nortchrCATemng serial Sit¬ 
uation, preferably when the potential recnm is relaxing away 
from the office. The target might be approached while on vaca¬ 
tion. 4t ch nrch, OT perhaps travel i ng in a foreign country. 

Government agencies often approach a target while be is 
nave-ling abroad. Indeed, if he lives in a repcCSSive country in 
which the government regularly spies on its citiiCus iccru.it- 
ment in a foreign country may be the only possibility. 1 he 
Mos&ad almost never stations cast: agents inside -*^ab coun¬ 
tries. Instead, they foe OS their recruitment efforts on Arabs 
who travel abroad. 

The idea is to set up a social si citation m winch the taigc 
remembers the meeting as Oitc in which he rook the iintuitive. 

It is be it If a sduaTion is designed so that the target approach¬ 
es the TecrolTer and mrruduces himself. 

in one counterespionage operation targeted ngainst an 
intelligence officer working in the Soviet Embassy, an FBI 
recruiting team began trending meetings of a technical S-nci- 
c[ v where the suspected Soviet case officer often hung oU,- 
One of the members of the FBI team always arrived alone and 
remained alnof from the Other participants Airing rhe meet¬ 
ing hut occasionally asked probing questions that suggested 
rhai he was a highly qualified technical expert. J he bfvie, 
t-.ttvsv ease officer, obviously curious, started asking other 
guests at the meeting about the stranger, bin no one seemed 
[0 know anything about him. Eventually, the Soviet 4 gcnt 
inked one member of the FBI recruitment team, who told the 
Soviet 4 cover Story that identified rhe stranger US a scientist 
working for a government contractor in rhe missile industry 
an obvious target for Soviet recruitment 

Soon, the Soviet a-Cftc approached the planted i BI afti| . 
Who airfullv managed to turn the rabies and recruit the Soviet 
■o snv for the FBI. Whit started out as an attempt at recruit 
in* an American to spy for rhe Soviets ended op m the suc¬ 
cessful recruitment of a Soviet intelligence office, who pro- 
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viderl extremely valuable information for several years, (This 
particular spy tie Larne one uf che First victims after Rick Ames 
started spying, far the KGB, Ames exposed tine man to the 
KGB, arid he was then suddenly transferred back to the 
Soviet Union, aneste-d, mid event nail y executed.) 

In some cincpmsranccs the imetllgence ream mighr want 
to create a situation in which the tarjsec. nr a Inver nr family 
member of the ratfgci, is placed in danger, [fieri [he recruiter 
appears, on the scene and rescues the larger. Two support 
ogeoi& might attack a potential recruit on a dark street, As she 
is about tu be raped, a passing motorist stops and scares the 
rapists away. The rescuer, pretending to be a good Samaritan, 
then takes the woman in a police station nr wherever she 
wants to go, 

Instead of being the primary target, the woman might be 
the daughter of rhe primary target, i he heroic ease officer 
’ben accepts an invitation to meet with the fath-ET who wants 
to extend his thanks. 

Another ploy is to arrange si minor traffic accident that 
allows the opportunity to exchange names and addresses. The 
recruiter doesn’t have to be in the other c-u; he could be the 
w itness who got a description and license number of a hit- 
and-run driver. 

The ploL for such threatening situations might be rewrit¬ 
ten so that it is the recruiter who appears to he in danger and 
the potential recruit saves the day. 'Out works especially well 
ii'lhe initial contact agent is a pretty woman and the potential 
recruit scares off rhe criminals who are dragging her into lift 
alley OJ are running away with her purse. 

In a previous chapter we saw how,’' a case agent first SCf up 
a Jove match, put the love in danger, and then introduced 
himself to the Eargec, offering a solution that saved the girt and 
protected [Jic target from exposure. 

Wherever the ini rial approach is made, it should be a ;ir- 
untioit in which the case officer has control and can retreat 
quickly if something goes wrong. Although the reomiung 
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operation should be carefully planned out in detail. The case 
officer most be ready to flow with the events and situations 
Slid be prepared to take advantage of sudden uppert u fl i cics- 
Thmugkout the fccmitment process, intelligence officers 
should intensify the surveillance of the prospect. Alt meetings 
between the recruiter and subject should be monitored by a 
surveillance team. Jf possible, bulb sound and videotape 
recordings should he made. The inrelligence team 3 hotdd 
gather an.v evidence that might be used 10 incriminate the 
subject—fingerprints, pllCfOS,. rape record mgs, and eyewit¬ 
nesses—i[[ che event the recruitment effort fadS- 

OftOC the target meets [JSC CU3C oETieer, the latte], who will 
aimust always pretend m he something he is not, begins to build 
a r'LOfUhrcatening friendship si itil The rargee. At the same time, 
even’thing the case officer says or does must be designed tu pul 
the targes at ea.¥e and make him or heT enjoy the new friendships 
the case officer should do nothing that pWS she carpet offguard 
about the possible dangers of Siich a friendship. 

HiC disc officer must do whatever is necessary to become 
a Lnjsced friend Oil whom the prospective recruiT believes be 
can rely, To do this, the cast officer will do the following: 

* Listen to the target lalfc 

» Sympathize with the target’s problems 

* Offer easy solutions to the target’s problems rand lend a 
helping hand in solving such problems 

* Feed the target’s prejudices and play fO his vanity, fears, 
ond hopes 

* Grant the target absolution (00 miner what terrible things 
he admits to having done! 

* Aik the target for simple favors and he grateful w hen they arc 
granted but gracious when the targe t cannot help 

* Never criticize what the targ=T holds dear 

As the friendship develops, the case officer or lais con¬ 
trol led surrogate leads the carpel into Spying by making it 
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appear LO be a natural outcome of die friendship, . Oftttk rhe 
e level case officer will create a situation in w hieh imormaLiyi] 
becomes a commodity rhe target can use TO help solve a piob- 
|em Faced by the target or the case Officer himself- 

The first request for infermarion will be for something 
[har appears to be harmless and perhaps even legitimate, It 
may be something as simple as a request fui i company tele¬ 
phone book. Training manual, Of list of Sidesmen Of company 
emplovees. The next s:tep toward treason will be a requestor 
something a bit mure sensitive, but this time it vvalJ be accom¬ 
panied by an uifer of some kind d reward. 

Gradually, the new friend leads the target into increasing 
lv illegal and immoral behavior all. the while linking it appear 
that the traitorous acts are further cementing rhe friendship Of 
love affair. The inducement to reason may She psychological 
motivation, sex, money, nr a combination of all tblCC- 

io some situations, the case officer may arrange secicrly to 
creare pioblems that Threaten rhe targets peace of mind, 
employment, mairiage, or even bis life or iIlC ‘ ife of someone 
he loves. For example, a ease officer may use an access agent 
tu plant evidence that will get rhe target in trouble with his 
boss Of the law-, The cast officer then sympathizes with the 
aggrieved employe* or loyal citizen while subtly suggesting 
chat the largct owes no seal loyalty TO such an unfair employ¬ 
er nr government. 

If blackmail is used as an inducement to Treason, the case 
officer will usually not 1>C the one making The blackmail 
threaE. A crude entrapment followed by blackmail threats 
fmrti the cast officer can easily backfire, and if it docs, the 
ease officer will have to withdraw and the recruitment efl'Off 
abandoned. A clever ease officer will arratigC for someone else 
10 make the blackmail approach, and then be will offer a way 
to vet out of [he blackmail situation or collect the funds nec¬ 
essary to pay the blackmail demands. The recruiter may even 
■pretend to be another victim of the same blackmailer. This 
was the method used in the following example. 
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The Manila Blackmail Recruitment 

The tatgciof this recruitment npeialion, Carl Lat'SOti, was 
in Manila on a business trip when be overheard two 
Americans talking in a hotel bar about their home town of San 
Jose. California. Carl interrupted and introduced himself as 
someone who called San Jose home, too. 1 he two men. asked 
Carl in join [hem for a drink and introduced themselves as 
Bob Ffench and Bill Lee. 

Bob told CstI that he and Bill bad just met and joked about 
what a long way the three had come to meet a couple of neigh¬ 
bors. The tlsrce men exchanged business cards, had a few more 
drinks, and fhen Bill, who bad bragged about his frequent trav¬ 
el to the Philippines suggested Thar he take the other [wo men 
on a LOUf of the in famous Manila night .nfe. 

After numerous drinks and stops at a half-dozen different 
girly bjirs featuring full nudity. The EhreC men icmk three 
Filipino women they bad met along the way to 3 short-time 
hotel rhat Bill recommended. There, the Three men split com¬ 
pany. and each Evok bis dlate £u a separate room. 

The next morning, flail woke up with a terrible hangover 
and a heavy load of guilt, compounded by the fear that the 
woman, who didn’t look ail that pretty ot young In rhe morn¬ 
ing hght, might have given him somethin* he didn’t want to 
Take home to his wife, Carl paid the lady and then rook a taxi 
back ro his hotel with 3 quick stop at a pharmacy where he 
bought enough antibiotics ro ensure that be wouldn't COfH£ 
down with any of die less deadly diseases of love. He saw nei¬ 
ther Bob nor BfjI during The remainder of his Stay in Manila. 

Three weeks later, when he w-as bank home- in San Jose, 
Carl opened an envelope delivered by a messenger and dis¬ 
covered a videotaped recording of his activities with Lhe 
Filipino pro&tinne. The accompany in* note made the usual 
blackmail threats abDUT sending copies cn his wife, the press, 
and his employer unless Girl paid $50 , ,(MXI- There were also 
instruction* fur making the payment to a numbered batik 
account in Fonnma. 
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As Carl sat there, stunned and frightened, he received an 
singly phone call is on t Bob French, who accused CaxJ of sei¬ 
sing him up for blackmail. French told Carl that because be 
was. a. bachelor and the owner of his own consulting company, 
he was blackmail eroof- He not only refused to pay the black¬ 
mail, he threatened to go after hruh Carl and Bill Lee. who 
French M as Sure must have Conspired to blackmail him. Call, 
bv now almost hysterical, vehemently denied rhe accusation 
and cold Bob lie Mas also being blackmailed—and that be 
was n ‘c h I ac k ms il-pmof. B ob, cools n g down, su gges rod rhat The 
TWO of i.hcEi'j gel together tu discuss what to do next. 

When they met. Bob smitcd off by apologizing for accus¬ 
ing Carl of setting up the blackmail operation., Ele repotted 
that since the morning conversation, he had tried 10 call Bill, 
but [be number and address listed on Bill's business card were 
phony. Obviously, it had been Bill who sct up bnrh of Them. 
V. hereas Carl, who didn’t have 550.000 in available cash, was 
terrified, Bob, although angry, apparently was not worried 
about himself- Bob pointed out rhar even if Cad found the 
money and paid it. that would just be the first installment. 
Going to The police wouldn't do any good either, because Bill 
was operating out of a foreign country 

Bob wanted tn put the blackmaiErr out of business, per¬ 
manently, and suggested chat was Carl's best hope as well, 
provided that in the process they could get hold of the black¬ 
mail material. He mid Carl he had sortie Philippine contacts 
he Thought could do it for him, but he didn't want to make a 
move unless he knew that he had Carl’s support. When Carl 
asked what that would cost. Bob rold hum nor to worry, that his 
friends owed him a favor and that he felt partially responsible 
for carl's problems because he hadn't sported Bill for the 
blackmailer he was. Bob suggested that Carl keep his mouth 
shm and nor pay any blackmail for the rime being, ILe longer 
they discussed the action, the mure Bob made it sound I ke he 
w r ay going to solve the problem more as a favor to Carl than 
because of any concern about himself. 
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A week laLer, during which lime Carl JCCCJved two more 
letters demanding immediate payment, Boh called and sug¬ 
gested that the two of them meet for lunch. As soon as they had 
ujdcred [he drinks, Bob explained that tas contacts in Manila 
had found Bill’s place of operation as well as evidence that he 
regularly enticed visiting Amt-iiesu'is ijlCO blackmail situations. 
They also hiid learned chat Lee kept his blackmail evidence in 
a safe in a small apartment w here he lived in Manila, Bob' 1 ! 
fncnrfe hod it sec Up with a crooked Filipinn police colonel to 
break into the apartment, open the safe. Collect the evidence, 
and then "put Bill out of business, permanently. 1 ' 

There was just one hitcht the payoff to the police color.d 
fur his help (to ensure char no one who engaged in the break- 
in would he caught and arrested} was going 10 COST more than 
cither Bob Of his friends had expected. Bob's friends in 
Manila had proposed a deal. They wanted fl complete report 
on Cart*5 business aeuiviiies during his visit to .Manila, whom 
he met, what deals were arranged, and what kinds of profits 
Cert‘s enmpa ny expected to m ake i ci Mainla. 

WllCfl Carl asked. Bob admitted that the information 
would go to a European competitor who wanted TO make the 
deal with [he Filipino corporation that Carl had been wooing. 
Bob added that his own opinion was rfoaT rhe competitor 
would get the deal anyway arid that the Filipino firm had 
been Stringing Carls company along to use as leverage to get 
a heiter deal out of the Furopcari company. 

In face, Carls dip to Manila had been a business busi. 
The proposed partner for the Filjpsno-Amcncan venture 
wan red too big a share of [he stock, arid unless [he Fihpino 
changed his mind and lowered his demands, there would be 
no deal, even without another competitor bidding for the 
business. Because Carl didn't want in go hack to Manila ever 
again, he could have cared less if his company lost rhe market 
m rhe Philippines- He quickly agreed to do w hat Bob asked, 
A day later he gave Bob all the information flC had requested. 

A week later. Bob met with Carl again and handed him a 
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packajgc containing rhe original negatives and videotape of 
Cart’s Manila night. Bob also assured Carl char he didnT have 
cn wonv about Will, who had ’'disappeared." 

Bub had annther surprise fur Carl. Hig friends in Manila 
had found tilt information that Carl had provided so useful 
that they weie paying a bonus, Bob then handed Carl an 
envelope containing $1,000. lie asked that Cari sign a receipt 
for the money so Bob could prove to his friends chat he had 
passed it On to the intended psrtv. Boh assured Cad that no 
further record would be made of the transaction and that he 
COuld consider the money tax-free income Thar neither Carl’s 
employer no; the IRS would ever know about. 

As soon as he signed rhs-t receipt, Carl was hooked. The 
next time, Rob ashed lor a bit of cummerctsl intelligence on 
Carl’s Company’s plans for a pending deal in Singapore, Carl 
made Sl.SOfl. exactly whai he needed Lo pay for the unex¬ 
pected HthodonLie work his daughter required.. During rhe 
next several years, Carl passed increasingly sensitive intelli¬ 
gence about bis company’s overseas deals tin cn the man he 
knew as Bob French. 

Bob and Bill had worked togelliet in setting up the 
recruitment that entrapped Carl into becoming a ewporate 
spy. Bill’s disappearance wasn’t murder, he just dropped the 
take idenrity he'd used for one operation. 

When the Case Officer Can 
Openly Blackmail the Recruit 

Although the case officer is usual I v nor the one who 
actually blackmails the recruit during the initial process, 
once the recruit is working as a spy, the case officer may use 
blackmail, >f necessary. to keep the Spy hr line. The case 
officer should always coJIeci the necessary evidence that he 
can use to black mail a recruit who decides be doesn't want 
10 Spy any longer. 

In the previous example, for as long, Bub controlled Dart, 
be kept in a safe his own copies of the photos arid tapes of 

lift 
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Carl's night On the town along with the growing pile of receipts 
for rhe money he paid Carl far company secrets. Rut he never 
bad to use that material to contra! Carl. 

Creativity Is Always the (_>rder of the Day 

There are an infinite number uf ways in which a CtlSC offi¬ 
cer wn deceive a targer into running traitor. The best method 
is one specifically designed to tit the emotional, psychology 
cal. and monetary needs of The target while subtly offering the 
target a justification far what he is going to do—steal ii'tfoj'ma- 
tiojT and give ir re rhe new friend. Who has suddenly become 
an important part of his life. 

Sometimes, honesty—or benerstid, wm? honesty—is the 
best policy in a recruitment effort. If surveillance and investi¬ 
gation uncover That a potential recruit is already angry at his 
buss, he might jump at the chance to do a little Spying for The 
competition, especially if he can make money doing it. 
Intelligence experts who engage in commercial espionage are 
a I wavs on the lookout for disgruntled employees who ate 
lucking for new emplcymcnx- 

In such a case, the direct approach, in which the case offi¬ 
cer offers bOTh immediate rewards and the possibility of 
future employment, may be The easiest, quickest route to 
recruitment. That’s why the cold pitch described in Chapter 
9 to rcctuic Silvcstre Martin ex worked. Mjirine7. was In a 
career bind and he knew h, and he also knew than the only 
intelligence agency that would he interested in the informa¬ 
tion he had to sell was the Cl A. When you have a potential 
recruit who will jump st she chance to work For the CIA, IRS, 
u: FBI. or a business competitor who wants re pin a recruit's 
mean boss out of business, a false flag is not Only unnecessary, 
iL may actually get in the way of recruitment. 

However, even in those cases in which the Cast officer 
hone&rlv admits what organiration or agency 5 he represents, 
some deception in still in order. The smart Case officer will not 
use his real idcnrttv Ot give the recruit any information that 
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would allow rhrr recruit to identify him OT learn any than g 
Slbo-itc his persona! life, It’s always pnssihlc chat tke. potential 
spv who appears iaiiDXiOiK to scare spying for the ease officer 
is, an fa.ee, rhe hair set as a Uip. It's id so possible chat the 
potential recruit will suddenly change his mind. In any wse, 
the Jess that The recruit knows about the fCJll person doing the 
FCtRiiring, the better. 

When die Recruitment Hails 

Thetc arc no guarantees in life, and even [Jit best-laid 
plans sometimes end disastrously, The recniic may recognize 
what is happening and inn mediately react to protect himself 
and chose to whom he owes his loyalty- The target may break 
off contact, or he rnav go ro his security officer. cOunrcpntei li¬ 
cence people, or the- police, i'bc worst-case scenario is one in 
which he continues to lead the recruiting case officer on, 
either cn entrap him ui 10 feed him. false information. 

The possibilies’- chat the target will be doubled in an 
attempt to spread disinformation Is the reason why close SUf- 
veil lance of the target should cOu [inn C through out rhe recruit¬ 
ment effort If LliC porenrial recruit starts meeting secretly 
with ocher people, the recruiting officer must hr among the 
Just TO know. 

Failed, aborted. and doubled recruitments always pose a 
serious threat ro the intelligence agency, ibe private intelli- 
gencC C-ilSC officer, or rhe private citizen who initiates on espi¬ 
onage operation. Therefore, recruitment plans must always 
include procedures to follow in the event of failure or even 
betraval The espionage officer muse assume that the subject 
who rejtcrs n recruitment attempt will reporr rhe attempt to 
his government, employer, or agency. 

As soon as there is good reason [0 believe that rhe attempt 
at recruiimcnt has failed, nr will fail, the ease officer and any 
or hers engaged in the recruitment must break off all contact 
with Lite subject. Any contact: points, such as office phone 
numbers or safe houses, must be shut down. The target must 


HO 


It r."VNT\c r a Ri\t; ok Srnis 


have no way to contact anynne associated with The Toemit- 
ment onoc the recruitment effort. is abandoned. This is why it 
15 50 important to use a false idenrirv when recruiting, even 
when the recruiter IS honest about what government or orga¬ 
nize ri on the spy will be serving. Those responsible for espi¬ 
onage activity most be iiblc to make a credible denial if the 
target goes public or attempts LO illike a criminal! charge. 

If future attempts are made m recruit new subjects in the 
same larger organization, the case officer must assume the tar¬ 
get officers will be warned- The same false flag Of cover sany 
should riot be used, and the same case officer should not 
.irrempi to contact another potential source In that Target orga¬ 
nization, This is why the CIA and other Spy agencies often 
temporarily bring in a case officer assigned in another eoimcry- 
fur some extra duty whenever they initiate a recruitment L 
the recruitment Jails, the exposed case uffrOCf can immediate¬ 
ly leave rhe erwimry, and there will he no chance that the SOWt 
recruit wsl] bump in to the failed recruiter accidentally while 
walki ng through a shopping mall. 

A clever recruitment effort using a false flag may cause 
foe enemy problems CVCO when k fails: by Spreading misin¬ 
formation- Say, for example, a K-GT case officer pretends CO be 
an American interested in a relationship in order to recruit a 
young but homely woman working in a French atomic 
weapons production facility. When the woman’s new lover 
starts asking questions about weapon production, she goes cn 
hei security officer like she is supprxsed to. The French coun- 
rerinteliligpiiCC agency- attempts to trap the case officer, but he 
spots roe rail on the target recruit and disappears forever, The 
Trench government then cun units a great deal of time acid 
effort trying; to discover why the Americans ate recruiting 
spies within The French nucleai production industry. 

In a similar example from the world of private espionage, 
a case office I working For a large corporation attempted lo 
recruit a spy inside a competitor’s bookkeeping department 
fo claiming to be working Fof the IRS and offering a sizable 
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reward fur the infOrmEiROfl he wanted rhe rarget to SEeai. The 
honest employee ins-tcad inld his n-nss about the attersapL [0 
romisi him. The boss was no longer such a Threatening com¬ 
petitor because he wa& worried too rinseh about a possible 
government investigation into his financial affairs. 

Whenever abandoning a recruiting effort, [he case officer 
should do everything possible to embarrass or discredit the 
uncooperative taip.et. lie should expose any blackmail marer- 
ial, tell the tailed recruitV wife about the girlfriend, anony¬ 
mously report crimes to local police,, and SO 00, The more 
trouble the failed rccruil suddenly discovers in his life, the 
less Sikeiy he will he to spend time and effort trying 10 ideno 
t'y the mail ot wOillail who Tried TO Ti.irn him into a spy. If a case 
officer can't recruit in enemy's loyal employee LO Spy for him, 
lie can make sure That rhe employee isn't rhe happy worker he 
once was. 
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Chapter Thirteen 


T he Basic Steps: 
Phase Two 


E very new spy must he tested as soun as he states 
passing intelligence LO the case officer to make sure 
ThaT The spy is delivering reliable itlformado-n. 

TESTING THE RECRUIT 

The testing will continue for as 2ong as the recruited, spy 
provides intelligence information. The best way to test rhe 
new spy's reliability is LO cheek bis, information against knows] 
facts. Id do rhisc the rase tdficoi tasks trie Spy with finding out 
specific infm-m j rinn without letting biro know that the case 
officer already' has that hi form 3t'iun, 

For example, the CIA may already have identified a mis¬ 
sive site by surveillance photography. So the case officer asks 
the new spy to steal a list of missile sues and rhen cheeks to 
make suit the known sire is on the list provided by the spy If 
whar rhe spy provides doesi] 1 jibe w'iih whar the case officer 
knows to be true, rhe new agent msy be a liar, a plant* Of jttsr 
r, poor source of information. Regardless of the reason for his 
inaccuracy, he is not credible, and if the situation cannot be 
r nrrecTed through threats Of the termination of promised 
lew-ards. the Spy should be dropped as a sou tee. 
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Although stolen information Can almost always be veri¬ 
fied during the early service of rhe recruited spy, as the spy 
provides more sensitive; a:i-Ll unique infnrmarion, it wit] be 
more difficult to rest information provided by the agent 
against: other reliable sources. 

Il possible, any espionage operation should recruit more 
rhan one Spy inside the Earner organization. By operating a 
ring of spies, rhe ease officer tan check each spy Is information 
agninsr the information provided bv other spies. Each spy 
should have no elite about which of his colleagues is also spv- 
rig for the enemy. It’s best to recruit different spies under dif¬ 
ferent false ftagS- USi^S different case officers as rhe control for 
each spy, 

EventualJy, rhe best and most useful spy may be provid¬ 
ing intelligence information rh;ir is not available from any 
Other source. This i? die i cry reason why someone sets Out to 
recruit a Spy- LO learn something rhar cann ot be learned anv 
Other way On the other hand. Such single source information 
can be exrrcmcJy dangerous if it s misinformation. 

Sometimes the information cun be easily verified by the 
results. For example, the spy reports that rhe enemy will 
attack Cartagena on Tuesday and rhe enemy does just thdr. 
However, careful records must be kept of all information pro¬ 
vided by the spy, and these muse be checked against future 
events and ocher sources of information. 

A rigorous scitMiftc method must he followed in checking 
on the vcTitciry of the information provided. If the information 
is indeed true, chen nil predictions of future events based on 
the stolen information will prove true. Even one prediction 
based oii an agent's informer ion that doesn’t check out must 
raise serious doubts about the reliability of the agent. 
However, somecimes false predictions can be explained: 

" 3 be prime minister changed his mind ar rhe last minute and 
canceled Lite attack on Cartagena because he discovered that 
the ertemv had been alerted to the attack-’’ Often, when an 
intelligence report proves false, the excuses offered by the 
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spv «ir be checked our. If the explanation carlttoc he verified, 
the intelligence operations officer must exercise even greater 
cate in testing future iniuirililiofi the agent pruvidcs. 

Tn all inttLIigenoc-'Collecrion efforts [hat rely on recruited 
spies. King is a constant consideration. In one case in the 
1950s, the CTA paid millions of dollars to a Chinese agent who 
claimed he was running a network of Spies that he had 1 cellar¬ 
ed inside China. lie claimed his agents were reporting on 
social conditions, anti-government activities, and eouiwmic 
developments. The agents inside China supposedly delivered 
rheir repents LO the U-S- agent by secrcr correspondence and 
radio transmissions. 

In fact, the self-described private intelligence entrepre¬ 
neur was lying. lie based tliS reports on newspaper stories, 
public Rover lit nee r documents- and propaganda brdadftisrs ; 
all of which he collected outside mainland China. lie had no 
ring of spies, no clandestine radio net, and no sources inside 
the People's Republic of China. 

Because he was using many of the same sources that the 
CIA was—interception of radio and TV news programs And 
newspaper clipping services—the bogus spy S information 
generally tracked with what LliC CIA analysts already knew 
abuul Red China. By the rime the CIA discovered the nature 
of the information, the agency faced a massive task in mean¬ 
ing out the thousands of files based on the faked information 
provided by the bu^uS Spy. The “spy’ 1 disappeared—along 
with the million* He bad collected—and was never licafo from 
.ig-iiii'j, Even worse. There is good evidence that the spy was 
working for rhe Republic of China in Taiwan: that is, he was 
rcll ng (j.53. intelligence what the Nationalist Chinese wanted 
the Americans to believe. 

The fact that some information docs check out is not 
irrefutable evidence that The source is reliable. Disinforma- 
yon operations, such as when a Spy is doubled and then used 
to pass false information 10 an enemy, always include factual 
mtormaEion as a cover for the misinformation. 
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The three muil dangerous mistakes an intelligence office: 
can make arc as follows; 

* To continue [0 accept unvtirifEed intelligence provided bv 
a recruited spy after a piece of information has been 
proven false, (This is especially dangerous if previous 
information from rhe source made tire intelligence officer 
look guud with his superiors. I 

* lb refuse to accept information provided by a reliable 
agent—one whose previous ininfmatjofi! has always checked 
mu—because rJlC new mfunnation doesn't fit the officer's 
beliefs about what the enemy is doing. Of planning. 

* To pressure the Spy to provide intelligence that will verify 
Lhe officer's unsubstantiated conclusions, which will likely 
just tempt the Sp} LO create; false intelligence to keep the 
payments coming in. (The worst sin a case officer can com¬ 
mit is to offer a spy a bonus if be produces intelligence 
confirming his own favorite theory. Never give 2 spv a rea¬ 
son to lie to keep the case officer hippy.) 

The whole purpose of spying i$ to learn information that 
changes our understanding of w hut the enemy is planning and 
will likely du. 


WHEN INDEPENDENT 
VERIFICATION ISN’T POSSIBLE 

All too often, it : s impossible to verify information inde¬ 
pendently before deciding what action 10 take based on that 
information. Sometimes intelligence collection evolves to the 
point that there is rto way ro verify a report, but if that infor¬ 
mation is acted ttpon. and it proves true, victor." is guaran¬ 
teed:. but if it proves false, disaster ensues. This dilemma is 
why so many intelligence agencies have turned to the poly¬ 
graph examination as a way of testing recruited spies. 


H6 


Rcjanim: i Rifat: ok Sfifs 


Fluttering tiro Recruit 

The CIA and other govern mens spy age tides often 
include the polygraph as one part of their testing process. E he 
recruit will usually only submit to a polygraph examination 
after the recruiting process s$ completed and he rcflli^es that 
he is indeed spying on his own guvcmtncni, employer, i>i 
friends. Once he realizes Ills predicament., however tliC spy 
usuall'- has no choree Other than agreeing CO be fluttered, ptO- 
vided rhe case officer Can arrange a way to set it up. (The spy 
who is being paid to supply secrets and refuses CO tie fluttered 
is most likely lying.) 

Some potvgraph experts, the honest ones, will admit that 
the polygraph is really a psychological tool rather than a 
machine that measures rmth. Anyone who understands what 
a polygraph will or will not do can often beat the machine- ft 
doesn't work much better than a coin flip as a lit detector tor 
many people, including those svho have the m&ST experience 
telling lies. When the machine docs work, it works as often as 
nor necause the Subjter doesn't dare lull a Ere out of fear that 
the machine wiIE catch him, 

There arc several books that describe Techniques on how to 
bear The machine, and many intelligence agencies instruct rheir 
empkrveCS and sometimes even rheir agents on these tech¬ 
niques. Rick Ames passed two poSygraph tests, while he was 
making eH i 11 i rms of doLtafS selling out 1J-S- spies tu the KCB- 

Polygraph examinations are expensive; They require 
trained personnel, iild the recruit must go to some secret ioca- 
tiun. such 25 a safe house. Oj even take a Trip in another uimfl- 
rrv so he can be fluttered. Even so, if the cs.se officer has the 
means of fluttering a reej uit, il is worthwhile doing so. as long 
is the case officer understands that the polygraph exsmiraa- 
uon is one pan of the drama of recruiting and evaluating The 
source., a scenario designed to make the recruit Believe that 
his lies wilt be discovered and he wall be punished. 

This drama can affect a recruit so much That a private 
intelligence operator may want to arrange a fake polygraph 
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examination if he doesn’l have the budget and Trained per- 
Kunticsl for the red thing. Most people have never seen a poly¬ 
graph machine, SO it ! * a simple exercise to set up something 
that looks like a polygraph session does on television, hook up 
the subject and let srsmenne ask him a bunch of questions. In 
such a con it is surprising how often the subject will tell the 
truth bet lose he thinks he can't lie without getting caught, or 
r iC will get so nervous that an interrogator won't need a lie 
detector to spot the lies he refJS- 

Whai the intelligence officer shots Id never do is accept the 
word of the recruit based on fbc Supposed results of a poly¬ 
graph examination. The tnnh can onlv be determined by 
examining whether rhe information provided proves true. If 
not, then the recruit was lying or someone lied; LO hum no mat¬ 
ter what the machine Told ibe polygraph examiner. 

V erification by Friendly Intonroguljcin 
Intelligence ofliccrS who understand the fallacy of 
depending on the polygraph rely more OQ the techniques of 
friendly interrogarion to test their recruits. Each Eime a case 
officer meets with a recruit in a situation that permits a frank 
exchange of information, ho interrogates the recruit in great 
derail about his collection of intelligence information. 

When a friendly interrogation k done tight, the subject 
may not even realise rbar he is being interrogated, hur instead 
conclude that the conversation demonstrate? the ease officers 
interest in and concern about rhe subject's daily activities and 
the risks he is taking by spying. 

A good source-verification Interrogation will take several 
hours (of even several days), with the case nfficer (or belief, a 
trained interrogation officer.! encouraging tilt meruit to talk 
about anything and everything dealing wiih his doily life and 
his spy activities. 

T f ar 3 11 possible, the entire con vernation should be record¬ 
ed without the spy’s knowledge. It? even belter if the inter¬ 
view can be sccrcrly videotaped. The more detail rbe rccn.hr 
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provides in answering questions, the better. The case officer 
wants tn team such things as to whom the recruit has been 
talking, the dates and time of day such meetings rook place, 
where rhe meetings tonk place, who else attended, and what 
they ate. Every question should be asked im several different 
ways, btfl thev should interspersed throughout the dialogue 
and not be sequential. 

After such an micrroption, rhe ease officer, the interroga¬ 
tor, and the support intelligence staff must go ovCt the entire 
conversation, word for word, looking fpF possible contradic¬ 
tions and making specific comparisons vs Lila the answers to the 
same question asked in different ways. 

Telling lie? is a lot harder than feEIing the truth, and only 
the cleverest of deceivers can remember all rhe derails neces¬ 
sary to make a lie hold together over a long irttcrrogation Most 
liats don’t plan a story Thoroughly, so they must create the 
details on the fly. which makes il cvCe’j harder TO foment her the 
little lie they roid rwo days ago. Most often it will be the liitlc 
derails that alert the case officer that the recruit is lying. 

Perhaps the recruit describes a visit to n nuclear plant, and 
when asked a question abourtibe weather. he reports it was a 
sunny -day. When the case officer cheeks a weather report, he 
discovers [hat the day was heavily overcast. Maybe the recruit 
mentions that one of his sources was drinking a martini dur¬ 
ing one meeting. When the friendly interrogator asks several 
hours later whar drinks were served at the meeting, die 
retmit, who bad altcady forgotten what he said carlicT, reports 
that everyone was drinking scotch. 

Give a suspected liar a chance re talk, act as if you believe 
every w r ord he says, and ask lots- of questions, Sooner Of Inter 
the Liar will trip himself tap. 

TRAINING TH K RECRUIT 

Every recruit will eventually require some training in the 
craft of spying—such things as the use of miniature and spe- 
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dalizcd cameras, coded writing,, computer encryption pJG‘ 
grams, radio transmissions. surveillance-detection technirpies, 
dend drops, and escape and evasion tactics How much train¬ 
s' is necessary will depend on the sophistication of she mr- 
gered Of^jlisatitsn, how the Spy is collecting ihe Lrtiurmatinn 
tie steals, and whit personal experience and technical ijifoi- 
niarion tie brings to The rablc when he agrees to spy. 

Obviously, if the recruited spy is an employee of anoth¬ 
er Spy agency, he wil] n,ccd to exercise extreme caution in 
avoiding the counterintelligence security apparatus that 
routinely searches tor evidence of Treason among its own 
employees. On the oEher hand, the secretary recruited to 
Spy on a small hissincss executive may have little reason to 
Fear exposure tied thus need Only minimal instruction on 
the practical aspects of Spvfnc- 

Thc training may range from no more than a couple uf 
hours of instruction in a sale house to arj extended trip ro a 
neutral third country with long days of Specialized instruction. 
Training also provides opportunity to cement the relationship 
be tv ee n the recruited agent and rhe control apparatus, to 
tempt The recruit with future rewards, and ro make him feel 
like he Blow belongs to a close-knit organisation that will pro¬ 
tect him in the event things go wrong. 

SpOCiil emphasis should be given an the rrainitg session on 
the tethnitfues used to pass both instnicn runs tu the spv ;ind the 
intelligence collected by the recruited spy hack to the Case uffker. 

Arrangements should also be made for handling pay¬ 
ments, and The training officer muST emphasize rhe need for 
discretion in how the money earned from spying is spent. The 
training session should address rhe question of how to explain 
sudden wealth —or. better, how- to hide it. Rick Arnes told his 
colleagues in the ClA that he had married a Colombian 
woman who had inherited a great deal of motley from her 
father. fThe umh tvas that Rick's fathcr-m-law let'r no wealth 
when he died and Rick spent a good share of his income from 
Spying on the support of the morher-rn-Jaw in Colombia,) 
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Often, people who arc recruited as spres discover they enjoy 
she secrecy- and the excitement of showing up others, especially 
those w hom they- tliink have underestimated their abilities or 
tsk.cn advantage of rhem. fiond case officers play on this. There 
may well be no need for secret drops, complicated plans fot Spot¬ 
ting surveillance, or sccror passwords, but dramatics in troth the 
Training and use uf such skills cm a regular basis will serve tu keep 
the recruited spy interested In the game, 

THE PSYCHOLOGICAL HANDLING 
OK A RECRUITED Sl J \ 


Eventually, the recruit will realize that he is spying on 
those who trust him.. At tbit point, the surrogate recruiter 
should pass full control of the recnr i t to the case officer, iftliaL 
has not already been done. This passing of control should 
appear to be a natural result of the recruitment process In 
most eases, the recruiter should ser up a meeting with the per¬ 
son who will serve as the regular case officer. ’’This is my 
uncle, who is going m help ns solve cur problem, 1 ’ or ‘'’This is 
the man I told you about, the one who will be paying you from 
now on. If the recruit has a dependent relationship with the 
original ECCruilCti especially if ic involves a sexual relations hip. 
the case officer may want to Keep that relationship alive, at 
■CSSt for a short period or until lEie case officer can manipulate 
the recruit into a now dependency on the case officer. 

At some point, the case office £ should guarantee lElC Sftlc 
tv of the recruit and his family. It is nor important whether the 
guarantee is valid; what is important is that the recruit 
believes the guaTantee-s is valid. (A good case officer will 
engage many deception— no nwcer how cruel or to Esc it may¬ 
be—if the deception ensures the cooperation of rhe FecruiL.r 
The more Convinced the recruit is that hiS Spying will nor 
result in personal Tragedy for himself or his family, if he l&c. 
red at the case tiffiarrdemand-, The better spy he will be. fThcrc 
is nothing wrong with letting the spy believe that if he faiis Us 
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do what the case officer demands, he will be rnkslril-dccp ill 

rising wait/.} 

Each recruited agent requires persona] handling. The spy 
may want j buddy, a confessor. a /iiutlier, a leader, a Lover, Of a 
general. Ar rhe sortie rime, rhe rase office r must keep his own 
emotions tinder right control at all times and never aESow Jiirrt- 
tcil" co den clop any hind of emotional nerachmcni to the rcc/ust. 
The case officer has to play the great friend and buddy while 
mentally building i, wall dial will allow him TO uSC iht meruit 
in an effective manner without worrying about the conse¬ 
quences, even ■!' trial requires placing the /CCTuit its extreme 
danger. Vet, he mnsr keep the recruit ftom ever recognizing 
that he is being exploited in the must cynical manner'. 

The case officer should watch for signs of stress and be 
ready to reassure trie iccruii whenever necessary. Praise can 
he very impoicint, especially fur those who become spies for 
ideological reasons, "I'he Cl \ made Oleg Pcnkovsky a secret 
U.S. citizen and a cukmcl in the U.S. Army. The KGB made 
John Walter an admiral in the Soviet navy, even though 
Walker's motivation for spying. was puic g/ecd. 

At some pninr money almost always become? a part of the 
equation. laying a eccruil works both as n reward and as a 
means of control, but determining how much to pay him can 
be trickv. T he pay isn't based on what the information is real¬ 
ly worth, bui rather what Lhc recruit can absorb into Iris life- 
srvle without making ir obvious he has a new source of 
income. No rase officer wants a recruit's sudden wealth to up 
off his boss that the employee may be working For someone 
else The money should be enough to be an important source 
of new luxury in the recruit’s life, but not so much that it 
draws rhe attention of his friends, relatives, and cpileagues. 

If at all possible, the case officer should get a signature 
on receipt? for auv money passed ro the recruir in payment 
for information. (The case officer can always blame trie 
necessity for a receipt on superiors who don’t crust him.) 
Such evidence can Later be used to threaten an agent who 
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wants to back ooL of his agreement to spy. Once 2 person 
has turned trailer, he should always fear rhe possibility (hill 
rhe control oFficet will betray him if he doesn't meet the 
demands the control officer makes. 

Payments don't have to he made directly to the I'CCruil- 
Philhp Agee repotLs that in Mexico, the CIA supported the 
misiiesses 0 / government officials, paying for their rent, auto¬ 
mobiles; and shopping bills. 1 he advantages of such «i deal are 
obvious. 1 here is no paper money trail leading directly to the 
recruir. T-fe gets the luxuries he wants without having to worry 
about hiding a rsth bank account. In a.?imilar way, a case oil! 
COT might pay off gambling debts, provide vacation accommo¬ 
dations, pay for airline ticker.?, cover the expenses of a nursing 
homo for 5 recruit 1 ? mother, or buy property sn a foreign coun- 
try and register h in the recruit 1 ? name. 

Once recruited, a spy may continue providing intelligence 
material for ninny years. Every intelligence agency has employ¬ 
ees who follow career paths ThaT will eventually result in pro 
motions and transfers. That means that a case ulfictr in most 
intelligenCC-collection operations will sooner or later have to 
transfer the spies he has been running to a now (#SC officer. 

O-ucIi a change of case officers presents special problems. 
Oftentimes, the agent will have developed a deep emotional 
utraehment to the case officer and won't like the idea That he 
is being handed off to some stranger. 

The original case officer 1 ? responsible for preparing the 
recruit for his new handler, He should offer credible explana¬ 
tions about why lie c^in no longer handle the agent, explana¬ 
tion? mat fit under the false Hag the ease officer ]j:ii been using. 
The old case officer must brief the new case officer un every¬ 
thing there is to know about rhe spies he will be inheriting. 

Sometimes even the best preparation work won’t itiakc 
the recruit feel comfortable with his new control officer. Also, 
it sometimes happens that the recruit no longer wants to con¬ 
tinue spying and will look at lhc change of handlers as his 
chance fO btc-ik loose. In this situation, signed receipts, fciilrlsC. 
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account records, photographic evidence of meetings, and 
recorded conversations can be very' important. AH spies are 
subject to the ultimate form of blackmail: the knowledge that 
they can be exposed to those they have betrayed. 

Even when a case officer must openly threaten a spy to 
keep him producing, the case officer should try to shift the 
blame to some third party. "I’d let you go, but I’m in the same 
fix you are. The people who control me won’t let either of us 
go. Neither of us has any choice, unless we are willing to go to 
jail, or suffer something worse.” 

TERMINATION 

All things come to an end. and every recruitment plan 
should include plans for terminating the arrangement with the 
spy. The successful case officer will always be the one who 
decides that the relationship with a spy should end. Spies don’t 
get to quit on their own. Even so. when a control officer decides 
to cut a spy loose, it goes much mote smoothly if the spy can be 
convinced that the decision was mutual or even his own. That is 
easy to arrange if the spy wanted out but didn’t dare because of 
fear of what the case officer would do if he tried to quit. 

It gets more difficult when the spy enjoys what he is 
doing and the money he is making. Agents recruited under 
false flags can usually be terminated with less trouble than 
agents who know the true identity of those for whom they are 
working. The case officer who terminates an agent recruited 
under a false flag must make sure that he will not run into the 
agent in a public place in a situation in which the agent can 
learn who the case officer really is. This will be easier to do if 
the case officer knows a good deal about the terminated 
agent—his life-style, the place he works, and where he hangs 
out in his free time. If the case officer should accidentally 
meet the terminated agent on the street or somewhere else, 
he must be ready to instantly assume the false-flag role he 
played when he was running the agent. The longer a case offi¬ 


cer works in any given area, the more likely such an acciden¬ 
tal exposure becomes. This is one reason why most interna¬ 
tional spy agencies rotate their agents into new territories 
every two to four years. 

The case officer should make the termination as easy as 
possible. He should not say anything critical of the agent's 
work, even if he knows the agent has been making up his 
intelligence. Instead, he should offer excuses that blame 
someone up the line in the intelligence agency, budget prob¬ 
lems, or even the case officer's own career problems. 

Whether it is a false-flag recruitment or the recruited agent 
knows who he is spying for. if the spy was motivated by greed, 
he won't be happy with the sudden loss of income and may 
even try to fake more important intelligence to keep the 
money coming in. When possible, the case officer should pay 
the terminated agent some kind of lump sum to case the blow. 
If the case officer has a file of evidence that the recruit 
wouldn't want the people he has been spying on to know 
about, the case officer can make a few veiled threats at the 
same time he makes the payoff. It works best if the spy is told 
how long he will be spying at the outset and w hat kind of sev¬ 
erance he will be paid when his services arc no longer needed. 

If the expectation is that the recruit will only be spying for 
a short time, perhaps only several weeks, then it's best to 
include an offer of a substantial bonus at the time of recruit¬ 
ment to be paid once the spy has completed the work. 

International spy agencies often employ agents for many 
years, especially those recruited as access and supply agents. 
The CIA offers such agents retirement benefits and some¬ 
times even an opportunity to immigrate to the United States 
for their retirement years. Government case agents usually 
offer the same kinds of benefits to primary agents who are 
engaged in the direct collection of intelligence under high- 
risk circumstances, especially those who become moles. 
Unfortunately, few such agents have ever lived long enough 
to collect their promised retirement benefits. 
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The Basic Steps: Phase Two 
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The wont kind tif tentiinulkm it when the re ciuit JS caught 
spying. When that happens, rhe primary consideration of the 
officer must be to protect himself and the intelSilence 
agency tbit employs him. ITieease officer should onlyarrempt 
ro rescue rhe spv if he can do so with curt Hiking his own oper¬ 
ational safety. In many oases, the case officer provides the Spy 
an escape plan that he can use if he learns he is about to be 
arrested. But almost any escape plan must be initiated before 
the spy is arrested. Even rhen, rhe discovered spy wild be on his 
own during the initial flight, at least until be crosses a frontier 
or tEiakcs it ra a safe house controlled by the case officer. 

Tf the recruitment is done under a Fake flag, irk rjuite like¬ 
ly Unit any escape plans previously discussed with the recruit 
will include promises that cannot be fulfilled. There was no 
way that Rashid lasio could have ever arranged for the 
.Siiv-CTmans to immigrate to Israel (sec Chapter ft). 

Nevertheless, even "when a recruit merit is done under a 
false flag, it as much better if the recruit can avoid capture and 
prosecution. Vitsin probsbk' ftid have a bundle of cash and 
false documents ready iu give Irvin biKerman, along with 
some suggestions on how they could hide our until “I car. 
arrange transportation to Israel.'' Unfortunately tot rbc 
Silvermans. Thing 1 ; Fell apart too quickly, and Vasin had to save 
his own skin. 

IF a spy recruited under a liaise flag is captured, every mem¬ 
ber of the inrellegen.ee ream should break off all contact with 
lunr. All oslices, telephone nuutbets, sale houses, drops, and 
message centers should be immediately closed down, and. any 
evidence pointing to the true identity of the recruiter or any of 
his agents should be cleaned up and destroyed. 

Remember, the whole purpose of recruiting a spy is to 
steal information that the enemy doesn't know you have. 
Even- Termination should be designed to ensure That the theft 
oE' the intelligence remains a secret. If that can't be achieved, 
then the goal is to make sure that the ease officer is not iden¬ 
tified and captured. 
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Chapter Fourteen 

The Security Aspect 


O nce a case officer has recruited a spy, he must take 
every possible precaution TO ensure that the peo¬ 
ple who arc rhe target of the intelligence collec¬ 
tion do not learn chat they have a Spy in their midst. He must 
uko make sure that should the target's counterespionage offi¬ 
cers discover chat there might be a spy in she organization, 
they cannot trace The spy back to die ease officer ot even ver¬ 
ify his existence. 

THE THREE STHPS TO SECURITY 

The case officer must set up procedures for ban tiling The 
Spy thsT accomplish rhe following objectives: 

■ Establish security procedures that tilt rcCRiit will follow 
10 avoid attracting, atrenrion CO himself as be Steals infor¬ 
mation 

- Establish secure methods of communication between the 
case officer and the spy 

• Reduce personal contacts between the ease officer and the 
spv to die absolute minimum required to maintain disci¬ 
pline, morale, and Operational technique 
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ESTABLISHING SECURITY PROCEDURES 


Most recruits solicit advice from thesi case officers on how 
TO go about collecting intelligence witbuuE getting caught. If 
at all possible, the case officet should hot simply recommend 
security procedures for the recruit hut alsu arrange training for 
him in oner hods to avoid detection consistent v. ich the secur¬ 
ity threat under which he will operate. 

The Busies of BteulinfJ, Secrets 
The safest method L'ot stealing secrets is one in which the 
Spj participates in ru eavesdrops nn conversations during the 
course of hj& legitimate workday, or in his -ordinary associa¬ 
tions with the targets of the intelligence operation. The spy 
may attend meetings where intelligence information is dis¬ 
cussed, regularly overhear conversations near the desk where 
he works, or type up secret reports let rhe boss, In addition TO 
what he hears arid sees, the spy on the inside will have regu¬ 
lar access to document 1 ; containing sensitive information. He 
might hold such documents in his private office during work 
hours atid perhaps even in an office safe. He may even take 
documents heme to work 011- 

This is low-risk spying because the spy is doing his job or 
playing the role that the source expects lum to play. This :S 
why Ripk Amt? w : is such a dangerous spy. lie went cu work 
every day and did exactly what he was supposed to do—and 
then told the KGfl whar it was rhnr he had done and learned 
while 00 the job. The netter Sucl] a spy plays the role of the 
loyal, hardworking (hut nor particularly ambitious) employee, 
nr rhe grand hut not demanding lover, the more be becomes 
the invisible person who makes a perfect spy. 

Alternatively, the Spy who has A close Or intimate relation¬ 
ship with a primary source of information—perhaps a mistress 
nr a lover—will get information by listening to the source bra,I’ 
about his work nr by eavesdropping and going through docu¬ 
ments the source leaves lying Around, 
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The TiStiS of discovery increase when the spy must caves* 
drop on conversations he is F*oi supposed LO heat, mcfi as a 
secretary listening in- on phone conversations nr a chauffeur 
rewiring a connection so that he can listen to conversations in 
rhe backseat (even when the passengers have Turned u-fl the 
intercom). This risky but often necessary behavior includes 
i ielibetately gaining access to documents Che Spy would not 
normal Is see in the courte ol' a workday. A secretary might 
refld documents on the boss' desk while lie & itl (he bathroom, 
a file clerk might search through file cabinets that belong TO 
iiil officer, or a chauffeur might open a briefcase left on the 
backseat while the employer goes to 1 meeting. 

These kinds of spits w ill peed the most advice from their 
control officers, not just on how to SEW I secrets, bul also on 
how EO keep then activities hidden, how to pjOteet what they 
have stolen from discovery, and how to deliver such material 
safely to the control officer, 

In such situ ,ir ion.s the spy should never steal documents, 
but should instead copy rhem or photograph them. 11 that is 
impossible, [he spy should read the documents und write a 
summary from memory as quickly as possible. 

The .spy should also always have a Story ready that 
explains why be accidentally overheard a conversation or saw 
a document. “I’m softy, I didn't realize you were on the line. 
I was going TO rail Nancy in security and suggest we do 
lunch. 11 If caught looking chiou^li papers on the boss' desk., a 
secretary might say, 'Tun looking for the budget proposal. Did 
you pick it opr 11 Any inane explanation is better Than no 
explanation, provided it is given without hesitation. 

Itemefflbcriu^ What You Have 1 .earned 

The spy doesn't just have TO worry about getring caught 
while eavesdropping or reading a doetiiricnc he is unable to 
photocopy. He must also lerncmbet what he has heard or 
seen,, somcrimes for up TO several houf 3 , before he can find 
an opportunity co write the derail down. 1 herefoie, it is 
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crirical For the spy 10 develop rhe ability to memorize laigp 
quantities of information. 

Memori^uion is a talent that tan and, indeed, must be 
practiced Good spies must develop good memories, and it's 
the responsibility of rhe case officer to encourage and help 
Them to do so. Exercises in memorization techniques should 
be included in any training provided ro the spy Here's a si tu¬ 
ple memorization exercise. 

Watch and videotape a television news broadcast, polit¬ 
ical debate., or a serious discussion of any kind. Wait 50 
mimjres i then, write otit a detailed report of everything you 
Can remember. Include descriptions of the people who 
spoke, backgrounds, and any action observed, including 
in untended Subconscious actions {lake someone brushing 
back a loose strand of hair}. Replay the tape several rimes 
nonjLg all the things you missed in your original report. Du 
the same thing with additional prngrarns Over and over until 
your memory improves. 

As soon as lie is alone and can sately do so. the spy should 
write Out complete, detailed summaries of any relevant con¬ 
versations or documents. Perhaps the besT wy v to do this is to 
dictate into a tape rewider and then write our the report, 
making the necessary changes as his memory is enhanced by 
the recording, 

Tf there is any chance chat such notes mighif be disco v- 
tttd, the spy should use some kind of “invisible™ or coded 
writing. This can range from such old standbys as lemon juice, 
which is then exposed to hear to make it appear, to a variety 
of invisible inks that art Commercially Available. 


Recording Conversations and (copying Dfcscmricnts. 

Obviously, it's better if the Spy can record a conversation 
Or make a copy of a document. This is a much higher-risk sit¬ 
uation than eavesdropping nr sneaking a peck, if someone is 
Caught taking pictures of documents ar work or wearing a wire 
to a confidential meeting, there is iiu story in the world that 
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will convince the security officer that the suspect 15 engaging 
in ill innocent activity. Indeed, most government agencies 
that handle classified information prohibit employees from 
taking personal Canteris to thcif office- Even so, it's easy to 
Learn to USC a miniature camera; rhe re are a numbet of such 
cameras on the market, and every case officer should supply 
such a camera to his recruits along with instructions on its use. 
There are also mini-cassette recorders that can be hidden in a 
pocket and carried into a meeting. 

Nowadays, evert' office has a photocopying machine. The 
more security conscious the office environment, the more dif¬ 
ficult it will be to use the machine during work hours for spy¬ 
ing. Still, many Spies find that the easiest way to make copies 
of it document is eo copy it at the office. 

Smart spits don’t take just the document they want to 
copv to the copy machine. They hide if in a pile of regular 
work Or sonic personal material, e.g.„ invitations 40 a parry Of A 
child’s homework. Getting caught OSifig the office equipment 
for personal work may earn a reprimand, buL it wi! 'be a lot 
less serious than what would happen if rhe security officer 
Knew about the top-secret alert list bidden under the child's 
draw mg of a witch ■ 

When documents cannot be copied in rhe location they 
are kept, the spy may have to remove the documents to a safe 
place., copv them, and then return them ro cheir storage area, 
I his is such a high-risk behavior that the ease of!icer should 
personally approve such action, determining first if rhe inrel- 
ligence is worth risking the permanent bss nf the spy. 

Despite rhe inherent danger in reiTHiviug documents from 
an fiffice, the spy can probably get away with it because most 
office managers get vcj} relaxed about security. Time ami 
again I've watched govern me nr bureaucrats make photo¬ 
copies of secret documents stamped with clear warnings that 
no copses were to be made. They did it nut because they were 
spies but because they wanted every person in a meeting to 
have a copy of the document instead of having to pass IT 
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arrvuEid, In such a tax security situation. i Spy might well be 
observed copying secret documents and see]I not bf Chal¬ 
lenged. in bis years as * spy, J^hiL Walker repeatedly made 
photocopies of code books and carried rhem home in his 
briefcase and never amc dose to Retting caughr. (Walkerwas 
finally caught when his rat-wile, who bad known about his 
spying fur years, turned bim in to the l 1 BT.) 

Computers tis Spy Tools 

The use of computers has totally changed the nature ol 
spying, mostly to the advantage of tiro spy. 1 he easiest docu¬ 
ment of fib to steid is a document Stored in binary format in a 
comp liter, provided you have access 10 the computer and 
know how to access the information. It takes only the tight 
kind of floppy disk and a few seconds alone to copy rhe 

desired file to the floppy disk. 

Most computer security programs are designed to keep 
strangers out of rhe system, but the whole purpose of recruit¬ 
ing a spy is m have someone who has access to A system- The 
belter security pmj^ains have a compartmentalized network 
that requires passwords to access the most sensitive informa¬ 
tion- However, a knowledgeable compurer expCR can often 
hack into such reserved areas. Better yet for the spy, those 
who have access to the sensitive areas of the network are otic □ 
extremely careless in keeping passwords secret. They may 
write passwords down ill a notebook: use easily discovered 
passwords such as their mothers’ names, their addresses, or 
their birth dues; or get sloppy about checking to make sure 
that no one, nut even their if listed secretaries, is looking met 

their shoulders when they lug in- 

Anyone w ho intends to run an espionage operation against 
any modem organization should be thoroughly film ilia: with 
computers and should train Their tCCmits in the use of com.pLit¬ 
ers. A janitor or chauffeur everyone assumes is- computer Mn- 
e T ate may gain access to the nr^arLiastion’s computers <U times 
of the day when he can browse through hard disks and network 
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directories with minimum risk of discovery. I ore diet that, 
increasingly, the best spy of all will be the individual who has 
access to the organization's computer data disks- 

Ji is; nor only «sy to Steal imcHigpflCt documents oft a 
computer, it is also easy to smuggle the stolen documents out 
of ;hc office, Computer floppy desks can be hidden m a pock¬ 
et, slipped into the Lining of a coat, taped to the mnif rh ;j-G h > 
m pur into an envelope and mailed out of the building, ihc 
information can even be encrypted, then sent MU as e-mmi m 
ibe spv’s home computer. 

Computers in The spy’s home or workplace car. also he 
used as hiding places for stolen digital mfurmauon. 

The techniques of using computers M spy tools and pro- 

tecdlkg The integrity of *■= «l« ^ b ^ wd tl!C “ upC ° f 
Ellis book, Any intelligence agent intending to use a comput¬ 
er as pare Of an inidligcnce-colleMioo operation should go 
thToug.il the following checklist; 

* Don’t save or store any documents you wan t to keep secret 
on the hard disk m a floppy disk with no enefypoun. 
.Always work on plain text documents m RAM memory 
and encrypt before STOring tile information on disks. 

- Always use a total erase program when deleting any sensi¬ 
tive file from a hard or floppy disk that you or your spy 

controls. . 

* Kec P all sensitive i n form at ion in encrypted format on Llop- 
py disks rather than rhe hard disk drive and have a hiding 
iiince for suds disks that is located as far front the comput¬ 
er as is practical. Take the disks out of hiding only' when 
working on them and return them CO their hiding place 

i snmediatcly w hen you’re fin ished, 

* Most encryption system? sold on the market can be eainy 
broken, including many that advertise [hey Citl t be bro¬ 
ken. Many of The encryption systems bundled with wind 
processor software are not secure. Know what makes an 
encry ption pjogra.ro trustworthy- 
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- Ever, if you are sure yuu have the best encryption program 
availehlc, dnnbJc-cncjypt everything, tiding am different 
systems. 

* li yQU *“ raiding messages by modern, always use an 
encryption system based on the RSA analog and a public 
Key cede. Among ihe hear of these program* [S Pre Tt y 

, _ Privacy; which can be found on man v computer bul¬ 
letin boards for free. 

' paSSW ° fds frc <l ucn£| y The great advantage of the 

PSA encryption system is that rhe public key passwords 
can o= changed daiFy and given out in d n opett message. 

* Be aware that it i s p-ussiblc to read a computer screen from 
a distance of up to several hundred feet with equipment 
that can be put together in a garage. Always take steps to 
ensure your computer is isolated and electromagnetic 
emissions arc minimized. 

if you don't Understand what Pm talking about in any of 
the above points, don’t pur yunr trust in compilers until you 
do If you do understand what T am talking abou t, von will hot 
O nly be able to use computers with same degree of confi¬ 
dence but you will be able ccs quickly and easily steal com¬ 
parer dara off rhe computers of most people using them. 

Hiding Stolen Ekicumenrs, Reports, 
and Computer Disks 

The spy in use have a see u re place to hide reports, photos 
f'.m documents, computer disks, and anything else he might 
m-al urn 1 1 they can be safely delivered to rhe case officer. The 
spv Should identify hiding places that include hath places 
vuore he can store materia] for several weeks md quickly 
stash Something in an emergency 

Die more permanent storage place might be a hidden floor 
safe at the spy a home, a safe deposit bay in a load bank, a rent- 
ed storage space, a waicitigjir box buried m the backyard, a hid¬ 
ing spot m an attic or a basement, or a hoflowed-wut spot in a wall. 
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1 be Spy should identify at least one temporary hideaway 
in every location where he wilt be holding ITlfllCirial for any 
period of time, even fora few minutes, in case an unexpected 
visitor pops in. 

The temporary hiding place may be nothing more than a 
desk drawer with 5 false bottom or a picture on the wall with 
an envelope mounted on the back. It might be a throw mg in 
a comer, a piece of upholstered furniture with a smalt -slit iu 
the fabric, an envelope taped CO the bottom side of a desk or 
file Jrawel, a plastic bag in a toilet tank, a hnLlowed-out book 
on a bookshelf, a large vase filled with artificial flowers, or 
even a piece of outgoing mail, 5 ramped and addressed to a 
nonexistent person. Such quickie hiding places will not sur¬ 
vive a thorough search by a professional investigator, but if a 
spy is jingled nut for that kind of tiCalmt/it, his cover has 
already been blown, 

The ability to hide material is 30 impOfTOHE chat every 
intelligence collector should make it a habit to identify such 
hideaways automatically wll£(l be enters a mom, even if he 
doesn’t have anything to hide at the moment. 

establishing secure communications 

BETWEEN THE CONTROL OFFICER AND SPY 

The higher the security threat level, the greater rhe prob¬ 
lems associated with personal meetings between the case offi¬ 
cer and the spy. A Cl A CJSe officer working under embassy 
cover in Chios assumes that the Chinese counterintelligence 
agency will have him; under surveillance around the clock. 
J lie MBit applies for a KGB officer working out of the Soviet 
Embassy in Washington, D-C- So to such cases, the CaSC oflfi 
cer may personally meet with a spy he controls only once 
every two or three veara. 

Gn ihe other hand, a tobacco company intelligence officer 
who is gathering information on an antismuking polilieal 
action group dnesfa't have to worry too much that some-tine- 


The SH.iJHFrv ASPECT 


Ifi5 













nushr him o«ting With hi, apy ™dc the »T5* W- 
ftt even in this relatively secure srtuillO^ the k^srhe peo¬ 
ple being spied on know aboill the case officer and htS Ctm- 
uura with the spy, the better the security. 

Fortunately, when personal contact between The two * 
most critical (during the recruitment phmse), the recruit will 
aoi. be doing arty actual spying and the of the <>P™o 
being discovered are nor « great as they will C^ntulMj be 
Once the spy Siam providing intelligence, he w,!] realize that 
he is engaged in a dangerous actmry and will be anju ° 115 *° 
avoid detection. Therefore, he will probably concur that he 
should limit Further contact with the case officer to occasional 
meetings and that he must excise extreme caiman in pass¬ 
ing stolen infnmiafion cut to the case officer. 

Although a case officer should handle his spies from a* 
great a d,Stance as is feasible, be must also cstobbsh a system 
for the spv to pass inform^™ to the case officer md for rhe 
s py t» receive queries, msIfUctiOM, and payments, Hm is 
When both the spy and his case officer ate mosi vulnerable to 
identification and capture. Therefore, case officers workman 
dangerous circuflisumocs, such as someone spying on the Id A 
for the KGB, go to great lengths to limit the dtred coC.nct 
between a ease' officer and the spy. (For example, while spy 
ing tor the KGB. John Walker met with his control once every 

two ur three years.) ■„ 

Com,n\,mcfldoors be tween ctmuol and spy in hlgh^k sit¬ 
uations ate Often limited to some vans non ol pubhfly posted 
messages and foe use of dead drops, Publicly posted messages 
are coded and placed in locations that tell either foe case offi¬ 
cer nr foe spy that a certain planned aetinn should be cafcefi- 
Kuch messages might be an advertisement in a newspapers 
poster OP a bulletin board in a supermarket, a piece of graffiti 
on a walk or a chalk mark on something that can be seen from 
the street. A dead drop is a place where documents. Wins, 
mcinev, and Other materials can be left by one patty and picked 
UP hv another partv wfth no direct contact hetwcen them. 
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KGB case agents operating in the United States during 
rhe Cold War preferred public mailboxes as the place to po, 
I^edcnJUd When Rick Ames to pass 

to his KGB control officer, he would mstc a '- ,3r 

L Of three different *00 b~ 

fmiCB ro ai1 d from work The mark would be a cross, a man 
Ot some ofoer sample d^- The KGB case 
drive by each of the letter boxes once a week or so. W htnever 
be saw the coded mark, he would know that Ames bad some- 
, h , n r to deliver. He would then wipe foe mark off the ma,l- 
W as a iienal That he had seen the mark. 

When Ames saw that his message, had been roceved, lw 
,„ U I8 take the pauket ef material tn * dead *■* ^ ^ 
ai-cadv been tuid about. The KGB reagent hit.dl.ng Ames 
nroiilSeti detailed instructions on tht Incatltm of dead i,0p 
fnrludme photo, of the spec marked with a felt or a grease 
~n T^ctoresand the tostshowed where re hod the des- 

To'naJd dead drop, which might he a hoik™ t«c.«. • «** 

L hidden behind a «K* - » ™odod ^h 

A similar dead drop arrangement « used be At. no c M t 
deliver materials or information to the spy—=*. S P“‘” 

: , «lns for setting up a faee-to-fsee rr.eet,u s . any 
“™ OWO J m the SPY, and detailed direct.™ for -here the 
“ dead drop would be. Naturally, both patt.es have toeacr- 
“SL'oarf* in approaching a dead drop re ensure 

*ays in, posting dis¬ 
guised merges in publ.e pUtcea. A. » J 

5^™** personal section might read, 
loves TO" buL mean, “1 Have informant, for you to caUea a 

■ .. •> The disguised message could jusl as easily b 

;tahL in hej-and-foond see,inn. One black do* who 

™“ s to Red, eouW -lly mean "Ton have 4 drop waning 

“ P Dn™Wo,id Wat II. the Brins!, government regularly 
passed information ,0 agents behind German Unc S by ended 


167 


TtiF. SECGK3TV ASFkGT 













announcements un the TCBS short-wave broadcasts. Other 
w-'SVS of posring public .messages include arranging the cur- 
ains on a window in a special way, leaving A car parked facing 
down the driveway instead of up, pulling an irem such as a 
chi.d^ toy in a car window while the cat is parked in iis usual 
place during the workday, or even wearing a particular irem of 
clothing, say a hat OJ a topcoat nor worn at ocher times, 

I^mver-TJirrjl Security 7 Skmirions 
Kccruiling and managing spies in low-threat situaTIOns 
involving private parties or commercial businesses will general¬ 
ly not involve the extreme communications procedures just 
described. Nevertheless, there is always a chance thill the larger 
nf the $p\ operation wjJJ identify the recruit as someone who 
may be spying against it. If rhaT happens, the Dirge 1 . organi 73 - 
tic?n s counterespionage officers will attempt lo follow the spy 
and identify who is receiving rite stolen material. Therefore, in 
even a Inw-rhrcat situation, the case officer must tsot allow 7 any¬ 
one to identify him as someone who has tegular contact with, the 
Spy if he has no good reason to be meeting with him 

Direct Visual Coiuact 

When dealing in a security situation in which there 15 hi¬ 
de chance that the inicIJigence cargoT could identify the Control 
officer as an intelligence collector, the case officer can set up 
occasional visual contacts under circumstances in which either 
rhe recruit or the ease officer can initiate the contact when both 
are in the same area, if rherc is a need for suclr contact. Such 
approaches should appear to he a parr of the regular life-sty le 
Oi buth the recruit and the case officer. The ruo people might 
go to rhe same church every Sunday, cat lunch in the same 
restaurant once a week, regularly atteEid movies at the same 
theatre or rent videos at the. same store, jog in a park at the 
S3 me Lime each day, or use rhe Same supermarket for weekly 
shopping. The case officer and the recruit can stop and talk tn 
C3th other for a few tiJOEnencs when they meet, passing verbal 
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information back and forth at required- They mighL even pick 
a small bar or a park bench as a meeting place. 

In more seenriry-sensiLive situations, Ehe case officer 
might arrange a simple series of visual signals lhat can be com- 
monicared if contact IS desired as he aiid his spy pass each 
utber or Spot one another across a loom or an open area. These 
kinds of Signals, are limited only by the imagination of the case 
officer arid the setting of the assignstion. 

In one example, an intelligence entrepreneur who worked 
fnr a major manufacturing firm recruited 2 spy inside the 
regional Occupational Safety and Health Administration 
(QfSIlAj office. The spy’s sole responsibility was to culleCt any 
information on employee complaints filed agmnsr the enmpa- 
nv so chat company directors could take corrective action 
before an OSIIA inspector showed up at the plant. The spy 
was an avid jogger, so the case agent began jogging on the 
same path as the spy 31 couple of rimes a week, but the agent 
ra:i in the opposite direction, Most of the time they would 
pass each other vrirhow even a nod or a smile of recognition. 

Whenever the spy had something to pass on, he would 
wear a college sweatshirt when he jogged hu: would give no 
indication he knew the case officer when they passed on the 
trail. The spy would pui the information in a dead drop the 
Cxt day hiding it in a plastic bag that he would toss ni <i tfosh 
can along the jogging path. Within minutes, the case, agent 
would pick up The bag. retrieve the document us he jogged 
along, and then put ,m envelope with the payment in the bag 
and drop the bag into a second trash can along the way. Tne 
Spy would pick up rhe payment as Eie passed the second trash 
can 011 IliS way back home. 

Each of ihc joggeis had another special sweatshirt he 
would wear if he had something to talk about, When the jog¬ 
gers saw that signal, they would pull Up 2nd stop ul A dim king 
fountain along the way, taking rime foF a quick chat, but rites 
would neveF exchange any mate rial at rhac time. 

Iei other situations, v. cdimg a wristwatch on rhe right hand 

169 


TbJE SECURITY AsJ'ECT 





maghr indicate a request for a private meeting or rhe raced to 
deJiver information. Placing specific hems in n shopping cart, 
carrying a magazine under a specified arm, wearing a har oj 
ruse wearing a hat, removing and cleaning a pair of glasses, 
dropping somethin" arid then picking k up, nr crossing one's 
legs while sitting on a park bench can all be arranged signals 
between rhe agent and has spy. The Messages arid the codes 
should be kept as simple as possible, limited tn pretty much 
[he to 11 owing kinds of scare men ns: 

* I have material ro pass to vnu. 

* Wc need u> meet so w-c catl talk. 

* I am being followed. 

* You have a rail, 

* Everything ia okay. 

Both rhe oil- urns trices and the specific codes used 
should be varied, and whenever he makes a drop, the case 
officer should pass on new- instrucrions to he followed until 
the next drop. 


Making an lixciiungc 

There are many differem ways to make exchanges in low- 
thre;i[ security situations witliout allowing anyone to see the spy 
ami the case Officer exchange anything. For instance, e±lC spy 
might follow die control officer into a bath mom, where each 
en reci a stalk The spy patSes a package of stolen secrets unde: 
the stall wall to the case officer. He .remains Seated trod] the case 
ufhccj has left rhe bathroom with the package. Or two people, 
each cany 13.1“ briefcases, board a bus at two different siopy. They 
stand of sk near each other When one of them gets ofiFibe bus. 
no one nonets that they have switched suitcases. 

Couriers 

Some intelligence officers prefer to use couriers, usually 
service agents, tn carry 5 information back and forth between 
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case officers and theij reentries. Sometimes rhe courier is 
someone aheadV mside the social circle of the recruit, but is a 
petSOtS whom The ease officer fCCftHied separately. Sometimes 
a courier may be ihc person whti first helped entrap the 
recruit, such, as the woman who Started sleeping with him or 
the man who loaned him money. Sometimes A courier will be 
unfamiliar to and with the recruit and the material he is carry¬ 
ing back and forth. A case officer might even USC a profes¬ 
sional messenger service. However, all material sent by couri¬ 
er Of messenger must first be encoded in some WAV. 

Postal Service 

Although seldom discussed in the literature of spying, the 
snail man delivers a good percentage of the CvrflQjiHin i cations 
between spies and [heir recruits. The case officer will l'CIiT a 
post office box, a commercial mailbox, or Sometimes a small 
ajiarvment of business office that will also serve as pan of his 
false-fbg cover, This allows uhe spy to Mail whatever he has 
to the case officer. 

Jr may even be possible feu the spy 10 use the postal sys¬ 
tem at his business, government, or embassy office. All the 
spv has to do is drop a letter with a lake return address into a 
mailbox. Two days later, the ease officer can pick up the inlor- 
matEon at htS post office box. which is rented in a lake name 
and home address. For additional security, the case officer will 
not pick up his mail personally, hot rather bend a service agent 
w ho will follow standard Surveillance detection and avoidance 
procedures before and after he has picked up the mail. 

The mail can be used both ways. The recruit con also rent 
his own post office or commercial mailbox to which the case 
officer can send him mail- 

It may not be necessary for the recruit to bother with, pri¬ 
vate mailboxes, especially in the United States- Because of 
rhe massive amount of junk mail that is dumped into every 
mailbox in rhe country. It is easy for a case officer CO send mes¬ 
sages to a Spy that are designed to look like junk mail. The 


The SEGL'RJTV Aspect 


171 








pieces junk mail could be an luviuriori Fof a 'Tree ritp' 1 to 
Las Vgas, an obvious sweepstakes Seam, a soficnaston to buy 
ui a rime-share apartment, Of any of [he oihcr scams 
med by direct-mail pitch anists. Only the recnm will recog- 
m?.c Lhe piece of mail as a Message from his tioiayroL officer, 
•buch a scheme may even involve secret wiring passing an 
uvcr the message or j> er haps wiping the page wirh a 
them real solurion will bring our [he secret message written in 
the margins. 


^ I eJepbone CoimnimicaHons 

Tjjc number of daily communicarions during which sen- 
SITJVC cn "™^iaJ, Sovernffiunt, and personal information is 
^changed numbers in the tens of millions. Business exK ,r- 
T1VtS t ^ scuss m ulribiflion-clollar contracts, police officers ralk 
abonr upcoming drug brisr, and thousands of men and 
women set up rendezvous for adulitrv every dav and never 
have any feats about being tapped. At low-threat security lev- 
, ’ fht ' ca ^ Officer and che fecruir will probably talk front 
time to rime on the telephone. However, anyone digging in 
any illegal activity takes a great risk discussing such activity 
over an open phone line. 

Depute borh the legal and technical difficulties, govern¬ 
ments cart mrcrcepr and listen in on phone lines, and they will 
do so ir they have enough reason to focus On a single individ- 
Ua] - . d ^mnsent agency suspects chat one of their emplov- 
ccs IS spying, one of the first things they will do is request 
telephone: records and put a pen rearer ur der on the F,« c A 
pen register i used by police) wall record all the numbers that 
any given telephone dials, Such a technical step, which Is 
done Lhc telephone exchange rather than where ff ]e spv „ 
waited, does nor require a court order. Therefore, once a Spv 
comes under suspicion. law enforcement officers will quicklv 
be able to identify every number he calf? its the future and all 
I ung-dis entice numbers he has called in the past. At some 
point, the government will get enough evidence to obtain a 
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warrant Ibf a phone tap. WelJ.fimmced critninal organizations 
:iuc L:ge corporations can also usually find a way to tap a line, 
even Lhnugh They will have to break the law to do lL 

Anyone engaging in spying in high-risk situations should 
"Se extreme caution whenever calking on. the telephone and 
must assume that semeftne it hsttninp to awry mtrJ. 

Whether One is an intelligence officer or just an ordinary 
guy the following list of Telephone security rules will keep 
anyone ou r of tru u blc. 


* l>wrt ever discuss any illegal activity over any telephone to 
which you are known ro have access If von must make a 
tall for Such a purpose, make it from a public phone to a 
public phone. This means that arrangeinents must be made 
m advance so that The person receiving the phone call will 
be monitoring the public phone when it rings. 

* Whenever using a public phone Oi making sensitive calls 
froni a private hue, either pay with coins Or with a prepaid 
LOng-dLcariee card, whjclt can be purchased anonymously 
in -.upt rmarkers, drugstores, arid even the post office and 
cannot be Traced to you. i Remember that these prepur- 
cba.sed Telephone cards can be used to make local calls, 
albeit at long-distance charges.) 

* Remember chat the easiest way ro intercept and listen in 
on a tclephune call is to pick up att extension. 

Dun t discuss sensitive inJurmarinn, even yout credit card 
numhers, over any cellular, cordless, or other type of phone 
rhat tnansmirs a radio signal. 

' LWt use clever code words of trite phrases, such as 
calling cocaine "Coca CoL” or talking about going on a 
fishing trip when rhe planned activity' is a recruiting 
session, with a potential spy. If you find it necessary io 
Talk iu any kind of code, then you should be sending 
encrypted messages through the most sophisticated 
encryption systems available. 

■ La photic must be used in an emei^Citty; use i simple code to 
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tcfi rhe (trhcr paity lo go to a prearranged public or safe pEione 
Lirni stand by to receive a &lJJ Or to call a prearranged number. 

Using Computers and Modems 
tor Secure CommUiiicahons 
Just as The author cannot address ail the issues of using 
computers in data thefr.. storage, anil retrieval, licit lie I Cm he 
explain to This book all of the ms and otlts of using computers 
for secure cam monies lions between a case officer and & 
recruited Spy. Nevertheless, if both the case officer and ihc 
recruit have access to a modern compurer, a modern, and a 
telephone line, then the ease officer will want to take advan¬ 
tage of the World Wide Web and e-rnarl. 

Been use all modem signals Travel through oo-m mercial 
telephone Sines, they present all the same security problems 
that the Telephone presents. Phone lints tan easilv be tapped 
by law ctdurcement officers or anyone who has access 10 the 
interior of the budding or the phone connection box. People 
who Tilp phones will have computers and modems, TOO- Send 
an open message by modern and sbey will ft ad iL before the 
addressee SCCs it. 

Even it. computers and moderns c-an make communica¬ 
tions much more secure than a simple phone cat!, provided 
rhe operators understand The TCClmology and the systems- as 
wdl as their limirarions. 

E-Mail 

The first advantage of e-nmptiTer communication is c-maif. 
Anyone with an Internet connection Or a connection 10 such 
commercial information services as CompuServe, America 
Online, or [bodily can send anyone a message, any place in 
the world, by connecting with a Inca! number. Fen registers 
and phone records will show only the nuEnber of the Internet 
server or the information service. 

N"o e-mail message is secure unless it is encrypEed with a 
sophisticated encryption program. Ircnn be intercepted while 
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it jS in the office network, on the Internet, semed in the hard 
drives of the computer information service, ami in transmis¬ 
sion. L-mail messages are also on the hard disks of every-com- 
pUDer they pass through, often fur long periods, even after 
they have supposedly been erased, Much of the Lranpic 
scandal Thar so hadiy damaged rhe Reagan administrations 
public image resulted because people like Ll. Col. Oliver 
North didn’t realize how public e-mail can he and how com¬ 
plicated it is to erase e-mail so that it can never be recovered 
at any poult along [he line of transmission. No one shoisld 
ever write anything hi an opCsi e-mail message that he 
wuuitJii’i write down on :1 piece of paper and toss out the win¬ 
dow for anyone to read. 

Despite the many security risks, e-mail dnes provide a 
quick and easy way to prist public: messages, i e., messages 
rhat appeal to be innocent, but arc in fact coded instructions, 
Internet newsgroups, discussion groups on the commercial 
services, and thousands of private computer bulletin boards 
provide places where anyone can post a message as part of an 
nngoing public discussion. Literally thousands of diffident 
subjects are continually debated in such open forums with iit- 
tle or no limitation on who can post a message Of vvhar can be 
said, insults are iraded back and forth, and a lot of illogical 
nonsense floats through The discussions. 

To set up a system of public messages, both parties have CO 
do the following rhrre things: 1) know the e-mail address or 
cover name each will be using, 2) agree Oil The public discussion 
giOup They w ill use and the coded wording to be used, arid 3) 
know the time frame foi cheeking messages. For example, the 
case officer checks the news group alt-talk.guns on a daily basis, 
watching for fl HKSSage posted by were.dogt^iipercnm.eom. 
S', hen he finds such a message and it includes the wO/d tvU, he 
knows that there is a package waiting for him aT the drop site. 

This Is a much better means of pu&tissg public messages than 
buying an ad in ii newspaper and running a coded message of 
making marks on mailbnxes. 
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Encrypted E-Mail 

Some oompnrer encryption programs 1 make Lc possible ro 
send e-mail messages in id encrypted formar that may be so 
secure that even the National Security Agency’s computers 
won't be able to break tbc encryption. Again, any case officer 
who doesn't know a Lor about encryption shn-ul-ii not attempt, 
TO use computer encryption in a high-risk SCCUfiry si mat ion. 
Bat those wliu do understand This esoteric subject can semi e- 
rrtiiil eeanyone in the world with a reasonableex peers non T.har 
the message will be read only by rhe recipient. 

Encrypted e-mail messages cats be sent, through the Internet, 
commercial computer information services, private bulletin 
hoards. Of direct compi]rer-to-ccwnputer plrone connections. 

However, there is urtC serious problem with an encrypted 
message: rhe mete fact chat it is encrypted will be Seen as evi¬ 
dence that both parties arc engaged in some kind of illegal, 
immoral, or disloyal behavior. It" a government agency- sus¬ 
pects (hat an employee is spying and it caps a line and discov¬ 
ers that he is sending: encrypted messages to someone, the 
bureaucrats will take That as proof of spying. 

The way to avoid this problem is to rake rhe same pre¬ 
cautions rhac yon do to calk un the telephone. Both parries use 
public phones, and if r|re calls are long-distance, they pay with 
either coins or, better, the prepaid telephone cards- Besides 
encryption, artorher advantage of computer communication is 
that both parties don’t have tr> be on the line ar The same rime 
to communicate. 

A scenario such as The following might work. Earl E lutkn, a 
real estate speculator, recruits Dennis Powers, an engineer working 
tor The Coy Highway Commission, tu copy files out of the eurift- 
mission’s computer that describe future city highway consmrencvn 
rowcs. On rhe first Saturday of each month, Harden checks into a 
hotel under the name of Craig Beasily He attaches the modem of 
his desktop computer to his ronm telephone and sets the comput¬ 
er software SO That iL will answer the phone when it lings. C.Harden 
doesn't have to wait in the hotel room for the call,) 
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Sometime during rhe day. Dennis Powers rakes his note¬ 
book cuirspuicr CO the- city airport where there is a courtesy 
office for httsiness travelers- He connects his modem TO the 
phone at a oGuncsy desk and, using, his prepaid callingcard, 
calls tire hotel anti asks to be connected cc> Craig Beasily's 
room. When the computer in the hotel room answers, 
Dennis punches the right commands, and his computer 
downloads the Laiesr Stolen data in encrypted format to 
Harden’s computer. I le then downloads a file from I lardeiT’s 
computer, which puS&CS on instructions: for future contacts. 
Later in the day. Harden picks up his computer and pays; his 
hotel bill in cash. 

REDUCING PERSONAL CONTACTS 

Obviously; you should avoid personal contact as much as 
passible. Bui even in high-risk sitoaiioms, brnh the control offi¬ 
cer and the recruit wj]J occasionally have co meet face-tn-face, 
Sometimes, the spy may request such a meeting to ask JOJ more 
money nr explain why he can’t produce everything the case oLEi- 
cei cupccT-s of him. Merc often, iT will be the case officer who 
will request the meeting, perhaps TO provide some additional 
training and guidance, administer a pulygraph rest, nr do an in- 
depth iaierview to evaluate the honesty of the spy Is rcpotnng. 

The cast officer must remain in control when it comes to 
arranging meeting, even when it is she spy who is requesting 
the personal contact. The case officer mum decide where .md 
when to meet and how the recruit will travel oo the meeting 
place. He should pick meeting places when: he is totally famil- 
mr with the layout sod the ordinary traffic through the area. 

Government intelligence ease officers working in high- 
risk situations will prefer, if at all possible, to hold meetings 
with recruited spies in a Third country, preferably one in which 
the Local government is mure friendly [©ward the government 
who is running the spy, Remember that the Mosad seldom 
puts its case agents in a hostile Arab country. It rcciuiLS Arabs 
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35 spies while they are traveling Lai Western C0UJ1fries and 
hnlcls ail meetings with such Spies in friendly Western uouu- 
tiies, JLij tllf case of Risk Ames, the KGB uuntrul officer would 
meet with him in Ccxlombia while Rick and his wife were vis¬ 
iting her mother 

Even rhose w r ho are engaged lei pfivarc intelligence col¬ 
lection are well advised LO meet wirh the spies they control in 
another state, atwrher region of the country, or even another 
country. The farther they are from home territory, the lets 
likelv jt is that the relationship will be accidentally exposed. 

If the spy cannot travel to 3 distant place or a foreign 
country, then ctlC case officer will have ID identify a. secure 
place where the meeting can be field closet to home. Iri low- 
tSueat situations, [he case officer may decide lo meet in SOdlC 
public place, say a park of restaurant. However, if the session 
will include training or last a long time, the case officer will 
wane to arrange fur a site bouse. 

Safe Houses 

A safe house is any private place controlled by the case 
trflieei OX his agents, which has not been identified by any 
counterespionage or scoui its agency- It may be a Fencal house 
Oil a large piece of property ur an apartmenl, but it works bet- 
tei if the apartment is not in a building chat has a duurXIfUXI Of 
a security sy-ssem. Hotel rooms GUI also be used as a .safe 
house When the room is renteil just before a meeting is 
scheduled, the case officer C;>n be reasonably certain that the 
room is secure, especially if he Of one of his agents picks up 
the Spy at another Spot and takes him to the hotel. 

Ti is always best if the recruit doesn'r know prior to The 
mooting w here the safe house is. He should be picked tip at 
another site and taken to the sate bouse. If The case officer 
intends to continue TO use the safe house, the spy should be 
blindfolded or perhaps travel in the back of a truck or van so 
he can’t sec the route of travel. 

Whenever the case officer meets one of his spies, the case 
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officer must always arrive at The selected Site before the 
recruit. Someone working fur the case officer shnuid keep the 
recruit under surveillance from the time be departs for the 
meeting until after he has returned to his home or place of 
business. If the case officer or his agents spot anyone s un¬ 
veil! ing the recruit, the meeting site, Of the case officer, the 
meeting must be aborted ami the case officer should leave the 
area immediately. 

If the meeting includes a training session or a trip to a for¬ 
eign country, the spy must have a good cover story to explain 
his absence to his employer and family. Although it may never 
be used, the cover story should* include explanations 

for the spy’s actions at every point during the crip, from his 
home ox office to the location of the meeting. 

The best cover stories arc those that include several differ¬ 
ent layers of deception. In one example, a Colombian dru| ring 
had recruited an informant inside the Coast Guard office 
responsible for drug interdiction on the high sea?. The dmg car¬ 
tel Cose officer wanted three days with the informant, a young 
flight lieutenant, to train him in the use of a sophisticated enm- 
piner communication system the sp> would be using to send his 
repuTts to Colombia via the Internet. The drug lords, through a 
company they controlled in Mexico, set up a tourist promotion¬ 
al contest that oiferod a week’s vacation in Ouncun, Mexico. 

The lieutenant entered and won the rigged contest and 
took the trip, Afrer he checked imo a hotcE in Can cun, he met 
a pretty Argentinean woman XXL the hotel bat in what wouid 
have appeared to any surveillance to be a casual pickup. The 
Argentine was an expensive international prostitute who had 
been hired by the drug cartel but who had no idea she was 
working for drug traffickers. She carried a sealed envelope of 
instructions that she gave to the Coast Guard officer as soon 
,!s they were alone in a hotel room. 

After spending the night with chc woman, the lieutenant 
called his office back home and told his secretary thar be was 
raking a car excursion to visit the ruins in the Yucatan 
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Peninsula for rhe dav. Me then rented a car and asked for a 
map of the Yucatan before driving away with the Latin 
American woman by his side. 

Following the instructions, thev drove to a Mexican town 
on the river across from Belize. The two checked into the best 
hotel in town, The lieutenant then deliberately disabled the 
rental car and left it in a local repair shop to be fixed. A van 
pti ked him up as he walked back to the hotel and took him to 
a ranch several miles outside of town and on the Belize side of 
the river where the lieutenant spent two davs in training. The 
Argentinean woman staved in the hotel room in town, order¬ 
ing room service for two and keeping the "Do Not Disturb" 
sign hung on the door (The cartel supplied another woman, 
one who spoke no English, for the lieutenant's pleasure dur¬ 
ing his two nights at the ranch.> 

When the lieutenant finally returned to his hotel in 
Cancun. he called his secretary and described an unfortunate 
story of his car breaking down and his spending uncomfort¬ 
able nights in a small Mexican town No one ever checked his 
story, but if someone had. that person would have discovered 
the lieutenant's secret sexual escapade, but no evidence that 
he had ever entered Belize from Mexico. 


Chapter Fifteen 


Case Studies 


T he following studies demonstrate the different 
techniques and plots that can be used to recruit 
a spy. Readers should ask themselves how they 
would have created the scenario, what stage decorations 
they would have used, how they would have approached 
the target for recruitment, and how they would have led the 
target into treason. 

CATCHING QADDAFI’S FLUNKY 

In 1980, Khalid Al-Daraji, a Libyan munitions expert, was 
working on the Libyan air defense program. His duties some¬ 
times required stays of several weeks in Rome as part of the 
Libyan effort to buy high-tech air defense weapons from 
European firms willing to trade technology for petro-dollars. 
Khalid always left his w ife and family in Libya when making 
such trips. The CIA identified Khalid as a possible recruit 
who might tell it something about Libyan air defenses. CIA 
intelligence officers working undercover in the U.S. Embassy 
in Rome designed and implemented a plan to entrap Khalid 
the next time he showed up in Rome. 

As was his custom, on his next trip to Rome Khalid stayed 
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m a small hotel apiirtniCfll and took the bus each day 10 his- 
Otftce in rhc Libyan Embassy, As be was wairmu one morning 
1T the bvs smp, a younj^ Italian woman walked Up and stood 
waiting beside him. She smiled at him, but neither spoke, A 
[CW minuiEcs laTCJ, a !mgc sedan. pulled up to the Curb, driven 
by a middle-aged man dtessed in a business suit; the woman 
£ot into she ear. and -off rhev drove. 

tor the neve three days, Khalid fomid the woman waiting 
Jur her ride when be arrived at [lie bus scop. She was always 
rhc only other person standing there. While she always smiled 
it him, and i eoupFc of Tames said good morning, ifoc shy 
Kllidid never tried to start a conversation. Each day the man 
in rhe ear cam* by and picked Fret up. 

On the fifth day, the ear didn't show up at rhe usual time. 
I he woman didn't look worried about rhe failure of her tide 
to appear, and about five minutes later she boarded a bus that 
always the stop jnsr a few minutes before Khalid"? bus 

came by. 

Leas than -50 seconds after the bus had pulled away, the 
man in rhe car pulled up to the srop, He rolled his window 
down and asked Khalid if he had seen the woman he usually 
picked up. Kb did answered that the woman had just taken a 
biss. 1 he naan thanked Kbalid, and then, in what appeared to 
be an afterthought. asked Khnlid where he was going. When 
Khalid rold him, the man said he was going that Way and 
offered Khalid a ride into the ciry center, which he accepted. 

The driver of the car, who Spoke- English with a British pub¬ 
lic school accent, introduced himself as MacrhCv. Clark. He 
explained that thte unman, Eva, and he worked in the same 
building. He save her a ride whenever ir was convenient. 

bui the rnesi several days, when Clark stopped to piek lip 
Eva, he nl-So offered Khalid a ride. As thev rode along, 
Matthew directed the conversation mostly at Khalid, asking 
him about North Africa ami Libyan culture. Matthew also 
talked a little about himself and his business, which was 
putting together international trade deals for a German trade 
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consortium. By the third day he was, asking Khalid questions 
about the Libyan economy ntld lire possibilities for trade 
Opportunities in Libya, 

When the conversation drifted into a discussion of restau¬ 
rants on rhe fouftb day, Matthew asked Khalid 1 ? recommen¬ 
dation tor a gtsndi North African restaurant. When Khalid 
rep iod [hilt tte almost never ate in restaurants, Matthew 
insisted that Khalid go to dinner with him that evening. 
Khalid accepted the invitation but Suggested he would prefer 
to try a good French restaurant. Matthew took the suggestion 
as evidence that while Khalid Was enjoying his new friend- 
sb:p, be did nor want to risk running into anyone from the 
• ibyans Embassy while in tile company of a European. 
Matthew' then asked Eva to join nhem as Fie planned on tak¬ 
ing Manila. (It was the: first time chat Matthew had men¬ 
tioned he had a woman in his life.) At dinner, Matthew intro¬ 
duced Martins as a business associate, although rhey acted 
more like lovers. Khahd found Eva a verv friendly dinner 
partner, who was obviously interested in him as a man. 

Thus began a four-way friendship chat quickly became an 
imp-nrtanr pari oi Khalid's Roman experience, but one be 
never mentioned to big Libyan colleagues at rhe embassy, 
Khalid especially wauled to keep his romance with Eva, 
which had blossomed during The - lirst dinner engagement, a 
secret from his Libyan com patriots. Thar very night, Eva had 
invited Khalid ro her own apartment, just down the block 
from Khdid's apartment, and made love to him. After that, 
Khalid and Eva frequently wens oiie to dinner with Matthew 
red Marc Fra. with Matthew' always picking up the check. 

Increasingly, Matthew focused the conversatiun when 
t hev were togcihor on pt^ssib le trade opportun i ti es for h i s fl rm 
in Libya. When Khalid talked enthtisLastjeally about several 
different possibilities for trade, Matthew asked if K hal id 
i.i. uld put some nt hts thoughts down on paper, promising to 
pav khalid il ihe report proved useful in discovering possible 
Libyan trade opportunities. 
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Khalid prepared such a report, which contained nothing 
of a sensitive nature. Matthew praised the information and a 
day later passed Khalid an envelope stuffed with Italian 
bank notes, which he claimed was payment from his part¬ 
ners. Khalid used most of the money to buy an expensive 
present for Eva, who was now sleeping at his apartment 
almost every night. Khalid. whose circumcised wife back in 
ban found sex a painful experience that she endured as sel¬ 
dom as possible, was getting the best sex of his life and 
doing a lot of pillow-talk bragging about the important work 
he was doing for his country. 

On two more occasions. Matthew- asked Khalid to write 
reports on economic and political developments in Libya, 
paying him well for each effort. The next time that Matthew 
asked for a report, he requested that Khalid jot down specific 
comments on Qaddafi s political future and the possibilits of 
his overthrow. 

Khalid's first attempt quoted the official Libyan line, sav¬ 
ing only the nicest things possible about Qaddafi. Matthew 
rejected that attempt and refused to pay for it, insisting that 
Khalid write the truth as he knew it, not Libyan propaganda 
At the same time. Eva was suggesting that she and Khalid fly 
to a Mediterranean resort for a weekend getaway, an expense 
that Khalid had no wav to pay for unless he could collect 
another payment from Matthew 

After a couple of days, Khalid gase Matthew a report on 
Qaddafi that criticized the dictator and described a number of 
atrocities he knew Qaddafi had commuted. Even so. the 
report predicted that Qaddafi had a permanent hold on power 
and (hat he would probably rule until the day he died of old 
age. Khalid begged Matthew not to divulge to anyone who 
had prepared the repott. and Matthew promised that Khalid 
had nothing to worry about. Matthew paid Khalid enough to 
splurge in a big way on his weekend with Eva. 

The next time Matihcw asked Khalid for more informa¬ 
tion. he asked foi information on the l.ibvan air defense sss- 


tem. explaining that his trade consortium hoped to outbid the 
current suppliers for the Libyan government purchases. 
Matthew assured Khalid that he would be serving Libya's 
best interests because Matthew's consortium would be able to 
supply better, more modern equipment at a bargain price. 
However, in order 10 make an offer that would impress 
Khalid's bosses in the Libyan government. Matihcw needed 
details on what kind of equipment the Libyans had already 
purchased, who had supplied the equipment, how much they 
had paid for the equipment, and how the equipment was posi¬ 
tioned to defend Tripoli and Benghazi. 

Matthew- promised Khalid that if his information made a 
deal possible, he would make Khalid a secret partner and 
Khalid might well make a hundred thousand British pounds 
or more. Matthew suggested that in anticipation of such 
wealth. Khalid ought to open a secret Swiss bank account and 
gave a bit of advice on how Khalid could do that. 

Both Eva and Martha listened as Matthew made his pro¬ 
posal. As soon as she and Khalid were alone. Eva began talk¬ 
ing excitedly about the expected money, and that night, 
Khalid experienced the best sex ever. In the morning. Eva 
suggested that if Khalid earned the expected money, he 
might set her up in an apartment in Tripoli as a permanent 
part of his life 

Khalid had to rewrite the report on Libyan air defenses 
several times, each time adding more detail at Matthew's 
insistence. By the time the report met Matthew’s demands, 
Khalid must have realized that he was selling his nation's 
closely guarded secrets. He no doubt continued to tell him¬ 
self, however, that he was selling those sectets to people who 
would nevei use them against Libya. 

In fact, the information provided by Khalid played a key 
role in the planning fot the U.S. air attack on Tripoli on April 
14. 1986. 

Matthew Clark was a CIA case officer working under a 
false flag. He was backed up by a team of a dozen agents. 
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Martha was a CIA expert on air defences assigned to the case 
en provide lechnicat advice to the CiAcnsc officer. Eva was n 
very expensive Italian prostitute who had no rnoTe idea of the 
True identity of Matthew than Khahd -did- The original plan 
was that KhaJld won Id take the hin-T 3 T the bus stop a Ltd Stan 
flirting ivith Eva, wLtich in Turn would Lead CO a dare and then 
sex. after which she would introduce him to Matthew. When 
the Shy Khalidi didn't take the bale Matthew changed the plan 
and made the approach hy offering Kfudid a ride. Fr-urcs LllCIC, 
tilings went according to pMfl- 


W HO‘S THE SPY? 


Lester Srapler got caught Up in what is perhaps the most 
convoluted spv recruitment involving a false flag ever put in 
place- Stapler had been employed as a civilian intelligence 
analvsl firf the Defense Intelligence Agency (DIA) for seven 
years. Then he left the agency and started his own private 
international consulting Arm. 

Working under conrracr with a U.S. airline company. Stapler 
went to Mexico City on an extended business nip. W hile there, 
he was approached by George BiCmian and Kenneth Brauer, 
who identified themselves as Cl A intelligence officers attached 
tu the U.S, Embassy in Mexico City, f hey said they knew about 
his previous employment with the D1A and asked him for assis¬ 
tance o setting up a scam to penetrate the KGB uperarion its 
Mexico, LCltifig ham he would be serving his country while mak¬ 
ing some good money. 1 hey explained they wanted Stapler to 
pretend to be a financially Strapped U-S- businessman who 
wanted to cash in on things he knew about the D1A by selling 
information to the hscal KGB .resident. 

The two CIA agents assured Stapler [hat he would be 
winking as a contract employee of the CIA while pcrlomning 
the service. He was given a civil service application form to till 
out, W-2 forms, and applications for insurance and dcttTh ben¬ 
efits, as well as [he standard security clearance update U>rm&. 
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Stressing that it was critically importaEsl thaT Stapler con¬ 
vince the Soviet resident Thai he had information worth sell¬ 
ing, George and Ken [old Stapler to give the Soviet iigent a Lot 
of detail abour his work at the DTA. When Srapler expre ssed 
sejme lieaimrion in doing [hat, fearing he might Let slip some 
secrciSi the three men spent several days in a hotel room 
going over what Stapler could tei! the Soviet agent about his 
previous emplovrtXE5T and what he shouldn't mention. 

During chose lung sessions, the two CIA men had Stapler 
describe in detail what he did during his seven-year career at 
the PI A. They drafted several dozen dificrcnT messages to the 
CIA headquarter! asking for specific clearance for what things 
Stapler could id case ami what things he should not ntenrion. 

Tbc two CIA men also gave Stapler a direct phone num¬ 
ber at the embassy where he could contact thorn. Stapler 
called the nusnbcr several times- The phone was always 
answered by a female secretary speaking AniCfican-style 
English with a slight Mexican accent and telling the caller he 

had reached the LLS. Embassy. 

piEring the long sessions in bore, rooms, the two incel li¬ 
cence officers frequently talked on [he telephone with some¬ 
one at the embassy while Stapler listened k> their side or the 
cunversatirrrt. They also showed Stapler the answers CO the 
messages they had sc nr m Washington. 

The three men eventually developed fl play book of spe- 
eifee tilings that Stapler could loll [he Soviet case agent once 
con cart had been rnadc. The final script ended alp being so 
bland [Hat Stapler expressed some concern that it wouldn't he 
enough 10 satisfy [he Soviet officer Nevertheless, the two 
CIA men insisted that once contact had been made, Stapler 
would not give the Soviet agent anything he wasn't autho¬ 
red by Washington tu give. 

When the two CIA agenrs weft satisfied that Stapler was 
ready, they directed him to make contact with the Soviet 
agent, pretending to be a walk-ifi. Stapler walked into the 
Soviet Embassy in Mexico and gave the Story about wanting 
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co soil, sccrcis, He wns soon calking n> an agent who called 
himself Boris. Stapler followed the script approved by the 
CIA headquarters and reported back io Brennan and Brauer 
after rhe meeting- The two CIA agents were eesracic. cell in 5 
Stapler that he had met with Boris Kornplektov, one of the top 
KG B case officers in Mexico, 

Stapler met several more times wich Boris., who insisted 
with increasing agitation that Stapler provide more sensitive 
information as proof of his sincerity. Boris' demands for more 
detailed information resulted in more Long discussions rvith 
the cwo CIA men over what .Stapler might cell ibe Soviet 
agent. The two CIA men drafted more cables and a day later 
showed SiapleT rhe replies. which denied permission to give 
any mote sensitive information to che Soviet intelligence offi¬ 
cer than what Langley had already approved. 

Stapler met once more wirh Boris, w ho abruptly Terminat¬ 
ed the conversation and told Stapler that the information he 
was trying to peddle was worthless. When Stapler repaired 
back to George and Kenneth, they thanked Stapler Jdr ha: 
cooperation, agreeing wick Stapler that che ploy hadn’t 
worked because of the CIA’s unwillingness to throw more 
truth into che equation. 

The rwo CLA men did insist rhae nil had nos been lose: 
they had at least learned a few things about how the KGB 
handled a walk-in. They stressed the importance of keeping 
the Whole thing secret and showed Stapler a request they 
were submitting for a substantial bonus tor Stapler's services, 
Thcv promised Stapler That che U.S. Treasury Deparimenc 
would issue a check, which would be mailed to his U.S, bank 
account. Stapler's next hank statement showed the mone} 
had been deposited as promised- 

This might have ended che whole affair, except that sev¬ 
eral weeks later when he was baek home in tire States, Stapler 
read a news article reporting that che [J.S. Embassy in Mexico 
City had an office of che FBI char monitored Americans seen 
entering the Soviet Embassy, which was suspected of being a 
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favorite spot for would-be spies ro make cornier with Sevier 
intelligence officers. 

Based on his own experience working in the U.S. intelli¬ 
gence community, SraplcT was only too aware of how r i meta- 
gen cy competition sometimes kept the right hand from learn¬ 
ing what rhe letf was doing. Increasingly concerned thar rhe 
FBI might have seen him talking to the Soviet agent and that 
the ClA may noi have bothered 10 tell the FBI about its little 
attempt to entrap a KGB officer. Stapler Eried to contact 
George Brennan and Kenneth Brauer, using the embassy 
number they had given him,.. 

A record ine in Spanish told him that number was no 
lunger in service, Stapler found rhe listed number for che U.S. 
Embassy, called n. and was told no one by those names was 
now or ever had worked in rhe embassy. Stapler cher decided 
to go ro rhe FBI, describe what had happened, and make sure 
lie wasn’t on some FBI list of potential spies. 

TTe immediately found himself accused of spying, based 
Ofi his interview with the FBI in which he admitted having 
met with Boris in Mexico City. The FRT did have a record of 
his visits with Boris, and the FBI agents assumed that Stapler, 
having realized that the FBI muse have been watching, was 
trying to divert suspicion by claiming he was working for the 
CLA, Ilie FBI insisted that they had checked with the CLA. 
which denied having any employees named George Brennan 
and Kenneth (katicr- 

!t took, several years for the ease to work through the court 
svsiem. The GIA insisted in response to ccurr summonses 
rhat [lies' had no employees by the name of George Brennan 
and Kennech Brauer. nor did they have any record thar Lester 
Sgi pier had every performed any service for the CIA while in 
Mexico City. A belated check with Stapler's bank uncovered 
r h i r the payment he had received had been a cashier's cheek 
drawn on a Mexican bank and the source col: Id not he traced. 

While the FBI remains convinced that Stapler was a walk- 
in whom the KGB rejected, others in the intelligence game 
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have concluded Thar Staple; was the victam of a very clever 
false-fla^ setup. 

The rncrt StapLer knew its George Brennan and Kenneth 
Brauer may have been Soviet intelligence case officers, Of 
they could have been fuse officers working for any of a dozen 
other intelligence services. They could have even been Spy¬ 
ing for one of the several different antignvemm-eni groups 
rhar arc constantly criticizing U,S. Intelligence agencies. 

Whoever they were, they had nn doubt targeted Stapler 
with The in ran of learning everything he might tell them 
about his work with the DIA. When they discovered he was 
going ro Mexico City on a business trip, they saw it as the per¬ 
fect opportunity. Using false ITJ, they had set up an office 
where They could produce wJiat looked to Stapler like official 
embassy telegrams. The supposed embassy number ihev 
gave Stapler was a from manned by some woman who had 
probably never been near the real U.S. f m bassy. The Inng 
sessions in which Septet thought he and rhe two CIA toan 
diets WCte determining what he could and cnuldn’t tell a 
Soviet intelligence agent about his previous work were really 
opportunities for rise two fake CIA case oRicers to learn fust 
about everything about DJA analysis that they could. 

WHY RECRUIT A HOTEL MAID? 

Sometimes access agents cast be as important us a primary 
agent might be in other circumstance*. Charlene Brevis was the 
night housekeeper for a commercial hotel in * majOt midwest- 
cm city. Charlene was also a single mother who had three 
teer.aged children. When her only son died as an innocent vic¬ 
tim [fi a drug shooL-Out. Charlene joined i parents 1 organisation 
that was campaigning for stricter enforcement of drug laws. 

About sin months later, a man named Ray Kelleher start¬ 
ed attending the meetings and introduced himself to 
Charlene. After a couple more cneetings. Ra-J focused the 
kind of attention on Charlene chat suggested a possible 
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romance, ftay didn’t talk much about himself but did listen 
sympathetically as Charlene Lalkcd about her dead sou and 
net hopes for college educations for her two daughters. 

The flight rhey became lovers., Ray told Charlene that he 
was an undercover agent [Or the State police narrutics squad 
but asked her to keep that information Confidential. As their 
remarteo blossomed. Ray often talked about the frustrations of 
his job and how difficult ir was to gee evidence Oil kingpin 
drug dealers, lie confided that he and hss colleagues had 
learned that several big drug dealers often cheeked l.nro the 
Itotc) where Charlene worked. Ray was ccrr.iio chat the deal¬ 
ers were discussing major deals in rheir hotel rooms. Ray sug¬ 
gested Thar if rheFe was only some way CO sneak into the FoOinS 
where the drug dealers Stayed, he might be able to find evi¬ 
dence or plane a microphone to gather Stich evidence. Uu’Or- 
tonately, without doing Thar, he couldn't even gather enough 
evidence to ask for a legal search Of phone tap warrant, 

Because of Charlene's angeF about dJUg dealers. Ray 
ct'.dn’t have too much trouble convincing her during the neve 
several weeks chat she could do a real service for the war Oil 
drugs if she would provide Ray with pass keys, which would 
a [low him access to any room in the hotel that he suspected 
was being used by drug dealers. 

Although Ray wanted Ch-arlenc that she must keep her 
help a secret, he also told her he had -arranged with his supe¬ 
riors to list Charlene as a confidential informant and she 
would be well paid For her assurance- Charlene begun loaning 
Ray a set of pass keys almost every night, and she aivn started 
putting substantial amounts, of money into a special hank 
account iim would eventually help ensure her two daughters 
grit a chance TO go to eollegc- 

Scvcral weeks later, Ray showed Charlene a newspaper 
= rory reporting The arrest of a major group of Colombian drug 
traffickers engaged in a money- laundering scheme. Ray 
claimed the arrest was the direct result of information he had 
collected from the hutel moil) where one of the conspi rtTOIS 
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liad stayed. After that, Ray continued to point out occasional 
news stories of big drug busts, which he claimed had resulted 
fmm Charlene’s cooperation. 

Ray Kelleher’s teal rua-ine was Steven Kissmatt, and he was 
not a police officer. In fare he had a police record as a confi¬ 
dence man. The only thing he knew about the drug cases he 
chimed to have helped soke was whnr he read in the papers, 
lie and several other colleagues had found a new profession 
»n industrial and commercial intelligence. What he really was 
after was access to the notebook computers so many business 
executives carry with rhc.m whenever they travel. 

Ray would use the pass keys Charlene provided to 
enter the hotel rooms of business travelers while they wore 
dining, taking in the city’s entertainment, or even sleeping 
i n rhesr hotel rooms in the ctirjv morning hours. Ray carried 
his own notebook computer along on has forays, which he 
would use ro download the contents of any notebook com¬ 
putet he located in a guCil’s bedruum. On chose occasions 
when the businessman was sleeping in his bed, Ray would 
rake the computer out of the room to an empty room where 
he would cruise through the files and download key daEa, 
before returning the compurer to the owner’s room. Ray 
and Si is colleagues would then go over the data, identifying 
information that could be sold eo foreign competitors of the 

U-S business corporations. 

Eventually. Ray s luck ran our: one of his victims woke up 
while he had her computer in another room. Finding that she 
couldn’t go back to sleep, the woman decided to do some 
work and discovered that her computer was missing. The city 
police investigated the theft. and Charlene's company spent 
significant amounts of money on private detectives but were 
unable to recover the compurer or discover who had taken it. 

Charlene, however, immediately figured out who must 
have srolcn. The computer. When slie confronted Ray, he 
admitted that he had taken it but pointed nut chat if he were 
canghr, she would go down wirh him. The sizable bank 
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account Charlene had accumulated would convince any jury 
that she was parr of the gang. 

Charlene still works for Ray, but no longer shares her bed 
with the lover turned blackmailer. He Still pavs htT for her 
services, bur not nearly as much as when she tliuug.hr she was 
working with the Hires. She is not the only horel employee hi 
the city working for Ray and Ills partners. In each ease,, the 
team used a different scheme in recruiting someone who 
could give them access to the toOfllS of businessmen [raveling 
with notebook comp Liters filled with data, 

CATCH A MAN W"HKIN HE’S DOWN 

Wilber FI. SclioLt worked as an engineer for Eden 
ElectiunAcs Production, a large government weapons contrac- 
roT. Schorr, whose work invol ved the design Of such high-lC-Cb 
weapons-guidartce systems as those demonstrated during the 
Gulf Wat, had a top-secret U.S. government security clear¬ 
ance. After 2(1 vears cus the job, Schnti failed to gci the pro- 
motiun he had expected, mainly because his personal life was 
falling a pan: land Impacting h^S work performance. 

Ill his early SMs, Schott soon found himself newly divorced 
with financial troubles that forced him to file personal bank¬ 
ruptcy. Reduced to living in a rented efficiency apartment 
while he worked at a job with little hope ot promotion, his 
only recreation was an occasional game of tennis played Otl 
the apartment complex's Tennis conn. It was there he met 
Jerzy Kwasniewski, a Polish businessman. Kwasniewski 
played ar about the same level as Schott, although Schott reg- 
ularly won about two out of three games. 

After a couple of weeks, Schott invited Kwasniewski up to 
bis apartment after a game tor a tOuple of beers. From there, 
their relationship developed into a friendship with lots of tech¬ 
nical talk about developments in electronics and the efforts nf 
Roland to find potential customers for some of rbe new prod¬ 
ucts Polish industry was manufacturing- When Kwasniewski 
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aske d Schorr to write down a list of possibl e U-S- customers to 
whom Kwasniewski might try eo seIL, Wilber agreed eh- drvso. 

A couple of weeks later, Kwasniewski knocked on 
Schott's dooT and excitedly announced! that the information 
Sebutt provided had! resulted in a substantial sale. 
Kwasniewski then insisted on paying Schorr a finder's fee for 
the information that had made the sale possible. 

Schott bad been trained ns part of bis employment to rec- 
□pnize hostile intelligence activity', lie chose to ignore the 
obvious signals and happily accepted the cash payment, 
which he spent on back rent ami a couple of much-needed 
new suits. Over the neat several months, Kwasniewski paid 
Schorr fee^ for similar kinds of inconsequential information 
anti reports on six tlillereut occasions. Each time the fees 
increased in size. Initially, Schott used the money to pay for 
necessities, bur eventually he had a bn left over to pay for lux¬ 
uries, including a return to the dating game. 

Shortly after Schotr began seriously daring a woman with 
two young children, Kwasniewski asked. Loses some unclassi¬ 
fied hut sensitive material on radar fire control for tanks to 
which Scholl had access, Claiming lie wonted die inihrmarion 
su he could advise his home office on possible areas in which 
it should dirccT research projects, Kwasniewski promised a 
sobs tan lid payment as a consulting lee for good information. 

Schott thought it over for a few days, then copied the 
material from company files and passed the information on co 
Kwasniewski. The payment he earned was enough to allow 
Schott to buy a small engagement ring and propose marriage 
[0 [he new woman in his life, 

From that point, it was an easy task for Kwasniewski to 
ask for confidential and eventually secret information. Schott 
knew what he was doing but kept celling himself that as soon 
as he goT set financially, be would cur The relation with 
Kwasniewski, who was already talking about an expected 
transfer back to his home office in Poland, a transfer that 
Schott assumed would end the relationship. 
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When KwaSruCWSki did get the promised transfer, !hc pro¬ 
posed that he give Schott and his new Wife a belated honey¬ 
moon trip to Innsbruck, Austria, in appreciation for the great 
help that Schott had given him during his stay in The United 
States. In Innsbruck. Kwasniewski Spent three days showing 
Schott and his wife the TOUtisr site-:. 

On the fourth day Kwasniewski invited -SchoTt to a final 
tennis game at a focal dub while Schorr's wife went shopping. 
While They were playing un a private court, 9 man whom 
Kwasniewski introduced as the person who would be replacing 
him as Schott's contact appeared. When Schorr discovered that 
Kwasniewski expected that he would continue to turn over 
classified information on weapons systems [0 the new conEnoL 
Schott angrily insisted that Ire had no intention of doing SO. 

Al chat point, the new control officer, who had none of 
Kwasniewski’s Subtlety, pulled cun of his pocket an envelope 
arid spread out a collection of pictures showing Schott’s new 
stepchildren. "I lie first pictures had been lakcrl S3 [he chil¬ 
dren walked away from the home ol a neigbbtsr where they 
we lc Staying while their mother and new stepfather enjoyed 
the sights of Austria. The series of pictures followed rhe 
recnagcd children to school and to some extracurricular atari- 
idea after school. 

The new' control officCE then grimly announced that not 
only was Schott going tn continue providing information, but 
ihsE be was going 10 spend [he last two days of hit Innsbruck 
vacation undergoing some intensive Training to make him a 
more useful Spy. The new control officer suggested that 
SchoTi suddenly suite r a flu smack- Kwasniewski would Then 
take tire wife on some tours while Scholl! Stayed in the hotel 
room and ‘"nursed his flu” while the training took place. 

Al ibc end of the craining session, ihc new control officer 
rewarded Schott with a $7,IW0 payment for his good behavior 
jUSI before the Schotts boarded the plane EO return home. Ht: 
also provided Schott with detailed reejuests for Specific infor¬ 
mation he wanted, as well as instructions few how co pass Such 
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information <ni through, Schora continued to past information 
to ihc Polish intelligence service Fof several years. He was 
pair! well for the information he provided, hut he was sps ialg 
mure Out of feu than greed. 

Schon fie all the classic profile ehsracccristies of a highly 
recruitable spv: marital problems that ended in divorce, finan¬ 
cial probEems, job dissatisfaction, an open friendship with a 
Soviet bloc national— llLI followed by sudden, unexplained 
wealth and frequent Foreign travel, (Hie, Ms vrife. and some¬ 
times the two teenagers made several more trips to Itirt&bruck 
over the next few 1 years.) But no U.S. spy-catcher unearthed 
him. A Polish defector eventually rurned Schntt in. 

KNOCK HIM DOWN AND PICK HIM LP 

After IS years with the DEA, Wayne Kramer considered 
himself ro he a hard-charging special agent on the promotion last 
crack. Assigned Id a special money-laundering task force in 
Sourh Florida. Wayne was tasked with dealing with a number of 
state Law enforcement officials as well as several high-ranking 
executives in the banking, community who were cooperating 
wiTh law enforcement to spot inoncydaundcrlng operations. 

In h is spare time, Wayne anti his wife woe also active in a 
church group engaged in drug-education activities aimed Al 
high school students. WhiSe working wit]] die church group. 
Wayne met Robert bhankhn, who had recently moved to 
Florida after retiring from s job as a deputy pro securing attorney 
in a northern SWIG, Despite the differences in their ages, the 
two men dev doped a mutual friendship because of Shaciklins 
strong advocacy of federal dmg-caitbrocnieni programs. 

During one of their conversations. Wayne confided in the 
older Shank lin That he was expecting [0 be promoted no the posi¬ 
tion of task force director when the current director got hrS 
oXOCCted promotion to the DEA’s Washington headquarters. 

A month before the expected promotion was to be 
Announced, a Florida State Police agency discovered evi¬ 
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dence while investigating one of their cases chat implicated 
Wayne Kramer in a money-laundering scheme. Kramer angri¬ 
ly proclainred his innocence, but the investigation into the 
charges touk several months, during which time Kramer was 
placed on administrative leave. Another officer got the pro¬ 
motion chat Kramer thought would be his. 

The federal investigation failed to find enough evidence 
to convict Kramer and he w as eventually returned to lull duty 
with no loss of pay, Kramer and his wife, however, had to take 
OUT a second mortgage on their home EO pay lor the legal ser¬ 
vices Kramer employed to help prove his innocence. 

As is SO often ihe case in such situations, upon hh return 
to duty, Kramer found that many uf his colleagues still 
thought he was guilty. Although he STlH had a job on the task 
force. Kramer was working foi a supervisor he considered 
incompetent. Worse, he knew he would never get another 
promotion. The only reason he stuck it OUT was because he 
would he eligible for early retirement in seven years. 

Through the hard rimes, the one friend who stuck with 
Kramer was Robert Shank I in. Shanklin not only insisted that 
he believed Kramer to be innocent* he inaned Kramer money 
for legal fees and helped him find the at!orncy who eventual¬ 
ly got the charges dropped. 

Shortly after Kramer returned 10 duty, Shanklin suggested 
that the person who had cried to frame Wayne was probably a 
jealous colleague who had sold out TO the drug lords, Shanklin 
proposed that he l.Shanklin) begirt his own private investiga¬ 
tion, using his considerable experience as a prosecutor W find 
out what happened. 

Ac Shanklin's suggestion, she two men started examining 
every one of Kramer’s colleagues who had worked on ifoc task 
force prior to the discovery of the evidence that seemed to 
iniplicaie Kramer ira a drug deal, Shanklin assured Kramer 
that if they kept digging into each persons caseload, they 
would eventually discover something that didn t match up— 
perhaps a StiJC CMC ihar suddenly fell apart, an investigation 
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Turned ±:ouj. Of even sonic evidence -nt tinCXpJainsJ 
wealth by 4 colleague. 

Kramer knew that he was sharing with Shanklin a greST 
Oqri I of information on DEA personnel, ongoing investiga¬ 
tions, arid even the identify of mntideniial informants, but 
Kramer wan- ho determined cn discover who bad framed him 
That he feEt justified in accepting Shanklin s help and provid¬ 
ing him all information nccd-d for tire investigation.. 

After severs! months of such activity, Shanklin told 
Kramer That be was increasingly convinced that the colleague 
who had gotECfl rhe promotion Kramer hid lost was a dirty cop 
who had deliberately framed Kramer 30 he could cover fits 
own cracks as well as get the promotion, Shanklin suggested 
thal Lhc dinv cop was now using his position as the director or 
rhe cask force re protect the crooks who paid him off while 
taking rhe competition out of circulati-Wlr 

KramcT did nor immediately go in his suptcrinrs with 
Shankiin's evidence; instead Shanklin and he started planning 
how they wotLld catch the new Task force director with his hand 
in rhe till. Looking for a scheme that would crap the suspected 
diitv cop- Kramer shared even more coi'l3i den rial information 
or. active cases, hoping to spot a case where the dirty colleague 
had ripped off one of the drug dealers of 3 pending arresi 

Suddenly, in a single week., several of the task forces 
major eases went sour. Three prime witnesses, including a 
high-ranking bank officer, were gunned down in gang-style 
killings. Live suspects targeted for aircst suddenly Sefr the 
country and when the Task force served, a search warrant that 
was supposed to catch major evidence based on wiretap iulOf- 
mation. they found nothing. 

Every ageriE on the task force suddenly found himself 
answering tough questions as the supervisors tried DO identify 
the source of a maj-ur information leak. Wayne, assuming Thar 
somehow hi3 “crooked' 1 supervisor had discovered the plan 
thal Shanklin and he were about to put into play, tried to con¬ 
tact Shanklin to discuss what they could do next- Shanklin 
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didn't answer his phone, ami when Kramer checked nut she 
condo where he lived, no one answered the door. 

Badly shaken, WttvriC found himself o-nce a,gain a primary 
SUSpCCt in rhe investigation. Wlien Wayne failed a lie-detec- 
iot test question about whether he had ever revealed confi¬ 
dential information to an unauthorized source, he tried txr 
explain eo one of the DEA's tnternal affairs investigators 
exactly what Shank In and he had been doing. A subsequent 
Investigation discovered that There wag no such person as 
Robert Shanklin and certainly no evidence that the new task 
force supervisor had been dealing with criminals. 

The investigators eventually concluded that Robert 
Shanklin wag working with a major Colombian drug traffick¬ 
ing group, which had deliberately set out to infiltrate the 
DF-A money-laundering task tOfCC- Shanklin. or someone 
with whom he was working had probably planted the evi¬ 
dence char cost Wayne Kramer his promotion—probably 
bce-auSC at that time Kramer and those under his supervision 
were all found lo be incorruptible. Then Shanklin—who 
alrcadv had Kramer convinced of bis false identity—moved 
in, pretending 10 be rhe friend in need. 

Shankiin’s skill in pretending rn be a retired prosecutor 
sujtficSES that he may well have worked as a prosecutor at 
some time under another identity. Me bad likely been recruit¬ 
ed t>v the drug cartel at that pu-int and had continued to work 
for them after retirement. 

Shanklin didn’t share rhe information he tricked OUT of 
Kramer with everyone, only wills a select group of traffickers 
and money laundCfCCS who worked for one segment of the 
Cali Cartel, {The iask force Still got a number of convictions.) 
In effect, the cartel gut a double bonus;; they escaped prose¬ 
cution and pi. 1 t the competition out of business and in the can. 

Kramers supervisor decided that either than gn public 
with what Kramer had done and prosecute him fur leaking 
confidential information, the cask force would take the credit 
for the drug dealers and money htunderera they did catch and 
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not tell anyone about the bigger fish rhar got away because a 
clever dtug cartel intelligence agent first knocked: Kramer 
down and then picked him op. 

Kramer Was even permitted to sray on with chr agency, 
airhongih He was transferred to a small office along thc 
Cralifurma'Mexioo border. Six months after hi? transfer, Kramer 
was killed while working undercover in a boy-bust investigation. 
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Conclusion 


The Successful Spy 


Y ou will never read about successful spies* in the 
newspaper or watch rhem being interviewed on 
TV talk Shows. Only failure makes a spy famous.- 
Success gUAfntritees chat the public will never know the spy’s 
name— in d neither will the victims whn suffered tilt results 
of his efforts. 

Around tile world, every day, thousands of men and 
women go eo work planning, to steal the most va Lut’d thing 
with which they are entrusted:. the secrets OtTheir employ* 
ers, fellow citiicflS, and friends. Their victims often believe 
these traitors EO he exemplary employees, loyal confeder¬ 
ate^ and faithful friends. Most of rhe time, the traitors will 
Spy for years, even decades, without ever being discovered 
or even suspected. 

The vast majority of those, who become successful =:pies 
never planned or expected to become traitors- They touk the 
jobs That positioned them SO char they had access to valuable 
seOietS, expecting, to work their careers O-Ut as loyal and hon¬ 
est employees. Many will even deny eKc accusation ol trea¬ 
son, insistirg that they were forced to take the only course of 
action possible because others betrayed them, tr>ok advantage 
of [hem, or denied them a fair shake in life. Even those who 
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admk rhae they have turned traitor will oiler complicated 
excuses for why their actions arc justified- 

The case officers who rumed them into traitor;; knew how 
ro help them find that justification, Behind every successful 
spy is a successful intelligence case officer who deliberately 
conned fhe person into becoming a spy. Good case officers 
never see their names in the newspaper either. 

Vcc. the kev 10 spying success is nut the spy ol the case 
officer who recruits the Spy. In the final analysis, every suc¬ 
cessful Spy owes his success to the person upon whom JtC is 
spying. Ju.sc like thieves thrive when people are cateles* with 
how they project ihcif valuables, so, too, Jo spies thrive w hen 
people aie careless with the wav thCYproTCCt their secrera. 

.VlosSL readers will never have any reason to recruit a Spy, 
Intelligent, strong, self-reliant, courageous, and competent 
people don't have to steal secrets cn survive and prosper while 
defending themselves from aggressors. If you have an enemy 
Ofi the border, the way to make sure he never MEiCks fS nor to 
steal his plan of ;lttack. In-STCad, you must arm and prepare to 
defeat any attack chat the aggressor might launch and then let 
him knOv. exactly how strong you are. If you don’t prepare 
that kind of defense, then Stealing every one of your enemy's 
SCCfCrs won't save you from disaster. 

If a. business competitor is outperforming you, the answer 
is noc to steal his secrelS; it’s JO better serve your customers 
and keep them coming bark. If you want to beat a political 
opponent, the answer is not waging dirty tricks, lying cam¬ 
paigns, or huing petty criminals to break into yout rival’s 
office; it’s taking a Logical stance un issues, offering simple 
explanations, goed advertising, artd rhc courage 10 be honest 
with the voters. If you have a personal relationship with 3 
lover or a partner that has degenerated to rhe point that you 
must spy on Thai person—or worse, you fear that he may be 
spying on you—it has already failed and the bese riling you 
can do is end it as quickly as passihie. 

The paradox is that the mote competent, clover, and $uc- 
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cesaful you become in business, social relations, government, 
politics, OF your personal life, the more likely it is th^T some¬ 
one wifi set out to steal VOUf secrets of success -and use that 
information TO destroy you. If von are realty good at what you 
dn, your enemy will not Succeed in defeating YOU, even if he 
succeeds in stealing, your secrets. More likely; you won’t have 
;ltiy secrets worth stealing. The strongest, most successful 
people in the world live their lives as open bonks, caring not 
,1 whit about keeping secrets. Indeed, lliey want ibe world to 
know r how strong they are ■ 

However, many erf you Enay not have that strength of c har- 
accrr, and you do love secrets you think you need to keep. If 
VOUf enemies succeed in learning w hat you w att! to keep hid¬ 
den from the u’orld, the If successful spying will coat you 
money, psjn, worry frustration, and even defeat- It is for you 
that this book is fealty wrirren. The more you know about 
how spies are recruited, the better prepared you will he co rec- 
ugnize the Spies within your own ranks and neutralize them Of 
even rum them again si the people who recruited them. 

The person who. successfully spies on yOu will not he 
some funny-looking Stranger or someone who openly chal¬ 
lenges votst authority or snakes his dislike for you obvious. 
The person who spies on you u r ill he someone you trust- It 
may he your secretary, your most faithful employee, your good 
friend, or even your lover. 

If you EiavC a Traitor in your midst, rhe thing you must 
LindCfStand is that something weni wrong long before Ehe spy 
master CitllK along and convinced that person to betray y0U- 
Good case officers m-usr have human material to work witls. 
The best way to protect against the spy is tu make sure thai 
the only people who have access to vmir secrets aTe people 
who have as much to gain by keeping those SCCICIS as you do. 

Whether YOU are running a country, a business, a criminal 
enterprise, or a political movement, or just living well on your 
own hard work, here arc a few things you can do to make sure 
someone you trust doesn’t listeEa to the siren call of creaaon. 
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* 1Vm?T wr/jW psw/Ji- based l'd K&stf -t nsfm. iaj 44# fln?- 

Find (Hit what they have done. Whether y&ll arc hiring an 
employee, accepting volunteer help in a political action 
group, or “itaiting a Friendship or a love affair, thoroughly 
check out the background of everyone you must trost. The 
things Thin count are not letters of recommendation. The 
praises of peers, Of the fawning adulation of rheii friends:, 
but credit records, .school records, court ami criminal 
records tor, better said, the lack of Such records), and past 
successes- or failures in sports, business, employment, and 
personal living 

* Past behavior is tro guarantee of future WJtffir. No matter 
how sterling someone's background, or past work perfor¬ 
mance, watch for evidence that doesn'T track with what 
vnu aheadv know, Decide based on what people do today, 
not what They did yesterday, and certainly never what they 
say they will do tomorrow. 

» Ik tint rely on quiet fixes SPC-h ns polygraph examinations, 
scheduled security clearance updates, surprise audits, sstrvfti 
fance earners j, or electronic, eavesdropping tis a means of 

n-.raiwg Spit j. 

* Be security eOnsaO-Ui @*id educate those-you trust on hots in telh- 
getti ¥ case officeri- recruit spies- Offer substantia; rewards for 
anyone who reports a possible approach by an enemy 
espionage oIFlcvi. 

« Don V identify your osan cottnSei'CSpie,nage officers. (You don't 
ha™ a counterespionage officer? If you keep valuable 
secrets, you want someone on the payroll whose job it is to 
guard (hose secrets.) Dun : l put rhosc charged with coun¬ 
terespionage in the security office that LuOks lifter the 
physical and personal security of The building and the 
employees. CourUCi espionage officers should work under 
cover as personnel officers, special assistants, legal aids, 
morale olfLcers, or any other title that allows them to move 
easily among your employees and gather information with¬ 
out anyone suspecting what they are really doing. 
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fear/} as much about sour trap by yets vskv hetn e access t£> your 
seems as any enemy case officer amid barn. Your ceimierespi- 
onage -offeers should look at every employee with access 
tn secrets on a regular (bul random) basis by using rhe 
same techniques Thar a recruiting Q3.se office! would use. 
That means secret surveillance that neither rhe employee 
nor anyone except you nnd the counTcrcspionage officer 
knows is going on. (Sure, that's expensive, but if the CiA 
had been doing that instead of trusting in lie detectors, 
Rick Ames would have been caught in the First year he 
started spending the cxwa money he earned by spying for 
the kCE.) 

Don’t keep things sum that don't have to be kept secret. Know 
what is virall antelliger.ee chat must be protected and 
restrict access to such infoiirtatiOii only TO those who need 
to know. 

Develop sound personnel practices S&at reward effort, creathity, 
and loyalty. Make sure they reach down to the Litlle people 
who arc Such an srrracrbre Target for spy recruiters. Among 
with access to secret material Or areas where scorer rnaier- 
jSil is held should be paid extra money for the trust you 
place in them. Secretaries Who Type up secret documents 
should make as much as college-educated! company exec¬ 
utives and should be creaced with ihe same respect. 

Don't keep disgruntled employees on the payroll, especially 
employees esho feel they haven't Iren treated fairly. If you can't 
promote, the man who thinks he deserves a promotion, lire 
hint. Don't leave him in place. 

Don't keep any employee in a position that givei him access to 
secrets if he develops any vim Of habits Such as alcohol or drug 
abuse, credit problems, dangerous or offensive sexual behavior .Of 
personality disorders. {This (lies, iu the face of rhe modem 
idea of vice as a disease, but tolerance for bad behavior h 
one of the primary reasons why American intelligence 
agencies lost the spy war.) 

Be tolerant of unusual or different behavior that does not impact 
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f»s jnb performance or she empkyte'i personal relations. Don’t 
Fire tine open homosexual who lives tjuiedy with a partner 
Do fire the married man who cheats oh Iris wife every 
change he gets, Sics to htfl and his celksgues about what lit 
is. doiftg> and USCS his work as a cover to get away with ir. 

Of course,, following these rules will nor guarantee that no 
one will ever STeal your secrets. Bot real life has no guaran¬ 
tees—someth i tig that every good case officer knows. He Lakes 
the human material he finds, and lie manipulates n into some- 
chin R he can use. Yuli can do the same, whecher your are Irv¬ 
ing 10 recruit a spy or make sure, your employees, friends, and 
lovers stay faithful to you. 
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